1

3GPP TSG SA WG3 (Security) Meeting #84
S3-160976
25-29 July 2016, Chennai (India)

revision of S3-13abcd
Source:
Nokia, Ericsson, Telecom Italia
Title:
New privacy key issue on using effective temporary or short-term device identifiers
Document for:
Approval 

Agenda Item:
8.6
Work Item / Release:
FS_NSA / Rel-14
Abstract of the contribution: This contribution proposes to add new key issue under security area of subscriber privacy.

1 Proposal

Based on the discussion provided in S3-160956, new key issues on concealing long-term identifiers for both subscriber and device were presented. Further, a new key issue on using effective short-term identifier for subscriber was presented. Not only the subscriber, but also the device could benefit from the usage of short-term identifiers when fulfilling privacy requirements. This key issue studies the possibility of using short-term identifiers for device and its effectiveness for devices in a way that do not compromise the subscriber privacy. 

Therefore, it is proposed that the text presented in the clause pCR be added to the TR 33.899.

2 pCR

<< Note to editor: all text new>>
5.7.3.x
Key issue #7.X: Using effective temporary or short-term device identifiers
5.7.3.1.x
Key issue details

Not only the subscriber, but also the device could benefit from the usage of short-term identifiers when fulfilling privacy requirements. This key issue studies possibilities of using short-term identifiers for device and its effectiveness for devices in a way that do not compromise the subscriber privacy. 

The usage of effective short-term device identifiers during a communication process may help to avoid the correlation between device identifier and subscriber identifier for unauthorized entities. 

5.7.3.x.2
Security and privacy threats 

If device identifiers and subscriber identifiers can be easily correlated, it may allow an attacker to compromise the subscriber’s privacy. Further, correlation of device or subscriber actions and data may allow an attacker to create interest or location profiles.

Note: Similar threats as in clause 5.7.3.2.2

5.7.3.x.3
Potential privacy requirements

-
Temporary device identifiers should be used instead of permanent device identifiers in communication, whenever feasible.
-
From one or more temporary device identifiers, it shall not be feasible for an unauthorized party to predict the next temporary identifier.
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