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1 Proposal
Based on the discussion provided in S3-160956, a new key issue is presented. MS-Word comments are provided to explain the changes.
It is proposed that the text presented in the clause pCR be added to the TR 33.899. 

2 pCR

	Note to the rapporteur: 

· All text is NEW and is based on the clause 5.7.3.1. The clause 5.7.3.1 is proposed to be deleted in S3-160963. 

· MS-Word comments are used only to show which text are based on the clause 5.7.3.1. They are NOT a part of the pCR and shall NOT be included in TR 33.899.

· Track-changes are used only to show changes from the original text in 5.7.3.1. All track-changes shall be accepted before including the text in TR 33.899.


5.7.3.x
Key issue #7.X: Transmitting permanent identifiers in secure interface

5.7.3.x.1
Key issue details

It is important to mitigate the risk of accidental or intentional exposure (e.g. due to sniffing of some interface by an insider) of permanent identifiers (subscriber and device identifiers) in the radio access network (RAN) or the core network (CN, including interconnects). In a current LTE system, the RAN interface (Uu) is protected except for some initial RRC and NAS messages. The Next Generation system should at least maintain or improve the RAN interface security. In a current LTE system, the CN interfaces (e.g. S1-MME and S6a) are protected when IPsec is deployed, but the adoption of IPsec is not mandatory, only recommended. The Next Generation system should at least maintain or improve the CN interface security.

5.7.3.x.2
Security threats 

Note: Similar threats as in clause 5.7.3.2
.2.

5.7.3.x.3
Potential security requirements

-
Core Network traffic, which carries permanent subscriber and device identifiers, shall be protected from eavesdropping.
-
Radio Access Network traffic, which carries permanent subscriber and device identifiers, shall be protected from eavesdropping.
Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber and device identifiers in the radio interface in all scenarios, e.g. in a current LTE system - initial ATTACH REQUEST and emergency bearer service request.
�New text


�Note to the rapporteur:


Instead of preserving the clause number by using “void, if the numbering of the clause is restarted from “1”, this should be changed to “1”.


�The following is moved originally from �5.7.3.1.3.





The track-changes show what is different from the original text.
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