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1 Proposal

Based on the discussion provided in S3-160956, amendments to the existing key issue #7.2 are presented. MS-Word comments are provided to explain the changes.
It is proposed that the text presented in the clause pCR be applied to the TR 33.899.
2 pCR

	Note to the rapporteur: 

· MS-Word comments are NOT a part of the pCR and shall not be included in TR 33.899. 

· We are in early stage of the study and the security area on privacy was only introduced in the last meeting. Since 5.7.3.1 is proposed to be deleted, it is suggested to restart the clause numbers instead of keeping the original clause number with a “void”. In that case, the main clause number will be 5.7.3.1 and the key issue will become #7.1.


5.7.3.2
Key Issue #7.2: Refreshing of temporary subscriber identifier
5.7.3.2.1
Key issue details

GSM/GPRS, UMTS and LTE already use temporary subscriber identifiers such as the Temporary Mobile Subscriber Identity (TMSI), which is randomly assigned and kept local to a location area. This is done partly as a privacy measure to mitigate subscriber identification and tracking by eavesdroppers on the radio link, making it harder to track the location or activity of a particular subscriber.  
However, in the past, acquiring or tracking the temporary subscriber identifiers has been one of the most important attack strategies in compromising the subscriber privacy. As longer a temporary identifier remains unchanged, as easier it is for an attacker to identify or track the corresponding subscriber, thereby compromising the privacy of the subscriber.
Therefore, developing mechanisms to regularly refresh temporary subscriber identifiers, that are used in a Next Generation system and that could compromise privacy, is one of the most important key issues towards achieving the subscriber privacy.

5.7.3.2.2
Security threats 




If 
the subscriber identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscriber’s identity; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscriber’s identity might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identity by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identity by an unauthorized party.

-
The subscriber’s identifiers across different services might be correlated by an unauthorized party.

-
The subscriber’s identifiers might be spoofed by an attacker.
5.7.3.2.3
Potential security requirements

-
Temporary subscriber identifiers shall be refreshed regularly with a frequency that avoids their persistent use
.



Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscriber identifiers.





The Editor’s note is vague, i.e. Network identifiers could mean:


    Identifiers in network interfaces like MME_UE_S1AP_ID in S1-MME; or


   Network related parts in identifiers like MCC and  MNC in GUTI?�.





The meaning of FFS is also vague, i.e. what is for FFS?


-   how to refresh identifiers?; or


-   identifying network identifiers.





It is proposed to remove the Editor’s note. If there is anything separate from temporary subscriber identifier, a separate KI can be introduced anyway.





First line is removed because it is not really a threat. It’s more like a reason for threat.





�Threats have been moved from 5.7.3.1.2. Therefore the Editor’s note can be removed.


��Starting from here, the content in this clause is originally moved from 5.7.3.1.2


�New text that is NOT implementation specific. The new text also saves the requirement from being very vague and subjective.


Implementation specific details are removed i�n order to address Editor’s Note.


�Moved originally from �5.7.3.1.3. 


Old text removed.





�This is presented as a solution in clause 5.7.4.1. So it can be removed from here. Because the above requirement covers the goal without any implementation specific details.
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