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Abstract of the contribution: This contribution analyses the Editor’s Note in 6.2.2.2 of TR 33.863 (the BEST-TR) and proposes to remove this Editor’s Note
1. Introduction

The best TR 33.863 section 6.2.2.2 contains an Editor’s note that reads:

Editor's Note: it is ffs whether the additional input 'string' is needed in the derivation of e2m_key. It may be appropriate to allocate FC values for the purpose of the two key derivations in steps 1) and 2) according to TS 33.220 [20], B.2.2.
It is proposed to follow the mechanism from solution #8 where a specific FC value is used. We propose to remove the editors note and the ‘string’ in the KDF and state that a new FC value is introduced.
2. Proposal

**** CHANGE *****

6.2.2.2
Key derivation rules

As for solution#1, the present solution uses a new key pair CK´, IK´for UMTS PS or GPRS access security between UE and SGSN. For EPS, KASME can be re-used as defined today. 

The present solution differs from solution#1 in the derivation of the additional user plane key. In solution#1, this key is called "e2mKEYSET". It is used between UE and HSE. In the present solution, this key is called "e2m_key". It is used between UE and EMSE. 

The e2m key is derived in two steps: 

(1)
Whenever an Authentication Information Request from the SGSN or the MME arrives at the HSS, then the HSS checks the subscription profile for the need to derive an e2m_int_key. The HSS then generates authentication vectors and sends them back to the SGSN or MME. If needed according to the subscription profile, the HSS derives e2m_int_key from CK, IK using a specific FC value, where the derivation of e2m_int_key has the form

e2m_int_key = KDF (CK||IK)

(2)
The EMKS derives e2m_key from e2m_int_key. As there may be multiple instances of EMSE it becomes necessary to include an identifier of the EMSE in the key derivation in order to achieve key separation between EMSEs. The following is the key derivation rule: 

e2m_key = KDF (e2m_int_key, EMSE_Id,)
NOTE: A specific FC value is allocated for the purpose of the derivations of the keys in step 1) and step 2).

**** END OF CHANGE *****
