
3GPP TSG SA WG3 Meeting #84
SA3-160786
Del Cabo, Mexico, 09-14 May 2016
Agenda item:

8.8 – V2X Services
Source:
Intel Corporation

Title:
Rel 14 - Updated Security Threats and Requirements for V2X Services
Document for:

Discussion and Approval
Introduction
Rel 14 TR 33.885, Study on Security Aspect for LTE support of V2X Services, includes initial security threats and requirements for V2X usages.  However, TR 33.885 does not adequately captures security threats and requirements for all specific V2X usages / services. 
In this contribution, we attempt to provide additional security threats analysis and requirements specific for each V2X usage / service. 
Proposal 

It is proposed to agree the text proposal below for inclusion in TR 33.885.

#################### START OF CHANGES ###############################
5
Security Analysis of V2X
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 





5.X Key Issue #X: V2V/P authority broadcast communication security by UE for public information announcement over PC5 Interface

5.X.1 Key issue details

V2X messages transmission/reception for V2V/P services over PC5 interface pre-dominantly requires broadcast transmission. Threats and security requirements on V2V/P message broadcast differ from other V2X services and use cases. 

A UE is defined as any UE that is provisioned by organizations to provide information distribution on V2V/P services. Examples of an UE area normal vehicles, road side units (RSUs) deployed by transportation department, emergency vehicles, law enforcement vehicles, and road construction vehicles or utility vehicles. UEs are expected to proceed with a registration procedure to receive authorization for the V2V/P service.

 AUE may send periodic broadcast V2V/P messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2V/P message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. For examples, the data in authority V2V/P broadcast could describe authority-relevant information, such as law enforcement vehicle approaching, mandatory road closure, etc. The data could also be information on normal entities. And, the RSU UE could send periodical broadcast V2V/P messages to report pedestrian information at a certain intersection or a specific area. 

V2V/Puse cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decision or take actions based on the locally generated sensing information and data from the received V2V/P broadcast messages. V2V/P broadcast messages could provide information complimentary to receiving UE’s local sensing data. The expected receivers of V2V/P broadcast messages are any V2V/P service enabled UEs in the sender’s transmission range.

Attacks on V2V/P broadcast message of this type may mislead receiver UE regarding the current road condition and makes wrong decision or action. The authenticity of the received information is expected to be validated. In addition, the integrity of V2V/P broadcast shall be validated to defend against forgery. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2V/P service and is intended for public consumption.

Editor’s Note : Privacy issues are FFS.

5.X.2 Security Threats

Security threats to the use cases that leverage V2V/P broadcast messages include

· Maliciously forged or modified V2V/P broadcast input that mislead the receiving UE to make wrong decision/action

· Maliciously deleted/delayed V2V/P broadcast input that cause the receiving UE to fail to take action in time in response to the road condition

· Maliciously replay V2V/P broadcast input that cause the receiving UE to react to non-existing road condition improperly

· Unintended exposure of V2V/P broadcast input to entities un-authorized for V2V/P services 

Vulnerabilities exposed by V2V/P broadcast communication that can be leveraged by attackers are the following: message deletion, modification, forgery, replay, delay, rushing, re-ordering, and medium jamming.

Forged or modified V2V/P broadcast information on road condition is expected to take priority in local processing and decision making by the receiving UE. Depending on the situation, the received announcement could come from one or a few UEs, and may be complimentary to the local sensing, or may be the only source of information. The risk of data forgery and modification is high and is the realistic issue to be addressed by V2V/P security communication solution. 

Deleted or delayed V2V/P broadcast information on road condition could lead the receiving UEs to fail to take action given the current road condition, if the UE is completely blocked from receiving such warning from all V2V/P UEs in its proximity (transmission range). Given potential low redundancy of V2V/P broadcast information on road, the risk of deletion or delay is realistic. The security solution is expected to at least increase the availability of V2V/P broadcast information. 

Replayed V2V/P broadcast information on road condition in the past leads to the same consequences as by the information forgery. The risk is significant to be addressed by the security solution.

Given the V2V/P broadcast data is intended for public distribution and consumption, the threat of disclosing V2V/P data to unauthorized UEs leads to very low risk. 

Threats on allowing unauthorized UEs to access V2V/P service or use invalid identity is related as well. In particular, the provisioning of “authority V2V/P service” shall be protected such that the receiving UE can validate the sender’s authenticity when processing and validating the received information. 

5.X.3 Security Requirements

V2V/PUE shall be authorized to participate in V2V/P service for broadcast announcement

V2V/Pbroadcast receiver UE shall be authenticated and authorized to participate in V2V/Pservice

Sender of V2V/P broadcast message shall be authenticated as the validated UE permitted to send the message.

V2V/P broadcast message shall be validated to ensure the content has not been maliciously modified by any party other than the sender. 

Freshness of V2V/P broadcast message shall be ensured so that receiving UE accepts only freshly generated messages by the authority UE, preventing against replay attacks.

5.Y
Key Issue #Y: Identity/Credentials Security for V2V/P Services

5.Y.1
Key issue details

V2X V2V/P UEs are expected to manage their Identity and credentials properly. Furthermore, V2V/PUEs are expected to use the assigned identities to participate in the V2V/P communication and applications. The V2V/PUE may have one or more identities relevant to the subscribed V2V/P services. Compromise of credential or identity gives attackers tools to impersonate legitimate V2V/PUEs, forge communication, influence vehicle or pedestrian’s decision, causing information leakage, and even loss of property or human lives. Hence, it is important to properly register every V2V/PUE with validated identity, and protect it throughout the lifecycle of identity usage and management.

5.Y.2
Security Threats

The system of managing and using identities for V2V/P service by UEs is vulnerable. The adversary can launch attacks on identities from network and from the endpoint system. 

On the endpoint system, credential provisioning server or UE, the identity could be stolen and used by adversary to impersonate the UE to participate in authentication, authorization, or message validation. Furthermore, the stolen identity of the registration authority allows adversary to create forged identities (Sybils), and convince UEs to access any identity of adversary’s choice as the registration authority.

On the identity creation and credential provisioning procedure, the failure in binding unique identity to the UE’s secret cryptographic key could lead to “mis-binding” attack that cause the victim system to access information from adversary using another UE’s true identity.

On the communication medium, the protocol for V2V/PUE authentication or authorization method could be compromised by the network attacker if the protocol design fail to bind communicating parties identities, keys, and fresh protocol instance. The man-in-the-middle attack is possible that leads the attacker to impersonate victim UE and participate in V2V/P communication maliciously.

5.Y.3
Security Requirements

The following are requirements for managing and using UE V2V/P identities for the purpose of V2V/P broadcast, or authenticated and protected unicast:

V2V/P Credential Provisioning server (e.g., V2X Certification authority, V2X Key Management Service) shall securely provision credentials for each V2V/P UE, and bind the credentials with the UE’s identity 

V2V/P Credential Provisioning server shall protect its secret root key (e.g., public/private keys from hardware-based tampering

V2V/P Credential Provisioning server shall make the knowledge of trust anchor available to all participating V2V/P UEs

V2V/P Control Function (defined in TR 23.785) shall authenticate each V2V/P UE with its identity and credential before authorizing UE for V2V/P service

V2V/P Control Function shall manage trust anchors to authenticate all participating V2V/P UEs that needs authentication and authorization for specific V2V/P functions

#################### END OF CHANGE ###############################
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