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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 31.102: "Characteristics of the USIM application".

[2]
3GPP TS 33.102: "3G Security; Security architecture".

[3]
IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".

[4]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[5]
3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for Subscriber Certificates".

[6]
Void

[7]
Void
[8]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2 (Release 6)".

[9]
Void.

[10]
3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".

[11]
3GPP TS 23.003: "Numbering, addressing and identification".

[12]
IETF RFC 3548: "The Base16, Base32, and Base64 Data Encodings".

[13]
3GPP TS 33.210: "3G Security; Network domain security; IP network layer security".

[14]
Void.

[15]
3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics".

[16]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services".

[17]
Void.

[18]
IETF RFC 2818: "HTTP over TLS".

[19]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[20]
Void.

[21]
Void.

[22]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".

[23]
ISO/IEC 10118-3:2004: "Information Technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions".

[24]
IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

[25]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[26]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)".

[27]
Void.

[28]
IETF RFC 2246: "The TLS Protocol Version 1".

[29]

3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[30]
(void)

[31]
(void)

[32]
3GPP TS 29.109: "Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[33]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[34]
3GPP TS 23.002: “Network architecture “.

[35]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security Architecture".

[36]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".

[37]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008. http://www.unicode.org 

[38]
3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switch Streaming (PSS) and Multimedia Broadcast/Multicast Service (MBMS) User Service; Protocols".

[39]
3GPP TS 33.224: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push Layer".

[40]
3GPP TS 33.328: "IMS Media plane security".

[41]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[42]
(void)

[43]
Void.

[44]
IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".

[45]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

[46]
3GPP TS 44.006 "Technical Specification Group GSM/EDGE Radio Access Network; Mobile Station - Base Station System (MS - BSS) interface; Data Link (DL) layer specification"

[47]
3GPP TS 43.020 "Technical Specification Group Services and system Aspects; Security related network functions"

[48]
IETF RFC 5929 "Channel Bindings for TLS"

[49]
3GPP TS 33.303: "Proximity-based Services; Security Aspects"
[xx]
3GPP TS 33.179: “Security of Mission Critical Push-To-Talk (MCPTT)”
************* End of change 1 *********************************************

************* Start of change 2 ********************************************
B.2
Generic key derivation function

B.2.0
General
The input parameters and their lengths shall be concatenated into a string S as follows:

1.
The length of each input parameter measured in octets shall be encoded into a two octet-long string:

a)
express the number of octets in input parameter Pi as a number k in the range [0, 65535].

b)
Li is then a 16-bit long encoding of the number k, encoded as described in clause B.2.1.

2.
String S shall be constructed from n+1 input parameters as follows:

S = FC || P0 || L0 || P1 || L1 || P2 || L2 || P3 || L3 ||... || Pn || Ln

where

FC is used to distinguish between different instances of the algorithm and is either a single octet or consists of two octets of the form FC1|| FC2 where FC1 =  0xFF and FC2 is a single octet,

P0 ... Pn are the n+1 input parameter encodings, and

L0 ... Ln are the two-octet representations of the length of the corresponding input parameter encodings P0.. Pn.

In this specification the following restriction applies to P0:  P0 is a static ASCII-encoded string.

This restriction is not part of the KDF definition and does not apply to the KDF when used by other 3GPP specifications unless explicitly stated so in those specifications.

3.
The final output, i.e. the derived key is equal to the KDF computed on the string S using the key, denoted Key. The present document defines the following KDF:

derived key = HMAC-SHA-256 ( Key , S )

as specified in [22] and [23].

************* End of change 2 *********************************************
************* Start of change 3 *********************************************

B.2.2
FC value allocations

FC values allocated for this specification shall be in range of 0x00 – 0x0F.

FC values allocated for TS 33.401 [35] shall be in range of 0x10 – 0x1F.

FC values allocated for TS 33.402 [36] shall be in range of 0x20 – 0x2F.

FC values allocated for TS 33.102 [2] shall be in range of 0x30 – 0x37.
FC values allocated for TS 43.020 [47] shall be in range of 0x38 – 0x3F.
FC values allocated for TS 33.224 [39] shall be in range 0x40 – 0x47.

FC values allocated for TS 33.303 [49] shall be in range 0x48 – 0x4F.
FC values allocated for TS 33.179 [xx] shall be in the range 0x50 - 0x57.
FC values in range 0x58 – 0xDF are reserved for future use in 3GPP specifications.
FC values in the range 0xE0 – 0xEF are reserved for uses of the KDF by other standardization organisations where the FC value for such use is registered in the present specification.

FC values in the range 0xF0 – 0xFE are reserved for proprietary uses of the KDF where the FC value for the such use is not registered with 3GPP.
FC values of the form 0xFF || FC2 are reserved for future use in 3GPP specifications.
NOTE 1: Registering an FC value with 3GPP for use by other standardization organisations means that only the FC value is recorded in the present specification, but the full specification of the key derivation is done elsewhere. This has the advantage that clashes in FC values in different uses by other standardization organisations can be avoided. On the other hand, not registering an FC value with 3GPP for proprietary use means that 3GPP may have no knowledge of this use at all. 
NOTE 2: Ranges of FC values for use by other standardization organisations or for proprietary use could be extended in the future if such a need was indicated to 3GPP. 
************* End of change 3 *********************************************

