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************ Start of Changes ************

************ Change 1 ************
7.13.0
Introduction

This solution is based on solution #12 in Clause 7.12, 'Using S/MIME to protect MCPTT Application plane messaging in SIP messages'.

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer. When protection is required, SIP MIME packets encrypted with a symmetric Content Encryption Key (CEK) may be used to satisfy these requirements.

Key management of the CEK may be administered by the MCPTT KMS. Before the KMS can provide a CEK, the MCPTT user is authorized firstly for MCPTT key management services by presenting a KMS access token to the KMS. The MCPTT user obtains a KMS access token during user authentication. The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.

Once the MCPTT user is authorized for key management services and if protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, the KMS then distributes the CEK to both the MCPTT client and MCPTT application server (i.e. the SIP session endpoints). The CEK is used to encrypt and decrypt the SIP MIME packets [30]. A unique CEK identifier (Key ID) is sent in the SIP message to identify the CEK at the receiving SIP endpoint.
Editor's Note: Identification of the unique CEK is FFS. Use of a Key ID alone may not be sufficient.

************ Change 2 ************

7.14.0
Introduction

This solution is based on solution #12 in clause 7.12, 'Using S/MIME to protect MCPTT Application plane messaging in SIP messages'.

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer. When protection is required, SIP MIME packets encrypted with a symmetric Content Encryption Key (CEK) may be used to satisfy this requirement.

Identity Based Cryptography (IBC) may be used to establish the CEK. Before IBC can be used to establish and share the CEK, the MCPTT user is authorized firstly for MCPTT key management services and receive the IBC public and private identity key material. Authorization with the KMS is accomplished by the MCPTT user presenting a KMS access token to the KMS. The MCPTT user obtains this user specific KMS access token during user authentication. The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.

Once the MCPTT user is authorized for key management services, the KMS distributes the user's IBC key material to the MCPTT client.

If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, then IBC is used to create the CEK, confidentiality protect the CEK, integrity protect the CEK, and forward the CEK to the MCPTT application server. The MCPTT application server receives the SIP message with the protected CEK and retrieves it from the message. The CEK is then used for S/MIME protection of the SIP payload in subsequent SIP messages [30].
************ End of Changes ************

