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Abstract of the contribution: This contribution proposes some considerations on the security credential management.
1 Introduction 
This contribution proposes to discuss some considerations on the security credential management, including description, threat analysis and security requirement analysis.
We kindly propose SA3 to agree the following pCR.
2 Proposals
X.1
Key issue: security considerations on the security credential management

X.1.1 Description

The next generation system will combine multiple network access and new paradigm services, such as Internet of Things (IoT), cloud-based services, industrial control, autonomous driving, mission critical communications, etc.
Different network access and services have their own characteristics therefore the requirements of security mechanisms are diversity. Some network access and services may need the security credential to archive authentication process and guarantee the communication security, such as IoT devices are desirable to periodically update the subscription security credentials (TR 22.891). 

In the next generation system side, it needs to management security credentials for multiple network access and new paradigm services, including credential creation, update, deletion, revocation etc.. 

X.1.2 Threats analysis 

The attacker may launch Man-in-the-middle attack during the authentication process which using security credential between the multiple network/new paradigm services access and the next generation system, if there is no security mechanism to protect this authentication process.

The device may compromised by the attacker to launch some attacks, e.g. DDoS, if the overdue credential cannot be detected by the operator’s network in time.

X.1.3 Security requirements

The next generation system should support the security credential management.  
