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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK173][bookmark: OLE_LINK174]Abstract of the contribution: This pCR proposes the adaptive authentication framework as a key issue and also proposes the description about this key issue.
Discussion 
NexGen network has to satisfy different service requirements, due to different scenarios, such as broadband access, IoT services, mission critical services and vehicular network.
Different service requirements may lead to different security considerations, for example, authentication consideration. In fact, in the ongoing work in SA1, SA2 and RAN, some security considerations have been issued, which are directly or indirectly relating to authentication. 
For SA1 part:
[bookmark: OLE_LINK73][bookmark: OLE_LINK74]The security requirements which quoted from MIoT are: 
· The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices.( ref. section 5.3.3.1)
[bookmark: OLE_LINK87][bookmark: OLE_LINK88]The security requirements which quoted from CirC are: 
· [bookmark: OLE_LINK84][bookmark: OLE_LINK85]The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation. (ref. section 5.1.3)
For RAN part:
In RAN’s 71meeting, some security requirements had been proposed and RAN sent LS (see SP-160213) to ask SA3to review these proposed security and help RAN to identify additional security-related requirements in its Study on Scenarios and Requirements for Next Generation Access Technologies. 
· [bookmark: OLE_LINK8][bookmark: OLE_LINK9]security overhead reduction for small data transmissions
For SA2:
In TR23.799, 19 key issues have been proposed, one of them is:
· [bookmark: OLE_LINK136][bookmark: OLE_LINK137]Authentication framework (Ref. section 5.9.1)

It is necessary to take all the input for consideration when specifying the authentication requirements and solutions in NexGen network. Aspects to be concerned includes the service requirements, architectural requirements, credential evolvement, newly aroused security threats, etc.

Proposed pCR
[bookmark: OLE_LINK198][bookmark: OLE_LINK199][bookmark: OLE_LINK200][bookmark: OLE_LINK177]***	BEGIN OF FIRST CHANGE	***
x.x security key areas
Editor’s note: the following security key area will be extended if some key areas have been found.
The “NexGen” network shall focus on the following security key areas:
· Adaptive authentication framework
x.y High level security requirements
Editor’s note: the following high level security requirements will be extended if some key areas have been found.
The security of “NexGen” network shall:
Support adaptive authentication schemes to provide the mutual authentication between UE and network or peering UEs based on different service requirements or network architectural requirements.

[bookmark: OLE_LINK201][bookmark: OLE_LINK202]***	END OF FIRST CHANGE	***

***	BEGIN OF SECOND CHANGE	***

5	Key issues and Solutions 
5.x	Security Area #x: Adaptive authentication framework
Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an adaptive authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. So called adaptive authentication framework is that an appropriate authentication method is chosen according to the specific service requirements in the context of a unified authentication framework. 
 5.x.1	Security Assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.x.2	Key Issues
The key issues for adaptive authentication that need to be addressed by SA3 on this security area include:
· Backward compatibility to LTE in broadband access
· Efficient in energy consuming and reduced signalling for terminals which are in resource constraint environment
· Reduced signalling overload for network which need to deal with massive active UEs 
· Fast authentication for extreme real-time communication such as vehicular network and industrial control
· Anti-passive attacks if the pre-shared root key K is stolen
5.x.2.1 Key Issue #1: Backward compatibility to LTE in broadband access
5.x.2.1.1 Key issue details
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It’s necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems.
5.x.2.1.2 Security threats
Void
5.x.2.1.3 Potential security requirements
Contributor’s note: It is FFS
5.x.2.2 Key Issue #2: Efficient in energy consuming and reduced signalling for resource constraint environment
5.x.2.2.1 Key issue details
The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is a room for improvement in the operational aspects that can be designed into a NexGen system whereas they are not easily retrofitted into an existing system.
Especially for the energy consumption sensitive devices, the objective is to keep operation for years, the authentication scheme should be designed to save computation cost and signalling overhead as efficient as possible.
5.x.2.2.2 Security threats
Void
5.x.2.2.3 Potential security requirements
The lightweight but secure enough authentication scheme for energy consuming sensitive devices is required in NexGen network.
5.x.2.3 Key Issue #3: Reduced signalling overload for massive UE active scenarios
5.x.2.3.1 Key issue details
There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment and owned by same entity need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 
Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.
5.x.2.3.2 Security threats
The attacker can intentionally utilize the accesses of the amount of IoT devices to launch signalling storm. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.
5.x.2.3.3 Potential security requirements
Contributor’s note: It is FFS
5.x.2.4 Key Issue #4: Fast authentication for extreme real-time communication such as vehicular network and industrial control in an ad-hoc environment
5.x.2.4.1 Key issue details
For extreme real-time communications to support ad-hoc communication between vehicles or robots or infrastructures, the 3GPP system shall support several milliseconds one-way delay between mobile devices in the nearby Internet or peer to be communicated. In some ad-hoc communications scenarios, mutual authentication between peering entities shall be executed as fast as possible to meet the tight delay requirement. 
5.x.2.4.2 Security threats
An attacker may fake a communicating peer in case of ad-hoc communication environment, mutual authentication is needed to avoid the risk, and what’s more the authentication procedure should be quick enough to meet the requirements of real-time limitation.
5.x.2.4.3 Potential security requirements
Contributor’s note: It is FFS
5.x.2.5  Key Issue #5: Anti passive attacks if the pre-shared root key K is stolen.
5.x.2.5.1 Key issue details 
Recent report shows that the pre-shared root key K may be compromised [d]. The root key K is the foundation of the AKA for its double functionalities.  One is that the mutual authentication between UE and network relies on the knowledge of K; the other is that all session keys are derived on the basis of key K. 
It is nontrivial to prevent the active attacks if an adversary has known the root key K.  But it is possible to prevent the passive attacks if the session keys have the security feature with perfect forward secrecy, i.e. previous and current session keys will not be revealed even if the long-term key K is compromised for a passive adversary.
5.x.2.5.2 Security threats 
An active attacker can forge one of entities (UE or network) during the authentication procedure using the known key K.  If UE is forged, the active attacker can access to the network, while if network is forged, the UE suffers from the false base station attack, 
Certainly a more easy attack is that an adversary eavesdrops the wireless links without launching a complex active attack. An adversary can read the encrypted messages between UE and network since the session keys are derived from the key K. 
5.x.2.5.3  Potential security requirements 
Contributor’s note: It is FFS

[bookmark: OLE_LINK203]
[bookmark: OLE_LINK204][bookmark: OLE_LINK205]	***	END OF SECOND CHANGE	***

***	BEGIN OF THIRD CHANGE	***
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