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Abstract of the contribution: This paper analyses the security aspects of RRC Resume Request message needed for the ‘User plane based solution with AS information stored in RAN‘ detailed in clause 6.18 of TR 23.720.
1. Introduction 
RAN2 in their reply LS R2-162019 informs SA3 of the agreements they have,
1. eNB provides the NCC in RRC resume (MSG4), 

2. RAN2 assume that we can fully resume by one transmission, also if it requires reconfiguration, by transmitting both an unsecured and a secured message in the same transmission. 

3. Re-keying is not supported at RRC resume, unless SA3 thinks re-keying would happen frequently.

4. Reuse the ShortMAC-I used at RRC reestablishment as the authentication token also for resume. 

5. UE provides the authentication token in Msg3.

6. UE resets the COUNT at RRC resume.

7. Introduce the RRC resume reject message. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

8. UE replies by a RRC resume complete message (Msg5) to the eNB after resuming the AS context. It is FFS if it is a new RRC message or we just reuse the existing RRC message.

9. In case of RRC resume failure, the eNB may send an RRC connection setup, after which the UE does the needed AS-NAS interaction, and UE responds by NAS + RRC connection confirm message.
In R2-163041, RAN2 informs their current agreements,

· We make the assumption that L1 and MAC configuration parameters can be present in the RRC connection resume message without ciphering. 
· Ask SA3 to clarify whether integrity protection and/or ciphering is needed for SRB/DRB configuration/reconfiguration at RRC connection resume.

· If SA3 indicates that also SRB/DRB configurations can be present in the RRC resume message then we add that possibility later. 
· UE can receive data on DRB after having received and processed RRC resume message. 
· Security is fully resumed on UE side after reception and processing of RRC connection resume message and UL data on DRB(s) can be sent with “message 5”.

 RAN2 also asks 2 questions,
Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

2. Discussion on RAN2 Decisions

By agreement 5)  and 3) the UE begins the ‘RRC Resume Request’ (Msg3) after the random procedure. The message contains, Resume-ID (ie.C-RNTI+ PCI (of source Cell) ) + Short MAC-I (calculated from the message parameters).
By agreement 2) RAN2 assumes, Msg3 is sufficient to identify the context and securely the context can be activated.

By agreement 1) if eNB wants to rekey, it will send NCC in Msg4 to the UE and it will trigger rekeying.

By agreements 6) UE ( and eNB) resets the COUNT at every RRC Resume. For a given UE, the COUNT parameter is always Zero for the RRC Resume Request.  
The effect of this in the short MAC-I calculation is shown below,
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This means with the same same KeNB and KRRCint,  BEARER, COUNT and  DIRECTION are always set to ‘1’. For the same eNB and UE, the message content (parameters) remains same, but the C-RNTI changes with every RRC Resume state change. The ‘RRC Resume Request message’ will contain the old C-RNTI as part of the Resume-ID and this is the only freshness in the computation of MAC-I, in subsequent computations.
If the UE Resumes at a different eNB than it entered the RRC Suspended state, then after the  handover, key change happens. So Current MAC and ShortMAC-I computation seems OK.

However, in the RAN3 CRs ( R3-160937 to 33.413) it doesn’t appear that, MME is informed of the Resume ID. In the UE Context Suspend procedure, there is no  ‘Resume ID’ being sent to MME in the ‘UE Context Suspend Request’ message. Without Resume ID (and the eNB assigned it) known to the MME,  the MME  wouldn’t know the eNB where the UE Context was Suspended. If the MME is not tracking the eNB where the UE was a Suspended Context, the UE can possibly do a Attach Request (instead of RRC Resume) and this would result in creating multiple UE contexts at different eNBs and can do RRC Suspend them also. This is an attack scenario. Hence to address this,  “9.1.4.x3       UE CONTEXT SUSPEND REQUEST “ should contain the Resume ID also, if not full, atleast the 20LS bits representing the UE Context.
3. Recommendation

1) It is recommended to inform RAN2 via an reply LS, 
Q1: Are integrity protection and/or ciphering needed for SRB/DRB configuration/reconfiguration at RRC connection resume?

Answer: Integrity protection is required, ciphering of these messages are not required.
Q2:  Should the input to determine shortMAC-I in the RRC Resume Request message be the same as for the legacy re-establishment case? or should the physCellId and c-RNTI be replaced by the ResumeID?

Answer: Calculate the MAC and use ShortMAC-I as it is used today (legacy RRC re-establishment), but in the RRC Resume Request Message to the eNB include only (Resume ID, ShortMAC-I). CellIdentity is identity of the current cell UE is Resuming, this is known to both UE and eNB, PhyCellid and C-RNTI are stored in the UE and eNB context. So these parameters are not needed in the message but used for calculation of MAC.

2) It is recommended to inform RAN3 via an LS:

that in the RAN3 CRs ( R3-160937 to 33.413) it doesn’t appear that, MME is informed of the Resume ID. In the UE Context Suspend procedure, there is no  ‘Resume ID’ being sent to MME in the ‘UE Context Suspend Request’ message. Without Resume ID (and the eNB assigned it) known to the MME, the MME  wouldn’t know the eNB where the UE Context was Suspended. If the MME is not tracking the eNB where the UE was a Suspended Context, the UE can possibly do a Attach Request (instead of RRC Resume) and this would result in creating multiple UE contexts at different eNBs and can do RRC Suspend them also.
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