Page 1



3GPP TSG-SA3 Meeting #82 
S3-160259
Dubrovnik, Croatia 1-5 February 2016 











Revision of S3-160197
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.303
	CR
	0126
	rev
	1
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Specifying the derivation of KD-sess for ProSe one-to-one communications

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	S3

	
	

	Work item code:
	eProSe-EXT-SA3
	
	Date:
	2016-01-25

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Some small corrections and additions are needed to the ProSe 1-to communications text: Namely:
Derivation of KD-sess is needed

Clarifies where any needed description of authentication siganlling will be specified

	
	

	Summary of change:
	The derivation of KD-sess is specified.
It is clarified that authentication signalling will be covered in the description of specific use cases.



	
	

	Consequences if not approved:
	Incomplete or mis-leading specification

	
	

	Clauses affected:
	6.5.4.1, 6.5.5.2, Annex A.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


**** FIRST CHANGE  ****

6.5.4.1
General

There are various methods that ProSe Direct one-to-one communications may use to provide authentication and establishment of KD. These methods may vary from case to case and the description of any necessary Direct Authentication and Key Establishment signalling that is needed in addition to the Direct Security Mode Command and Complete message will be covered with each specific case.
NOTE: None of the cases included in this release require any Direct Authentication and Key Establishment signalling.
**** NEXT CHANGE  ***

6.5.5.2
Security establishment during connection set-up

The subclause describes how security is established during connection set-up. The signalling flow is shown in figure 6.5.5.2-1.
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Figure 6.5.5.2-1: Security establishment at connection set-up

1.
UE_1 has sent a Direct Communication Request to UE_2. This message shall include Nonce_1 (for session key generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection) and the most significant 8-bits of the KD-sess ID. These bits shall be chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a KD ID if the UE_1 has an exisiting KD with the UE that it trying to communicate with. The absence of the KD ID parameter indicates that UE_1 does not have a KD for UE_2. The message shall also contain the necessary information to establish a KD from the revelvant long terms keys held on the UE (see subclause 6.X.4). Long term ID is the info needed by the UE_2 in order to retrieve the right Long term Key.

2.
UE_2 may initiate a Direct Auth and Key Establish procedure with UE_1. This is mandatory if the UE_2 does not have the KD and KD ID pair indicated in step 1, and signalling is needed to establish the keys for the particular use case. 

3.
UE_2 sends the Direct Security Mode Command to UE_1. It shall include the most significant bits of KD ID if a fresh KD is generated, Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. The included bits of KD ID shall uniquely identify the KD at UE_2. UE_2 shall also return the UE_1 security capabilities to provide protection against bidding down attacks. UE_2 also includes the least significant 8-bits of KD-sess ID in the messages. This bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 (see Annex A.X) and then derives the confidentiality and integrity keys based on the chosen algorithms (Annex A.4). 


UE_2 then integrity protects the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KD-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.

4. On receieving the Direct Security Mode Command, UE_1 shall calculate KD-sess and the confidentiality and integrity keys in the same way as UE_2. UE_1 shall check that the returned UE_1 security capabilities are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. If both these checks pass, then UE_1 is ready to send and receive signalling and user traffic with the new security context. If most significant bits of KD ID were included in the Direct Security Mode Command, UE_1 shall generate the least significant bits of KD ID such that these bits uniquely identify KD at UE_1 and shall store the complete KD ID with KD. UE_1 shall send an integrity protected and confidentiality protected (with the chosen algorithm which may be the null algorithm) Direct Security Mode Complete message to UE_2. UE_1 shall include the least significant bits of KD ID in this message. UE_1 shall form the KD-sess ID from the most significant bits it sent in message 1 and least significant bits it received in message 3. 

5.
UE_2 checks the integrity protection on the receieved Direct Security Mode Complete.  If this passes, UE_2 is now ready to send user plane data and control signalling  protected with the new security context. UE_2 deletes any old security context it has for UE_1. UE_2 shall form the KD ID from the most significant bits it sent in step 3 and least significant bits it received in the Direct Security Mode Complete. If the most significant bits of KD ID were included in the Direct Security Mode Command, UE_2 shall use the least significant bits of KD ID to construct the KD ID and shall store the complete KD ID with KD.

**** NEXT CHANGE  ***
A.X
Calculation of KD-sess from KD
When calculating KD-sess from KD, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4E
-
P0 = Nonce_1 
-
L0 = length of Nonce_1 (i.e. 0x00 0x10)
-
P1 = Nonce_2

-
L1 = length of Nonce_2 (i.e. 0x00 0x10)
The input key shall be the 256-bit KD.

**** END OF CHANGES  ***

