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1 Introduction 
SA2 has decided that for UP based data transfers a possibility to suspend an RRC connection to be resumed at a later time (solution 18), will be introduced in Rel-13 to reduce signalling due to state transitions. 
The RRC connection suspend and resume solution for UP based data transfer reduces the signaling overhead required for UE state transition from the IDLE to CONNECTED in order to have a user plane transaction with the network and back to IDLE state on the radio interface from 10 down to 5 messages and on the S1AP from 6 down to 4 messages. 
The solution impacts the AS and the NAS layer.

The signalling overhead reduction is realized by introducing two new procedures 'RRC connection suspend' and 'RRC connection resume' that are described in TR 23.720  and the introduction of a RRC_IDLE state where relevant AS information is stored at transition to RRC_IDLE state. Storing of parameters is triggered by a RRC connection suspend procedure, and parameters are re-used by the UE and eNB for a subsequent connection setup. 
This contribution discusses the security for the RRC Connection Suspend and Resume procedures.
2 Security analysis

RRC Connection Suspend and Resume procedures
When the eNB decides to suspend the RRC connection then the eNB initiates a RRC Connection Suspend procedure by initiating a RRC Connection Suspend message. The eNB allocates an identifier which it includes in the RRC Connection Suspend message to the UE. The identifier (Resume ID)  is used at subsequent resumption of  a suspended RRC Connection. This identifier is stored in the UE and the eNB together with the related context information, i.e. RRC configuration, AS security context, bearer related configuration (including RoHC state information), and other L3/2/1 parameters when applicable.
[Nokia] It is important to note that at the time of RRC_CONNECTED to RRC_SUSPENDED transition the eNB also informs the MME of this transition, so MME can enter the ECM_IDLE state. 
At the transition from RRC_IDLE to RRC_CONNECTED, previously stored information (e.g. AS security context) in the UE as well as in the eNodeB is utilized to resume the RRC connection. The UE decides to resume the RRC connection by sending the Resume ID  in a RRC Connection Resume Request message to the eNB, and the eNB replies with RRC Connection Resume Complete message. 
[Nokia] Meanwhile the MME remains in the ECM_IDLE state. Because the resumed RRC_CONNECTED state is expected to be short leaved, and UE will transition back to the RRC SUSPENDED state, the MME keeps ECM_IDLE, until the amount or type of expected data causes the eNB to initiate the ECM_IDLE to ECM_CONNECTED transition at the MME.
Protection of RRC Connection Suspend message 
The eNB is able to provide both integrity protection and ciphering (if ciphering is enabled) of the RRC Connection Suspend message in the legacy PDCP layer using the current AS security. The legacy PDCP layer also provides replay protection to this RRC message. 

Protection of RRC Connection Resume Request and Resume Complete messages

An attacker attempts to resume the RRC connection on behalf of the UE

It is expected that the same identifier value, Resume ID (as described in the RRC Connection Suspend procedure in clause 3.1 above in this paper), can be re-used in several RRC suspend and resume procedures. This would open up for attacks as an attacker initiating a false RRC Connection Resume Request message towards the eNB if it has the Resume ID or replaying a  real RRC Connection Resume Request message which could trigger the eNB to resume the RRC connection. 
Therefore RRC Connection Resume Request message needs to be integrity and replay protected.

Alternatives for protection of Resume Request and Resume Complete messages
PDCP security available for both Resume Request and Resume Complete messages

Resuming AS security context at connection resume does not necessarily mean that current PDCP security mechanisms can be used to protect the Resume Request and Resume Complete messages. This is because the PDCP protocol states in the UE and eNB including ciphering, integrity and replay protection should also be resumed at the same time. If that is the case, then integrity and replay protection of the messages is straightforward and current PDCP security mechanisms can be used with the notion that Resume Request cannot be ciphered as the eNB needs to interpret the Resume ID to be able to resume the correct UE context. 
PDCP security not available for Resume Request nor Resume Complete message

If the UE and eNB have not yet resumed the PDCP security state  to be used for the RRC Connection Resume Request message or for RRC Connection Resume Complete message, then protection needs to be added to the RRC layer. This is described more detail in clause 2.3.3.
[Nokia] This is not entirely correct. The PDCP is invoked at the time of Access Accept with C-RNTI allocation. This is not a secure PDCP, as no AS security context is associated with it yet. When the RRC Resume Request is received by the PDCP, the message is parsed and its processing can be temporarily suspended. The Context can be located and fetched. Then message processing would then resume. This is not different from treating e.g. the secure SMC message in the UE. Therefore, we think, conventional RRC message integrity protection can be used for the RRC Connection Resume Request.

PDCP security available for Resume Complete but not for Resume Request message
This is the case when PDCP security is available for Resume Complete but not for Resume Request message. In this case integrity and replay protection would need to be added to the RRC layer only for the Resume Request message.
Assumption: It is assumed that the PDCP security is available for Resume Complete but not for Resume Request message.
Adding integrity and replay protection to RRC layer

It would be possible to integrity and replay protect the RRC Connection Resume Request by adding a new RRC-MAC in the RRC layer calculated over the parameters sent in the RRC messages.
[Nokia] If the context is located at the current eNB, a normal validation of the RRC Connection Resume Request will be sufficient, as shown in our comment in clause 2.3.2, and the RRC MAC will not be required.
If the context is at another eNB accessible through X2, and the goal is to use it to validate Resume Request before an X2 handover and delivery of the KeNB*, then the whole signed RRC message needs to be sent to the old eNB over X2. Ericsson proposal allows sending only RESUME- specific parameters and their RRC MAC.

But if, as Ericsson assumes, there is no need to use the context stored at another eNB, and cases when the AS context is not available in the current eNB are treated as initial entry, then MME needs to authenticate the UE, a new context will be established, and the MME will simply do a cleanup of old context and associated RESUME-id in old eNB. 
Perhaps SA3 needs to decide on whether the scenario of the AS security context retained by another eNB should be considered.
 It would be necessary to add freshness to each new suspend/resume roundtrip so that an attacker is not able to replay an old RRC resume messages from a previous suspend/resume roundtrip. A new RRC integrity key or some other new freshness parameter should be considered to be used as input to the RRC-MAC calculation over the RRC Connection Resume Request message at each new suspend/resume roundtrip.
Two different alternatives are considered for providing freshness to each new suspend/resume roundtrip:

· A new RRC integrity key;

· Some other freshness parameter as e.g. a counter;

New RRC integrity key 

When the eNB decides to suspend the RRC connection, then the eNB could indicate to the UE in the suspend message  to perform KeNB key derivation (either vertical key derivation or horizontal key derivation) when the UE next time decides to resume the RRC connection. This key derivation could be made optional (i.e. based on eNB decision) or mandatory (i.e. is always done). 

The UE and eNB would then always have a fresh RRC integrity key when they resume the RRC connection and this would provide replay protection. 
[Nokia] In case of RRC Connection Resume procedure failure, the new key will already be computed at the UE, but not at the eNB. There is no way to revert to the old stored KeNB associated with the RESTORE-id, and the context becomes useless. The UE can’t remain in RRC SUSPENDED state anymore,and needs to revert to RRC IDLE. The state synchronization fails, and the benefit of the SUSPENDED state disappears. Mis-synchronization of the state and loss of SUSPENDED state benefits is worse than assumption of insufficient key freshness.

But if the eNB decides, based on its local policy, that the current context is too stale, it could always apply intra-cell handover using current procedures, and refresh the context while in the CONECTED state. The key refresh with every RRC CONNECTION RESUME REQUEST is not needed.

Freshness parameter

Another possibility is that a new freshness parameter is added to the Connection Resume Request. This freshness parameter could be a counter or a nonce, but we prefer a counter to avoid that the peers need to remember all the nonce values used previously and the counter can also be shorter than a nonce. The counter is tied to the Resume ID under the same KeNB in the way that it is reset to 0 when a new (previously unused) Resume ID is allocated to a UE and then monotonically increased for each request message (including retransmissions), respectively. 
Conclusion: 
The RRC resume procedure can take place in a different cell and in a different eNB than the cell where the RRC suspend procedure was initiated. Deriving a new RRC integrity key seems to be the preferred solution as it would be simpler to implement a key change at each RRC resume procedure, as the UE and eNB would not need to keep the old state and the old PDCP counters. When deriving new AS keys, the PDCP counters would be reset. 
Also, it has been noted that there is a limitation in the size of the RRC Connection Resume Request message and there is very limited room to add a new counter. 
[Nokia] By the same reason, there is no room to add a new RRC MAC.
It is therefore proposed to support a key change at each RRC resume procedure. 
Algorithm handling

It could be possible that the eNB wants to the change the used AS algorithms during the suspend resume procedure. In this case the eNB can indicate the new AS algorithms to the UE in the Connection Suspend message. If no algorithms are indicated, the UE will use the same AS algorithms when resuming.
Updating KeNB from MME
The new RRC Connection Suspend and Resume procedure will likely mean that the UE will go more seldom to Idle mode. Since the AS security context will be stored in the eNB when the UE is suspended, this means that the AS security context (including KeNB) will be stored in the eNB for longer periods than in the current specification when the AS security context is deleted from the eNB when going to Idle mode. This can be considered to be an increased risk of key leakage from the eNB. To mitigate this threat, the KeNB could be updated during suspend and resume signalling between the eNB and the MME. In particular, the MME could, based on its policy, send a fresh {NH, NCC} pair to the eNB and the eNB could then indicate the new NCC value to the UE in the Connection Suspend message.    

3 Conclusion and proposal

Protection of RRC Connection Suspend message: It is concluded that the eNB is able to provide both integrity protection and ciphering (if ciphering is enabled) of the RRC Connection Suspend message in the legacy PDCP layer using the current AS security. The legacy PDCP layer also provides replay protection to this RRC message. {Nokia] We agree.
Protection of RRC Connection Resume Request message: 

It is proposed that: 

· The RRC Connection Resume Request message shall be integrity and replay protected. [Nokia] We agree.
· The legacy PDCP layer is not able to provide integrity protection and replay protection to the RRC Connection Resume Request message.  [Nokia] No, we don’t agree. The legacy PDCP layer can and should provide integrity and replay protection based on the located AS security context.
· It is therefore proposed to add a new RRC-MAC to this RRC message at the RRC layer.
· A key change takes place at each RRC Connection Resume procedure. Either vertical key derivation or horizontal key derivation shall be performed. The eNB would indicate to the UE in RRC Connection Suspend message whether the UE shall perform vertical or horizontal key derivation when it decides to resume the RRC connection. The new derived RRC integrity key would provide replay protection to the RRC Connection Resume Request message.
Protection of RRC Connection Resume Complete message: It is concluded that that the eNB is able to provide both integrity protection and ciphering (if ciphering is enabled) of the RRC Connection Resume Complete message in the legacy PDCP layer using the current AS security. The legacy PDCP layer also provides replay protection to this RRC message. [Nokia] We agree.
Algorithm handling: It is proposed to add the possibility to change AS algorithms at suspend/resume procedure. [Nokia] We agree.
Updating KeNB:  It is proposed to send new {NH, NCC} pair from the MME to the eNB at suspend/resume signalling. [Nokia] This is not needed. Context refresh can be done at any time based on a local policy.
These proposals are illustrated in the annex below and implemented in CR S3-160160 to TS 33.401. It is proposed to agree the CR to TS 33.401.
4 Annex
RRC Connection Suspend and Resume procedures
Initial connection and AS context setup

UE needs to perform an initial connection setup to establish the NAS signalling connection and provide the UE and network with an initial AS context, as shown in Figure 1. NAS layer is aware that subsequently no Service Requests are required as long as a valid AS context in the network is found by the AS layer. If for any reason the AS layer context is missing in the network while the UE attempts a resume procedure, the resume procedure fails and the AS layer triggers a NAS Layer Service Request to establish a new initial AS layer context.

RRC connection suspend procedure

General

The RRC connection suspend procedure is used at transition from RRC_CONNECTED to RRC_IDLE state and causes the UE to retain the AS context in RRC_IDLE mode (see Figure 2):

-
the eNodeB and the UE store RRC connection related information, AS Security Context, bearer related information (incl. RoHC state information) and other L3/2/1 parameters when applicable. The eNB provides the UE with an identifier, referred as 'Resume ID', used to address the relevant information stored in the eNB.  
-
Relevant network nodes store S1-MME UE association and S1-U bearer context related information. This basically means that the S1AP UE Contexts are stored and kept in the eNB and the MME. Additionally, the eNB stores and keeps the S1-U tunnel addresses. The latter reduces the processing load on the eNB required for establishment of S1-U bearers.

-
UE's mobility behaviour is the same as in RRC_IDLE state, e.g. the UE applies normal or extended IDLE mode DRX parameters, performs cell re-selection etc.

-
At transition to RRC_IDLE, the EMM layer in the UE enters ECM-IDLE state.
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Figure 2: Suspension of a RRC Connection

1.
Network decides to suspend the RRC Connection.

2.
eNB indicates to MME with a new S1AP message that the UE's RRC connection is suspended. MME and eNB store the S1AP association and the related UE Contexts. MME enters ECM state ECM- IDLE. MME stores the DL TEIDs associated with the UE and eNodeB.

3.
The MME sends a Release Access Bearers Request (Abnormal Release of Radio Link Indication or ‘new cause’) message to the S-GW that requests the release of all S1-U bearers for the UE. SGW considers UE being in Idle state.

4.
SGW provides a response to the step 3.

5.
MME Acks step 2.

6.
MME enters 'ECM-IDLE' state.

7.
eNB suspends the RRC Connection towards the UE. An identifier (Resume ID) that is used at subsequent resumption of that suspended RRC Connection can be provided. The UE and the eNB store the related context information, i.e. RRC configuration, AS security context, bearer related configuration (including RoHC state information), and other L3/2/1 parameters when applicable. This message also contains the security AS algorithm configuration and the Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption.
8.
The UE RRC layer enters RRC_IDLE state where it store the relevant AS information (see step 7) and the UE NAS layer enters ECM-IDLE state where it is aware that a NAS signalling connection is available.

A.1 RRC connection resume procedure

At the transition from RRC_IDLE to RRC_CONNECTED, previously stored information in the UE as well as in the eNodeB is utilized to resume the RRC connection.

UE provides the previously received 'Resume ID' to be used by the eNB to access the stored information required to resume the RRC Connection. 

Relevant network nodes re-store/re-use S1-MME UE S1AP association and S1-U bearer context related information.

Given that NAS layer is aware that initial connection was setup, see sub-clause Error! Reference source not found., no NAS Service Request will be issued and thus there is no need for RRC Connection Setup Complete message to carry that message, see clause Error! Reference source not found.
The reduction of signalling overhead is from 9 messages on the radio interface for legacy connection setup as shown in Error! Reference source not found. down to 4 messages when using RRC Connection Resume procedure as shown in the Error! Reference source not found. below. The removed messages are:

-
RRC Connection Setup Complete

-
RRC Security Mode Command

-
RRC Security Mode Complete

-
RRC Connection Reconfiguration

-
RRC Connection Reconfiguration Complete

The procedure is illustrated in Error! Reference source not found. below.
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Figure 1: Resumption of a previously suspended RRC connection

Steps 1 and 2 are following the legacy procedure when UE accesses the network from RRC Idle state.

4a.
The UE performs a new key derivation and calculates the RRC-MAC-1 with the new RRC integrity key. 

4b. In msg3, a new RRC Connection Resume Request message (carried over SRB0/CCCH), in which the UE includes its Resume Id, Bearer Ind, Establishment Cause and RRC-MAC-1. The eNB uses Resume Id to associate the UE with the previously stored UE Context. Additionally, msg3 can also contain User Plane (DRB) data multiplexed by MAC as per existing specifications where resumed stored security context is used to encrypt the User Plane.

4c. The eNB performs a new key derivation and verifies the RRC-MAC-1 with the new RRC integrity key. 

5. In message 4, designated here as RRC Connection Resume, the network indicates which DRBs are resumed, furthermore it includes the Resume Id, if applicable updated L3/2/1 parameters and RRC-MAC-2.
6.
The UE and the eNB resume the stored security context.

7.
eNB notifies the MME about UE state change in a new S1AP message designated here as S1-AP UE Context Active. ECM in the MME enters the ECM-CONNECTED state. MME identifies that the UE returns at the eNodeB for which MME has stored information about allocated DL TEIDs for the UE.

8.
The MME sends a Modify Bearer Request message (eNodeB address, S1 TEID(s) (DL) for the accepted EPS bearers, Delay Downlink Packet Notification Request, RAT Type) per PDN connection to the Serving GW. If the Serving GW supports Modify Access Bearers Request procedure and if there is no need for the Serving GW to send the signalling to the PGW, the MME may send Modify Access Bearers Request (eNodeB address(es) and TEIDs for downlink user plane for the accepted EPS bearers, Delay Downlink Packet Notification Request) per UE to the Serving GW to optimize the signalling. The Serving GW is now able to transmit downlink data towards the UE.SGW considers UE being in Connected state.

9.
SGW provides as response to step 7.

10.
MME acks step 7.

11.
Alternatively to transmission of message 4, if message 3 included User Plane and indication that all User Plane is transmitted, the eNB can suspend the RRC connection and implicitly indicate that the User Plane was successfully received. 
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4a: The UE performs key derivation and then calculates the RRC-MAC using the new RRC integrity key.


4c: The eNB performs key derivation and verifies the RRC-MAC-1 with the new RRC integrity key.
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