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Abstract of the contribution: It has been proposed in a CR to TS 33.401 (S3-160085) that a scheme for IOPS ‘subscriber key separation’ be used to mitigate compromise of a Local HSS. This contribution analyses the suggested scheme and specifically considers the capabilities of ‘subscriber key separation’ based on the deployment requirements of IOPS and a desire to support a larger number of Local HSSs.
1. Introduction

This contribution analyses the proposed CR to TS 33.401 in S3-160085 [1] that details, for IOPS (Isolated E-UTRAN Operation for Public Safety), the mitigation of compromise of a local HSS by means of a key derivation mechanism for ‘subscriber key separation’. The focus of discussion in this contribution considers the capabilities of this scheme being consistent with reasoned assumptions about IOPS deployments and specifically the idea that an IOPS deployment may consist of a larger number of Local HSSs.

2. Analysis
Within the scope of Release 13 IOPS security it is required that subscriber credentials are provisioned in Local HSSs within the Local EPCs. In the event backhaul communication is lost then IOPS operation provides services to users when performing AKA with the Local HSS. Therefore in order to support all users within the theatre of operation then each Local HSS is required to be provisioned with all subscriber credentials. This is likely to extend to a large number of Local HSSs in both the infrastructure network and Deployable network.
It is stated in TS 33.401 [2] that for each subscriber there is a subscriber key K for IOPS operation (distinct from K for ‘normal’ network operation). This IOPS key K is stored in the UICC, but not in any Local HSSs. A key derived from K is stored in the Local HSS; the unique identity of each Local HSS means that the key derived from K is different in each Local HSS.

In case of a compromise of one local HSS, other local HSSs are not affected because they have a different set of secrets and it is assumed that an attacker knowing a particular derived K cannot use this information to retrieve the corresponding key K. Furthermore, there is no need for swapping all USIMs; only the compromised local HSS needs to be newly provisioned with keys derived from K and a newly provisioned number to uniquely identify the Local HSS.
This scheme requires that each local HSS has a unique identity. A set of unallocated identities are used to provision new Local HSSs. Furthermore the identity used previously to identify a now compromised local HSS needs to be revoked in the UICC. This unique identity has therefore to accommodate:

· Already exhausted (revoked) Local HSS identifiers,

· Current Local HSS identifiers (for the ‘active’ deployment of the Local HSSs),

· Future Local HSS identifiers required for the duration of the operation with future revocation requirements in mind.

It is observed in [1] that at least the proprietary usage bits of the AMF (Authentication Management Field) are proposed to be used as the mechanism to convey the unique identity of the Local HSS from the local HSS to UICC. Specifically an editor’s note states:
Editor's Note: It is ffs whether there is a need for identifying local HSSs by more than just the 8 bits from the proprietary part of the AMF in order to sufficiently reduce the risk resulting from the compromise of a local HSS, in particular when  there is a large number of Local HSSs. If it turns out that additional bits would be desirable they could be agreed between UICC vendor and IOPS operator. Such agreements would be on a proprietary basis unless CT6 sees a need to standardise the way local HSSs are identified. Candidates for additional bits would be e.g. the IND-part of the SQN, cf. TS 33.102, Annex C.
For some deployments the Local HSS identifier address space of 255, limited to the 8 bits from the proprietary usage part of the AMF, may well be satisfactory. However for some situations this will not be the case; not least in some deployments where the deployed base of Local HSSs may far exceed the available AMF address space alone. The large deployed base may be dictated by Public Safety operation service level agreements that require strategic placement of deployables within a service area with the goal of deploying assets to an incident site within a definite timeframe.

With the proliferation of deployable devices then a larger address space may well be required. A specific example providing an indication of the potential deployment size is given here:

http://www.firstnet.gov/newsroom/blog/cto-blog-vehicular-network-system-vns
Observation: Basing the Local HSS identifier address space on the use of the proprietary usage bits of the AMF alone will not yield, in all deployment cases, a sufficient number of unique addresses.

Furthermore it is noted in another editor’s note in [1] concerning the example key derivation function for 'subscriber key separation' and specifically the input f(n) where n is the identifier for the local HSS that:

Editor's Note: The function f could be e.g. realised as a table in the UICC. The advantage of using f(n), instead of n directly, as input to the KDF is that n could be re-allocated after a compromise of a local HSS once the table has been updated. The update of the table would mean a modification of the function f in that the mapping of at least one value n to an f(n) in the table would be changed. The function f, as well as the choice of the range, from which n is taken, can be agreed between UICC vendor and IOPS operator in a proprietary fashion. However, CT6 may decide to have the choices of f or n standardised; if so, more detail would have to be provided here.

It is conceivable that other methods can achieve a similar result.

Observation: It is desirable to complement the use of the proprietary usage bits of the AMF with another mechanism.
3. Observations and recommendation
The present contribution provided the following observations:
· Basing the Local HSS identifier address space on the use of the proprietary usage bits of the AMF alone will not yield, in all deployment cases, a sufficient number of unique addresses.
· It is desirable to complement the use of the proprietary usage bits of the AMF with another mechanism.
Recommendation: The observations in the present document lead to the recommendation that it is desirable to complement the use of the proprietary usage bits of the AMF with another mechanism in order to support a larger number of Local HSSs than that permitted by the AMF address space alone.
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