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*************************************** begin changes ***********************
Y. LTE-WLAN RAN level integration supporting legacy WLAN using IPSec Tunnelling 

Y.1
Introduction

This clause describes the security functions necessary to support an UE that is simultaneously connected to an eNB and a WLAN for LTE-WLAN integration using IPSec tunnelling as described in TS 36.300 [30]. 
The LTE-WLAN integration architecture is shown in Figure Y.1-1. 
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Figure Y.1-1 LTE-WLAN integration architecture using IPSec tunnel
For LTE-WLAN integration supporting legacy WLAN using IPSec tunnel, the integration happens using PDCP SDUs at a layer above the PDCP layer. The eNB controls the activation of the integration based on the UE reporting of its connection with a specific WLAN. Once the integration is activated, the eNB segregates incoming DL packets towards the UE for offloading on to the WLAN at a layer above PDCP. The UL packets from the UE which are received via the WLAN are aggregated by the eNB at the same logical point. 
Since PDCP security is bypassed for the data routed through the WLAN, and security of the legacy WLAN is not assumed, instead an eNB is expected to support additional firewall-type functionality on a publicly addressable IP port so the IPSec tunnel is established directly between the UE and the IP port of the firewall associated with the eNB, for security of packets that traverse WLAN.
In further text of this section, all mentions of the tunnel end point of the IPSec associated with the eNB are assumed to be terminated at the firewall protected IP port of the eNB. The eNB function that support the firewalled functionality should have and use its own isolated robust resources (its own isolated robust CPU core/s, memory, etc.) to mitigate DDoS/DoS attacks without compromising the rest of the eNB operation.
For access to the eNB over the WLAN, UE and the eNB shall perform mutual authentication during the IPsec tunnel establishment between the UE and the eNB using the authentication key derived from the current ASsecurity association. 

In addition, before the IPsec tunnel establishment between the UE and the eNB can be performed, the UE needs to obtain IP connectivity across the WLAN network, which may require an access authentication, which is independent of the EPC authentication, and is outside the scope of this specification. 
Y.2
      Security of LTE-WLAN integration over legacy WLAN

Y.2.1
IPSec tunnel setup between the UE and the eNB

LTE-WLAN integration over legacy WLAN is secured using an IPSec tunnel established between the UE and the firewall protected IP port of the eNB via the WLAN. The IPSec tunnel is established using the IKEv2 handshake based on the pre-shared key, PSK [Ref. IETF RFC7296]. When the eNB initially establishes LWIP aggregation with the UE, through a WLAN for a given AS security context shared between the eNB and the UE, the eNB and the UE shall generate the LWIP-PSK for the IPSec tunnel set up as specified in clause Y.2.3. 
To allow the IKEv2 handshake to be initiated, the eNB shall inform the UE, over the secure RRC signalling, of the firewalled IP port address open for the IKEv2 handshake.

The eNB shall allocate the random IDi value to be used by the UE as the IDi payload of the IKEv2 handshake. The eNB shall communicate this value to the UE over the secure RRC signalling. 

The eNB shall allocate the random IDr value to be expected by the UE as the IDr payload of the IKEv2 handshake. The eNB shall communicate this value to the UE over the secure RRC signalling. 

The eNB shall allocate the random Initiator SPI value to be used by the UE as the Initiator SPI payload of the IKEv2 handshake. The eNB shall communicate this value to the UE over the secure RRC signalling. 

The combination of the assigned IDi, IDr, and SPI values shall be only valid during the limited time window open for the IKEv2 handshake. The eNB shall communicate the duration of this window to the UE over the secure RRC signalling. Any message received by the firewalled IP port of the eNB with invalid combination of these values shall be discarded.
The profiles for IKEv2 and IPsec ESP as defined in TS 33.234 [9] shall be used.
Y.2.2
Addition and modification of DRB in LTE-WLAN integration

All the DRBs associated with the UE and routed through WLAN shall use the same IPSec tunnel established between the UE and the eNB. The eNB manages the DRB addition and deletion within the IPSec tunnel as specified in TS 36.300 [30]. When the last DRB in the IPSec tunnel is deleted, the IPSec tunnel between the eNB and the UE shall be terminated.
Y.2.3
Derivation of IPSec LWIP-PSK
Y.2.3.1
WLAN integration counter maintenance
The eNB shall associate a 16-bit counter, WiFi Offload Counter, with the EPS AS security context. 

The WiFi Offload Counter is used when computing the LWIP-PSK for the IPSec tunnel set up. The UE and the eNB shall treat the WiFi Offload Counter as a fresh input to LWIP-PSK derivation. That is, the UE assumes that the eNB provides a fresh WiFi Offload Counter for each LWIP-PSK derivation and does not need to verify the freshness of the WiFi Offload Counter.

The eNB maintains the value of the counter, WiFi Offload Counter, for a duration of the current AS security context between UE and eNB. The UE does not need to maintain the WiFi Offload Counter after it has computed the LWIP-PSK since the eNB provides the UE with the current WiFi Offload Counter value when the UE needs to compute a new LWIP-PSK.
The eNB that supports the LWIP shall initialize the WiFi Offload Counter to ‘0’ when the KeNB in the associated AS security context is established. The eNB shall monotonically increment the WiFi Offload Counter for each subsequent calculation of the LWIP-PSK. 

If the eNB decides to turn off the LWIP and terminate the IPSec tunnel with UE and later decides to re-start the LWIP using IPSec tunnel, the WiFi Offload Counter value shall keep increasing, thus keeping the computed LWIP-PSK fresh.

The eNB shall refresh the KeNB of the AS security context associated with the WiFi Offload Counter before the WiFi Offload Counter wraps around. Re‑freshing the KeNB is done using intra cell handover procedure as described in clause 7.2.9.3 of the present specification. When the KeNB is refreshed, the WiFi Offload Counter is reset to '0' as defined above. 
Y.2.3.2 
LWIP-PSK derivation

The UE and eNB shall derive the security key LWIP-PSK for the IPSec tunnel set up as shown on the Fig.Y.2.3.2-1 and defined in Annex A.Y of the present specification.
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Fig.Y.2.3.2-1
LWIP-PSK Derivation.
Y.2.4
Security key (LWIP-PSK) update
The system supports update of the LWIP-PSK for the IPSec tunnel. The eNB may update the LWIP-PSK for any reason by releasing the IPSec tunnel and restarting it. If the eNB re-keys its currently active KeNB  in an AS security context, the eNB should release the current IPSec tunnel and restart the IPSec tunnel with a new LWIP-PSK derived from the new KeNB. The UE will be triggered specifically for IPSec tunnel termination and subsequent setup using the new LWIP-PSK.
Y.2.5
Handover procedures
During S1 and X2 handover, the IPSec tunnel between the UE and the eNB is released, the UE shall delete the LWIP-PSK.
Y.2.6
LWIP radio link failure recovery
When a LTE radio link failure is detected, the IPSec tunnel is released if it is up and running either at the eNB or at the UE. The UE executes the RRC re-establishment procedure with the eNB as specified in clause 7.4.3 of the present specification. During the RRC re-establishment procedure, if the eNB restarts LWIP aggregation of DRB(s) to UE, a fresh LWIP IPSec tunnel set up is performed as specified in Y.2.1.

If the IPSec tunnel is broken due to UE-WLAN connectivity issues, a fresh LWIP IPSec tunnel set up is performed as specified in Y.2.1.

********************************************* End of change ************************************************* start of change ************

A.Y
Derivation of LWIP-PSK 

This input string is used when the eNB and UE derive LWIP-PSK from KeNB during LTE WLAN integration using IPSec. The following input parameters shall be used:

-
FC = 0x1D
-
P0 = Value of the WiFi Offload as a non-negative integer

-
L0 = length of the WiFi Offload Counter value (i.e. 0x00 0x02)

-
P1 = “LWIP” 

(i.e. 0x....)

-
L1 = 4 octets, (i.e 0x00 0x04).

The input key shall be KeNB of the eNB.

*************************************** end changes *******************************

************************************* start of change **************************

3.3
Abbreviations
…. Note to Editor (add to existing text)

…
LWIP


LTE WLAN RAN Level Integration using IPSec

*************************************** end changes *******************************
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