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Abstract of the contribution:
During the SCAS conf call on 9.12.2015 the requirement  n.4 “The session ID shall not persist for excessively long periods of time” provided in clause 5.2.5.3  “User sessions” of TS 33.117 was discussed. The current text needs to be clarified to avoid confusion and possible misunderstandings among readers. This contribution aims to provide the requirement clarification. A couple of oher changes are also proposed.
1 Discussion
During the SCAS conference call on 9.12.2015 the requirement n.4 “The session ID shall not persist for excessively long periods of time” provided in clause 5.2.5.3  “User sessions” of the  TS 33.117 was discussed. 
A concern was raised because no specific length is currently provided for the “excessively long periods of time”; moreover it was not so clear if the requirement n.4 is applicable to client and/or server side.

The requirement in subject was originally proposed by TIM for the MME, so in our view it is only applicable to the server side and not at client side.
The goal of such a requirement was that it shall be possible to configure on the MME a session maximum lifetime for the user sessions and when this absolute timeout expires, the session ID associated to the expired session shall be renewed, the old session ID shall be deleted and the user is forced to re-authenticate.
The session maximum lifetime intended in the requirement n.4 does not take into account the session activity so it is not intended to be related to the Session Idle Timeout addressed by clause 5.2.3.5.2
Protecting sessions – Inactivity timeout.

TIM agrees that clarifications are needed to avoid possible misunderstandings among readers and a concrete proposal is provided hereafter. 
In addition also a default value for the session maximum lifetime is proposed. Since we did not find any recommendations (to be secure enough and not annoy end users) for the duration of this specific  session maximum lifetime in the literature, TIM proposes the value of 8 hours, that could be a good compromise between security and user experience, also considering that when the browser is closed, the session is automatically closed too.
Finally following the discussion held during conference call on 15th January 2016, a couple of other changes are proposed: it has been clarified that clause 5.2.5.3 refers to HTTP User sessions and bullet n.2 wording has been simplified removing the existing explicit mention to a possible way to meet such requirement on unpredictability of the session ID.
2 Concrete proposal

+++START OF CHANGES +++

5.2.5.3
HTTP User sessions


Requirement Reference: TBA

Requirement Description: 

To protect user sessions the Network Product shall support the following session ID and session cookie requirements:

1.
The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2.
The session ID shall be unpredictable.
3.
The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc.).

4.
In addition to the Session Idle Timeout (see clause 5.2.3.5.2
Protecting sessions – Inactivity timeout), the Network Product shall terminate automatically sessions after a configurable maximum lifetime This maximum lifetime defines the maximum session span. When the maximum lifetime expires, the session shall be closed, the session ID shall be deleted and the user shall be forced to (re)authenticate in the web application and to establish a new session. The default value for this maximum lifetime shall be set to 8 hours.
5.
Session ID's shall be regenerated for each new session (e.g. each time a user logs in).

6.
The session ID shall not be reused or renewed in subsequent sessions.
7.
The Network Product shall not use persistent cookies to manage sessions but only session cookies. This means that neither the "expire" nor the "max-age" attribute shall be set in the cookies.
8.   Where session cookies are used the attribute ‘HttpOnly' shall be set to true.

9.
Where session cookies are used the ‘domain' attribute shall be set to ensure that the cookie can only be sent to the specified domain.

10.
Where session cookies are used the ‘path' attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.

11.
The Network Product shall not accept session identifiers from GET/POST variables.

12.
The Network Product shall be configured to only accept server generate session ID's.

In the addition the Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.
Threat References: TBA
Security Objective references: tba.
Test case: TBA
+++END OF CHANGES +++

