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*****************************************Start of change*******************************************
6. 5.4
Direct Authentication and Key Establishment

6.5.4.1
General

The following subclauses describe the various methods that ProSe Direct one-to-one communications may use to provide authentication and establishment of KD.
6.5.4.X
Provision of the long-term key

In one-to-one communication, UEs can not connect to the network in out-of-coverage case, so these security parameters shall be pre-configured in the associated UEs that are in the same groups or related to a relay service code.
 Note: the UE-to-network Relay is considered a UE before performing relay functions. 

For one-to-one communication, the corresponding root key materials, i.e. long term key for one-to-one communication, is provided to UEs along with the corresponding group ID and relay service code in the service authorization procedure defined in section 4.5.1 of TS23.303. 

Note: the ProSe Function fetches the long-term-key from PKMF and then delivers it to UE securely via PC3 interface.
*****************************************End of change*******************************************
*****************************************Start of change*******************************************

6.6.3
Overview of ProSe Public Safety Discovery
6.6.3.1
General

There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery. The security measures for both of these are identical and are reusing the following aspects:

-
the key provisioning mechanism that ProSe one-to-many commuication uses, whereby a root key is fetched (the PGK – see subclause 6.2.3.1 of the present specification) along with associated security information; or the PSDK for group member discover can be provided to UEs in the service authorization procedure; and
-
the mechanisms defined for restricted discovery in terms of protecting the discovery messages over the air (see subclause 6.1.3.4.3 of the present specification with the needed DUIK, DUCK and DUSKs derived from the root key).

Editor’s note: The method of providing replay protection is FFS.
Editor’s note: The text currently assume a single root key is downloaded via MIKEY and the necessary keys are derived from that root. It is FFS whether it is simpler to deliver all the nceessary keys together in one MIKEY message instead of the root keys.
6.6.3.2
Key and their identities

The Public Safety Discovery Key (PSDK) is the root key that is used for the protection of the Pubic Safet Discovery messages. It is identified by an 8-bit PSDK ID and each PSDK is assocciated with one or more Relay Service Codes and/or Discovery Group IDs. This association is achieved by allocating a 24-bit Key Type ID to the Relay Service Codes (RSCs) and Discovery Group IDs during the Key Request/Key Response procedure. The Key Type ID is also included in the MIKEY message, so a delivered PSDK can be associated with the correct RSCs and/or Discovery Group IDs.  

NOTE: The allocation of RSC and/or Discovery Group ID to a particular Key Type ID is specific to a UE and does not need to be common across all UEs.

When the PSDKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PSDK  needs to be set such that the keys for later periods have a longer expiration period. Each PSDKs for each Key Type ID shall be associated with a different Expiry Time value.

All expired PDSKs, except the most recently expired of the PSDK(s), should be deleted.

Public Safety discovery also uses the PMK and PMK ID for the MIKEY messages as described in subclauses 6.2.3.1 and 6.2.3.2 of the present specification.

6.6.4
Security flows

6.6.4.1
Overview
The configuration of the security material for the protection of direct discovery messages is shown in the figure 6.6.4.1-1: 
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Figure 6.6.4.1-1: Configuration of parameters for public safety discovery
Note: if the PSDK for group member discovery is provided to UEs in the service authorization procedure already, the following security procedure is not needed.
0: If needed the UE could be configured with any private keys, associated certificates or root certificate that may be needed for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. 
1: The UE fetches the Relay Service Codes and Discovery Group IDs from its HPLMN ProSe Function. Each one of these is associated with the ProSe Key Management Function address that shall be used to fetch security parameters for these types of discovery. These parameters may also be pre-configured into the UE. 
2.i: The Key Request and Response message are protected as described in subclause 6.Y.6. The UE sends the Key Request message to the ProSe Key Management Function including the relevant Relay Service Codes or the Discovery Group ID that it wishes to get security material for. 
2.ii: The ProSe Key Management Function checks the authorization for the requested discoveries, and what types of protection to apply to it. 

2.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2.ii is successful, this message contains the security metadata associated with the discovery. Such security metadata include information on how to protect the discovery and the Key Type for that discovery. 

2.iv: The ProSe Key Management Function sends the relevant PSDKs to the UE using MIKEY.
2.v. The UE responds with a MIKEY Verification message if requested by the PKMF
3. The UE is now ready to send or receive protected discovery messages.

*****************************************End of change*******************************************
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