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Abstract of the contribution: This pCR proposes the addition of a KMS access token for key management authorization and key distribution.
1. Introduction
This pCR outlines an authorization mechanism for key distribution from the KMS to only those MCPTT users that are authorized to use the MCPTT service.  This mechanism uses a KMS access token that is obtained from the Identity Management Server during user authentication.
The following Stage 1 requirements (22.179) are applicable;
[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features. 
[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s). 
[R-5.13-008] Subject to regulatory constraints, the MCPTT Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g.,  MCPTT User Profile management, kill commands) that have the potential to disrupt the operation of the target MCPTT UE. 
[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.13-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.
The following Stage 2 requirements (33.879) are also applicable;

· Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.
· Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).
· All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.
· The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCPTT users.
· A security mechanism shall exist that allows transmission of data between 3GPP MCPTT network entities to be authenticated, confidentiality protected, integrity protected and protected from replays. 

 NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities'.
· The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
Authorization of the user via a KMS access token asserts the identity of the user to the KMS and allows the identity (and therefore the human user) to be trusted by the KMS.  The KMS then distributes the appropriate keys for that user based on the identity presented in the access token.
The interface between the MCPTT UE the MCPTT KMS utilizes the HTTP-1 interface which is secured using TLS as the security mechanism.  This allows the access token to be securely presented to the KMS and allows the KMS to securely deliver keys back to the UE.
2. pCR to TR 33.879

************* Start of first change *********************************************

7.2 Solution #2: MCPTT User Authentication and Registration based on OpenID Connect

Editor’s Note:  A comparative analysis and justification of this solution versus 3GPP Single Sign-On solutions specified in TR 33.895 [18], TS 33.924 [19], and TS 33.980 [20] needs to be completed.  This comparative analysis and justification is to be performed against the MCPTT stage 1 (TS 22.179 [2]) and MCPTT stage 2 (TS 23.179 [10]) security requirements.

In order to provide a complete user authentication and UE authorization solution for MCPTT that satisfies the requirements in TS 22.179 [2] and the architecture in TS 23.179 [10], the following security features are needed. 

1.
Network access and network security with the EPS Core.

2.
MCPTT UE authentication and registration with SIP Core.

3.
Identity verification of the MCPTT user with the MCPTT domain via a set of MCPTT User Credentials.

4.
MCPTT User authentication and registration with the MCPTT Server

This solution provides for MCPTT User identity verification, MCPTT User Authentication and Registration with the MCPTT Server, as well as SIP Core registration for MCPTT UE. 

OpenID Connect [17] tokens are used for both authenticating and registering the user with the MCPTT Server.  MCPTT UE Authentication and SIP Core registration is based on an existing IMS Authentication schemes detailed in TS 33.203 [9].

Figure 7.2-1 shows the high level flow for Token-based MCPTT user authentication and UE registration with SIP Core.  

NOTE: As defined in TS 23.179 [10], the SIP Core may be resident in the network domain or MCPTT domain.  Also, it is important to note that User authentication (Step 3 in this instance) may occur at any point in this flow between Step 0 and Step 4.
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Figure 7.2-1: MCPTT UE Registration and Token based User Authentication Flow

The following describes the steps performed in Figure 7.2-1 for MCPTT UE registration and token-based MCPTT User Authentication and registration with the MCPTT Server.

Step 0:

The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in TS 33.401 [21].

Step 1: 
The MCPTT UE establishes a secure session with the SIP Core.  The SIP User Agent authenticates to the SIP core and registers its IMPU. For IMS authentication, TS 33.203 [9] applies. 
NOTE: At this time, only a secure connection exists between the MCPTT UE and the SIP Core, no MCPTT communications (emergency or otherwise) are available.

Step 2: 
The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration.  The registered IMPU is sent in this step along with the SIP Core address. This allows MCPTT server to allow minimal or default services for this SIP session at this time.

Step 3: 
The user provides its MCPTT User Identity and associated credentials to the IdM server via the IdM client’s user agent (over https).  If the user is successfully authenticated (and optionally authorized) by the IdM server, the MCPTT client receives in return an access token specific to the MCPTT user and MCPTT service and a KMS access token specific to the MCPTT user and the MCPTT key management service.
Step 3.5:
The KMS access token obtained in Step 3 is provided to the MCPTT KMS on the TLS protected HTTP-1 interface.  The MCPTT KMS validates the access token, and if the MCPTT user is authorized for MCPTT key management services, then the MCPTT KMS provides keys specific to the user.  Keys provided to the user at this time may include the key material used to protect the SIP payload prior to Step 4.
NOTE:  Steps 3 and 3.5 together may occur at any point in this flow between Step 0 and Step 4.

Step 4:  
The access token obtained in Step 3 is provided to the MCPTT server in a SIP Publish message.  The MCPTT application validates the access token.  If the MCPTT user is authorized for MCPTT services, then the MCPTT server binds the user associated with the access token with the SIP session URI and IMPU.  

The MCPTT server responds by providing the MCPTT user its service authorization profile. 

************* End of first change *********************************************

3. Conclusion

In support of Stage 1 and Stage 2 security requirements, we kindly ask SA3 to consider acceptance of this pCR.
3GPP


Network

EPS

Core



MCPTT

UE

IdM Server

SIP Core

MCPTT

Server

0. UE performs network attach as specified in 33.401.

3. MCPTT UE performs user authentication and acquires a server access token and a KMS access token.

1. SIP User Agent Registration with SIP Core

4. MCPTT UE uses token for Service Authorization with MCPTT Application

MCPTT Domain





Key Mgmt

Server

2. 3rd party registration

3.5. MCPTT UE uses KMS token for Service Authorization with KMS to obtain user’s keys.












