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************* Start of change 1 *********************************************

X.x
OpenID Connect (OIDC) Example Using Username/Password 
The following figure describes the MCPTT User Authentication Framework.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions between steps 2 and 5.  Password-based user authentication (illustrated in steps 3 and 4) is shown as a mandatory to support authentication solution.  Other user authentication solutions (running between steps 2 and 5) are possible but not defined here.
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Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.
Step 3: 
IdMS sends an HTML form to UE prompting the user for their username & password
Step 4: 
UE sends the username & password (as provided by the user) to the IdMS
Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code
Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server. 
************* End of change 1 *********************************************

3. Conclusion

We kindly ask SA3 to consider acceptance of this pCR.
3GPP
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