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Abstract of the contribution: This contribution provides a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against existing 3GPP SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980.
1. Introduction
This discussion paper provides a comparitive analysis of the existing 3GPP SSO solutions specified in TR 33.895, TR 33.924 and TR 33.980 with the proposed Solution #2: MCPTT User Authentication and Registration based on OpenID Connect.
2. MCPTT Single Sign-On Requirements for UE and User Authentication
There is a disconnect between requirements reproduced in Section 5 of this discussion paper and MCPTT requirements below. Some of the requirements from the table in section 5 do not exist in the list in Section 2. It is unclear which list of requirements is complete from the authors point of view to be used as the reference.
The following security requirements are sourced from 22.179 and are applicable to MCPTT security for UE and User Authentication. 

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service. 
[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).

[R-6.13.3-001] The MCPTT Service shall provide a means by which an MCPTT UE can require authentication of the MCPTT Service.
3. Existing 3GPP Single Sign-On (SSO) solutions
Existing 3GPP SSO solutions are documented in the following TRs:

1. TR 33.980 – Interworking of Liberty Alliance frameworks and 3GPP GBA

2. TR 33.924 – Interworking of OpenID and 3GPP GBA

Additional solutions are documented in TR 33.895 for specific usecases like two-factor authentication, local user authentication and 3rd party SSO identity mapping.

All the solutions have in common that GBA is used to enable the operator to become the preferred SSO identity provider by allowing the usage of the operator-controlled credentials on the UE for SSO services.

3.1 Interworking of Liberty Alliance and Generic Bootstrapping Architecture
3.1.1 Liberty Alliance Project

The Liberty Alliance Project (LAP) defined standards for federated identity – including enabling simplified sign-on through federated network identification, as well as supporting and promoting permission-based attribute sharing to enable a user’s choice and control over the use and disclosure of his/her personal identification. It provides two frameworks:

a) Liberty Identity Federation Framework (ID-FF)

The ID-FF contained specifications that allow for the creation of a standardized, multi-vendor, identity federation framework. It focuses on federating the user’s authentication and single sign-on.The key features of this framework are:

· Opt-in Account Linking: Allows a user with multiple accounts at different Liberty enabled sites to link these accounts for future authentication and sign-in at these sites (i.e. federation). 

· Simplified Sign-On: Allows a user to sign-on once at a Liberty ID-FF enabled site and to be seamlessly signed-on when navigating to another Liberty-enabled site without the need to authenticate again.

· Affiliations: Enables a user to chose to federate with a group of affilitated sites, which is critical in addressing the needs of portals and in the business to employee environment
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Figure 3.1.1-1 Liberty Alliance network model for ID-FF

b) Liberty Identity Web Services Framework (ID-WSF)

ID-WSF is a set of specifications to promote secure web services. It augments the Identity Federation framework (ID-FF) specifications by defining specifications for web services in a federated environment. The federated environment establishes a trust between all the participating entities without revealing the end user’s identity.
3.1.2 Generic Bootstrapping Architecture

The 3GPP Generic Bootstrapping Architecture (GBA) is a mechanism for user authentication based on the 3GPP AKA protocol. It provides a mechanism for mutual authentication between the user (identified by the operator assigned IMPI or IMSI) and the network, and successfully bootstrap a new GBA master session key, Ks on the UE.This key is later used for application layer security between the user on the UE and the application in the network (aka NAF).
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Figure 3.1.2-1 Network Architecuture for GBA
The BSF is a GBA specific network function that resides in the home MNO of the user. The BSF and the UE mutually authenticate each other using the HTTPDigest AKA protocol, which is based on the 3GPP AKA protocol defined in TS 33.102. The BSF and the UE agree on application specific session keys Ks_(ext/int)_NAF, that are later applied between UE and a Network Application Function (NAF) for application layer security.

The NAF and the UE run application specific protocol where the authentications of messages are based on the session keys generated during the mutual authentication between UE and BSF. 

The HSS stores user security settings (USS) specific to the private identity of the user i.e. IMPIs and IMSIs. and the UE share a long-term subscriber key. The Subscriber Locator Function (SLF) is queried by the BSF to get the name of the HSS containing the required subscriber specific data.
3.1.3 Collocation of IdP/NAF in Liberty Alliance ID-FF (alternatively SAML v2.0)

In this section we look at one of the common interworking models where the Liberty Alliance IdP is collocated with the NAF. In this model, the IdP/NAF authenticates the UE using GBA. The architecture is outlined below:
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Figure 3.1.2-1 Collocating NAF with IdP in Liberty Alliance ID-FF

In the above figure, IdP function is collocated with the NAF, and user authentication is based on GBA.
At a high level the sequence of steps are as follows:

1. The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. This request shall contain the GBA-based authentication support indication.

2. The SP identifies the Identity provider (IdP) and sends a redirect HTTP Response to UE.

3. The UE contacts the IdP based on the URL given in the Location header field. The UE shall indicate to the NAF/IdP that GBA-based authentication is supported. (as defined in TS 33.222).

If a bootstrapped security association between UE and IdP/NAF exists, then UE and IdP/NAF share the keys to protect reference point Ua. HTTP Digest authentication is carried out in accordance with 3GPP TS 33.222.

If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the IdP, the UE will execute a new bootstrapping procedure with the BSF.

4. The UE provides GBA specific Id called B-TID as username and the shared key (Ks_NAF) as password to the IdP.  

Once this received credential is verified, the IdP responds to the UE with a response, which is then forwarded by the UE to the SP. SP verifies the response (which is really an assertion by the IdP that the user is authenticated successfully) and allows access to the requested service.
3.2 Interworking of OpenID and Generic Bootstrapping Architecture

3.2.1 OpenID Architecture
The OpenID architecture is outlined below.
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Figure 3.2.1-1 Simple OpenID Network Architecture

The message flow is as follows:

1. To initiate OpenID Authentication, the Relying Party (RP) presents the end user with a form that thas a field for entering a User-Supplied Identifier.

2. The browser in the UE sends the entered identifier to the RP.

3. The RP performs a discovery procedure to locate the OP Endpoint URL, and redirects the UE’s browser to the OP with an OpenID Authentication Request.

4. The OP authenticates the user and redirects the UE browser back to the RP with an assertion that authentication is approved. The RP relies on this assertion to trust the user.

When OpenID is combined with GBA, GBA based authentication is used in step 4 to authenticate the user.

3.2.2 NAF and OpenID-IdP (OP) Co-location

One straightforward approach of interworking OpenID and GBA is to co-locate the NAF functionality with the OP. 
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Figure 3.2.2-1 Co-located NAF and OpenId IdP (OP)

The dashed lines indicate the interfaces which originate from the OpenID architecture and the full lines are from the GBA Architecture. 

In step 3 of the previous section (3.2.1), the browser in the UE gets a redirection request to the OP with an OpenID Authentication Request. At this point GBA procedures kick in as specified in TS 33.222 with server side certificates.

The UE sends a HTTPS GET request to the OP. The NAF initiates HTTP Digest Authentication with GBA as specified in TS 33.222. 

If no valid Ks is available, then the UE bootstraps with the BSF as described in TS 33.220, which results in the possession of the UE of a valid Ks. From this the UE can derive the application specific Ks_(ext/int)_NAF key(s). 

GBA based authentication continues, with the NAF/OP eventually redirecting the browser back to the RP with either an assertion that authentication succeded or a message that authentication failed.

Detailed steps are covered in TS 33.924 section 4.4.1.
3.3 TR 33.895 – Additional solutions based on the usage of GBA
This TR introduces following new solutions:

1. GBA-Lite based OpenID solution

2. Two-factor authentication (2FA) based on a 3rd party IdP

3. Local user authentication

4. Using 3GPP SSO service based on the 3rd party SSO identity

3.3.1 GBA-Lite

In order to simplify SSO deployment process and help adoption of GBA, a simplified architecture is proposed where, in addition to combining NAF and OP (as in 3.2.2), BSF is also co-located with OP. This simplifies the Zn interface, as it now becomes internal and implementation dependent.
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Figure 3.3.1-1 GBA Lite Network Architecture
3.3.2 Two-factor authentication based on GBA
Existing 3GPP defined SSO mechanisms authenticate operator provided subscriptions in the USIM/ISIM and not the human user. These mechanisms do not provide adequate mechanism to confirm the presence of a registered user. 

A solution is proposed to perform two-factor authentication where a) user authentication becomes the first authentication factor and b) GBA-OpenID based authentication of the user’s UICC becomes the second authentication factor.
This allows the MNO to become ID providers (IDP) offering 2FA services to the SPs, where SP provided credentials authenticate the user (something you know) and MNO provided UICC on the UE authenticate the subscription (something you have).
Following figure is an example of MNO provding 2FA, where the OTT is the master IdP and MNO is the authenticator for factor 2.
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Figure 3.3.2-1 Two-factor authentication based on GBA
3.3.3 Local user authentication
Existing 3GPP defined SSO mechanism authenticate the USIM/ISIM and not the human user. The intention of this solution is to confirm the presence of the authorized user and thereby avoid that GBA-based authentication would be used to access services in the background without the user noticing it, and ensure that only authorized persons are able to use GBA-based authentication.

3.3.4 Using 3GPP SSO service based on the 3rd party SSO identity

This solution provides a mechanism to use a “3rd party SSO identity” such as the web user identity or any other identity, e.g., MCPTT User Identity, with the 3GPP SSO service. This mechanism is useful in scenarios, for example, when a web service like a social network site use 3GPP SSO service provided by a 3GPP operator to authenticate its users.

GBA has the capability to use different user identities, including 3rd party SSO identities, for user authentication. This is facilitated by the User Security Settings (USS) in the HSS, which can include a list of user identities, which the NAF can use to authenticate the user with the NAF specific key in the UE. 

A solution is proposed to securely map the 3rd party user identities in the USS to the 3GPP subscription.
4. Analysis

The referenced documents TR 33.895 Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms (Release 13), TR 33.924 Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking (Release 12), and TR 33.980 Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA) (Release 12) each provide solutions that enable the operator to become the preferred SSO Identity provider providing authentication services based on the operator controlled credentials on the UE.  Authentication is performed by verifying the subscription credentials in the UICC of the smartphone. User is granted network access once the device is authenticated by the network.

a) Support for User Authentication

TR 33.924 and TR 980 provide solutions that derive authentication using network issued device credentials rather than identifying the human-user of the device. Device authentication does not provide for the authentication of the human user.  The MCPTT human user is required to be authenticated and authorized through a MCPTT Identity Management function within the MCPTT domain based on human user credentials (MCPTT Stage 1 requirement [R-6.18.2-002]).  
TR 33.895 does provide a solution that addresses the MCPTT requirement of human-user authentication. The described solution is based on a two-factor authentication scheme where the user authentication is first performed by either the network operator or OTT application service, and that is supplemented with a second authentication factor provided by the network operator based on GBA based device authentication.The results of the two authentication are combined by the OTT.
The user in the “user authentication” referenced above allows user –provided credentials to be used for authentication and authorization, allowing for “MCPTT human user is required to be authenticated and authorized through a MCPTT Identity Management function within the MCPTT domain based on human user credentials (MCPTT Stage 1 requirement [R-6.18.2-002]).”  
b) Support for MCPTT specific User Authentication scenarios

In addition to the basic user authentication scenario, MCPTT human user authentication is also required to support several other scenarios which include: A user logging into the MCPTT service from multiple devices and receiving services on each device simultaneously[R-5.1.1-001]; a user periodically logging off of one device and logging onto a different device[R-5.11-001]; simultaneous support for multiple user profiles on one device [R-5.9-001]) and requiring the same set of human user credentials to work simultaneously with different devices ([R-5.11-002].

TR 33.895, TR 33.924 and TR 33.980 lack support for these scenarios. 
Incorrect. See responses in the Section 5 Table
c) Support for Native App SSO

TR 33.895 provides a solution for a two-factor authentication of the user based on OpenID or OpenID Connect SSO protocol. The TR defines a number of ways in which human-user credentials can be used to authenticate the user in conjunction with the second factor authentication of the operator-issued subscription credentials present in the UICC(via either GBA or GBA-lite).  
However, the solution assumes the client to be either a Web application being served through the browser, or a human user entering the URL on the browser to connect to a web site. It therefore provides Web SSO based authentication with the browser playing a key role in handling redirects from both the IdP and the SP, and is not suitable for Native Apps that are running independent of the browser. 
The MCPTT client is expected to be a native application in the UE. 

How do the authors infer this?
Browser is a native application itself. Any application can be as native as a browser and use the same techniques to access network resources.
 The chosen SSO solution should provide a means for the MCPTT client to obtain the necessary authorization code once the user is authenticated, which is not addressed by the two-factor authentication solution defined in TR 33.895.
Incorrect. MCPTT Application requirements are not dependant on SIP signalling. Browser is a native application. Any native application may use the same service flows as described in 33.995
d) Mandatory device authentication based on GBA

Two-factor authentication, with user ID/password (based on OTT application provider’s SSO) as the first factor and device authentication (based on GBA) as the second factor, is indeed considered to be a strong form of user authentication. 

However this violates MCPTT Stage 1 requirements [R-5.13-002], [R-5.13-003] and [R-5.13-004] that require the MCPTT User authentication to be solely based on the user’s MCPTT identity assigned by the MCPTT application service domain and independent of any of the identity assigned by the network operator.

Firstly, it is rather subscription authentication rather than “device authentication.” Secondly, this is incorrect, the requirements referenced above are:

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

Nowhere in the above text does it suggest: “require the MCPTT User authentication to be *solely* based on the user’s MCPTT identity assigned by the MCPTT application service domain and independent of any of the identity assigned by the network operator.”

Operator-hosted identity is completely separate from the MCPTT identity, it is assigned completely separately by the Application Service Provider.
Lack of separation of IMS/SIP Core signaling and MCPTT application plane boundaries

Device authentication and authorization is performed under the purview of the IMS/SIP core using network defined credentials (GBA and Digest authentication), and does not support the required separation of signalling and application plane boundaries requirements for MCPTT.
It is unclear where the requirement, “separation of IMS/SIP Core signaling and MCPTT application plane boundaries”  is coming from. Kindly provide more information and reference for this “required separation of signalling and application plane boundaries requirement for MCPTT”
5. Evaluation against MCPTT Requirements
The following table compares the existing 3GPP SSO solutions and the proposed Solution #2 MCPTT User Authentication and Registration based on OpenID Connect based on its conformance to the MCPTT Stage 1 requirements
There is a disconnect between requirements reproduced in Section 2 of this discussion paper and MCPTT requirements below. Some of the requirement from the table below do not exist in the list in Section 2. It is unclear which list of requirements is complete from the authors point of view to be used as the reference.
	
	Meets Requirement(s)?

	MCPTT Stage 1 Requirement (TS 22.179)
	TR 33.895
	TR 33.924
	TR 33.980
	Solution #2

	[R-5.1.1-001] The MCPTT Service shall allow an MCPTT User utilizing one or more MCPTT UE(s), concurrently, to sign-in and receive service on each of the MCPTT UE(s).
	NO
Incorrect.

33.995 does not exclude such service flow. In fact, 33.995 validates MNO service subscription, allowing to differentiate between different MCPTT UE’s and aiding in such service flow. This conclusion also contradicts authors’ conclusion wrt. the requirement [R-5.11-002]
	NO
	NO
	YES

	[R-5.9-001] An MCPTT UE shall support one or more MCPTT User Profiles.
	YES
	YES
	YES
	YES

	[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT UEs concurrently.
	NO
Incorrect.

Concurency is not precluded and certainly possible based on policy decisions.
	NO
	NO
	YES

	[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.
	YES
	YES
	YES
	YES

	[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.
	NO (1)
Incorrect.

As stated above in comments to Section 4, Operator-hosted identity is completely separate from the MCPTT identity, it is assigned completely separately by the Application Service Provider. 
	NO (1)
	NO (1)
	YES

	[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.
	MAYBE (3)
Correct. See comments to the requirement [R-5.13-002]
	MAYBE (3)
	MAYBE (3)
	YES

	[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
	MAYBE (3)
Correct. See comments to the requirement [R-5.13-002]
	MAYBE (3)
	MAYBE (3)
	YES

	[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.
	NO (2)
Incorrect. This is the whole purpose of the SSO WI.  MCPTT Application requirements are not dependant on SIP signalling. Browser is a native application. Any native application may use the same service flows as described in 33.995
	NO (2)
	NO (2)
	YES

	[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.
	NO
Incorrect.

To use “selected services” the UE will need network authentication prior to MCPTT User Authentication. 33.995 allows that by limiting MCPTT authorization to the MCPTT authenticated UE only
	NO
	NO
	YES

	[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).
	NO (2)
Incorrect.

See comments to R-5.13-006] to have access to MCPTT features. 33.995 allows that by limiting MCPTT authorization to the MCPTT authenticated Users only
	NO (2)
	NO (2)
	YES

	[R-5.18.2-004] The MCPTT Service shall protect the administrative and security management parameters of Mission Critical Organizations from viewing and manipulation by individuals (including those within and outside of the mission critical organization) not explicitly authorized by the Mission Critical Organization.
	MAYBE (3)
33.995 does not preclude such feature
	MAYBE (3)
	MAYBE (3)
	YES

	[R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

NOTE 1: This is an application layer authentication and not 3GPP network authentication.
	NO (1, 2)
Incorrect.

MCPTT User identity and credentials (i.e., security paramemters in the requirement) are independent from the MNO credentials and may be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

	NO (1, 2)
	NO (1,2)
	YES


Notes:

1. No, because GBA is used (at least in part) to authenticate the device using network defined credentials rather than MCPTT user defined credentials.

2. No, because this solution is WebSSO and does not support human user authentication via SIP signalling.

3. Maybe, if the MCPTT trust domain includes the IMS/SIP core, otherwise no.
6. Conclusion

The analysis in section 4 and the requirements applicability table in section 5 clearly indicate that existing 3GPP SSO authentication methods do not fulfil the MCPTT requirements and all user authentication scenarios. It is therefore recommended that Solution #2 MCPTT User Authentication and Registration based on OpenID Connect be selected as the solution for MCPTT user authentication.
We kindly ask SA3 to accept the accompanying pCR S3-152222.

We would like SA3 to consider the accompanying PCR in S3-152222 as premature and note it.[image: image8.png]



2. RP / OTT requests to perform Second factor authentication based on policy settings. (via OpenID re-direct message) 











UE /AA





GBA exchange based on AKA  credentials











Browser/BA





First factor authentication





5. Asserts UE Identity based on second factor authentication (via an OpenID re-direct message)





6. OTT receives confirmation of the second factor authentication.








RP / OTT








OP / NAF (MNO)





3. Browser requests UE to perform second factor authentication








_1188127223.doc


Dz







SLF







NAF







Zn







Zh







Ub







Ua







BSF







HSS







UE












_1325877017.doc


Dz







SLF







NAF







Zn







Zh







Ub







Ua







BSF







HSS







UE







OP







HTTPS







HTTP &



DH Protocol







HTTPS







RP












_1370679190.vsd
UE


BSF


OP
(NAF)


RP


HSS


HTTPS


Zh


Ub


Ua


HTTP & DH



_1307344501.doc










Relying



Party



RP







HTTP-based



Diffie-Hellmann



Key Exchange



(optional)











HTTP / S







HTTP / S







OpenID



Provider



OP











UE












_1178716058.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		







[image: image1.wmf] 


NAF


 


[image: image2.wmf] 


NAF


 




LAP SP-IdP



SOAP-based







SP







IdP







	



�	IdP 



�







LAP UE-SP



Using HTTP







HTTP-based



















UE











_935227290.doc







