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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.3.2.6 of TS 33.117.

Introduction 

This contribution proposes to correct the numbering and add the test case related to the requirement 5.3.2.6 of TS 33.117

Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.

Proposed pCR

***
BEGIN OF FIRST CHANGE ***

5.3.2.6 
Remote login restrictions for privileged users

Requirement Name: Remote login restrictions for privileged users


Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only. Root user will not be allowed to login to the system remotely.

Threat References: Elevation of Privilege, Spoofing

Security Objective References: HARDENING

Test Case: 
Test Name: TC_REMOTE_LOGIN_RESTRICTIONS_PRVILEGED_USERS
Purpose:

Verify that root or equivalent highest privileged user will not be allowed to login to the system remotely. 

Procedure and execution steps:

Pre-Condition:

Tester has username and password of root or equivalent highest privileged user in the network product.
Execution Steps
Execute the following steps:

1. The tester tries to remotely login to the network product using the credentials of the root or equivalent highest privileged user.
2.
The tester tries to login to the network product using the credentials of the root or equivalent highest privileged user from the physical console of the system.
Expected Results:

The tester is not able to login to the system remotely using the root credentials. 
The tester is able to login to the system from the physical console using the root credentials.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operational results.
***
END OF FIRST CHANGE
***
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