Page 1



3GPP TSG-SA3 Meeting #81 
S3-152417
Anaheim, US   09-13 November 2015












Revision of S3-15xyz
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.833
	CR
	0001
	rev
	-
	Current version:
	d.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	x
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Text correction

	
	

	Source to WG:
	Nokia Networks

	Source to TSG:
	S3

	
	

	Work item code:
	ProSe
	
	Date:
	2015-11-09

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	33.833 contains in 8.3.2.2 the following text:

“The risk of tracking of a UE by passive receivers in proximity exists if the same announcement is sent on PC5 time and again.” which needs to be clarified.

	
	

	Summary of change:
	Clarification to section8.3.2.2


	
	

	Consequences if not approved:
	Text leads to misunderstanding.

	
	

	Clauses affected:
	8.3.2.2

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


8.3.2
Solution #8.3.2: Security for restricted discovery

8.3.2.1
General

This solution addresses Key Issue #7.3.1 in the current document and is a proposal for the security part of solution in clause 5 of TR 23.713 [33]. In particular it addresses the discovery, impersonation, replay and tracking requirements. 

8.3.2.2
Tracking of UEs using restricted discovery announcements 

The risk of tracking of a UE by passive receivers in proximity exists if the same announcement is sent on PC5 again. 

To mitigate against this attack, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver. Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next ProSe identifier the UE in question uses. Fresh input to the calculation can be provided by the same method as used to calculate the MIC in open direct discovery. 

