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Abstract of the contribution: This contribution proposes to clarify a misleading word and add a method to obtain GMK for the protection of media as well as a different GMK for the protection of floor control signalling in one procedure.
 
1. Introduction 
In section 7.4.2 and section 7.4.4.3, there are paragraphs following the description of security procedure, saying “where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once using a GMK for the protection of media and once using a different GMK for the protection of floor control signalling”.
In order to reduce the signalling overhead, MCPTT users can obtain two different GMKs in one procedure, instead of two separate procedures.
In addition, the word ‘‘using’’ here is not appropriate because the procedure is performed to distribute GMKs in fact. It is proposed to change the word “using” to “obtaining”. 
2  Proposal
[bookmark: _Toc428784200]It is proposed to approve the below pCR..
******************************Begin of the first change***************************
[bookmark: _Toc413852554][bookmark: _Toc428529792]7.4.2	Security procedures for GMK provisioning
This procedure distributes a Group Key Transport payload from the GMS to MCPTT UEs within the group. The payload is transported as part of the ‘Notification of group metadata’ message defined in Section 10.5 of TS 23.179 [10].
Figure 7.4.2-1 shows the security procedures for creating a security association for a group.

Figure 7.4.2-1: Security configuration for groups
A description of the procedures depicted in Figure 7.4.2-1 follows. For clarity, step 1 below corresponds to step 3 in Section 10.5 of TS 23.179 [10].
0)	Prior to beginning this procedure the MCPPT UE shall have been provisioned with identity-specific key material by a KMS. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorised to create groups.
1)	The GMS shall send a Group Key Transport payload to MCPTT UEs within the group within a ‘Notification of group metadata’ message. The message shall contain a Group Key Transport payload and shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity associated to the MCPTT UE and shall be signed by the GMS. The message shall also provide the GUK-ID.
2)	On receipt of a Group Key Transport payload, the MCPTT UE shall check the signature on the payload, verify that the GMS is authorised to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MCPTT UE shall store the GMK, GMK-ID and GUK-ID. The MCPTT UE shall then confirm receipt of the group key transport message. This confirmation contains no security information.
Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once using for obtaining a GMK for the protection of media and once using for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure.
******************************End of the first change*****************************
******************************Begin of the second change****************************
[bookmark: _Toc428529797]7.4.4.3 	Group regrouping procedures (involving multiple MCPTT systems)
Group Regroup procedures involving multiple MCPTT systems are described in Section 10.6.2.2 of TS 23.179 [10]. Figure 7.4.3.3-1 

 Figure 7.4.3.3-1: Group Regroup security procedures (multiple MCPTT systems)
0) 	Prior to beginning the procedure, the KMS of the primary MCPTT system has exchanged domain parameters with the KMS within the partner MCPTT system.
1) 	To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group. The primary GMS notifies the affiliated users within its own MCPTT system (Step 8 of Section 10.6.2.2 in TS 23.179). Within this message, the primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in Section 7.4.1. The GMK is encrypted to the identity of the MCPTT user and is signed using the identity of the primary GMS.
2) 	The MCPTT UEs acknowledge the notification.
3) 	The primary GMS then notifies the partner GMS of the group regroup operation (Step 9 of Section 10.6.2.2 in TS 23.179). Within this message, the primary GMS includes a Group Key Transport payload following the procedures in Section 7.4.1, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS’s URI.
4) 	The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MCPTT system (Step 11 of Section 10.6.2.2 in TS 23.179). The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS).
5) 	The partner MCPTT UEs acknowledge the notification.
6) 	The partner GMS acknowledges the notification to the primary GMS.
Where a separate security context is required for media protection and floor control signalling, the procedure may be performed twice, once using for obtaining a GMK for the protection of media and once using for obtaining a different GMK for the protection of floor control signalling. Alternatively, GMS may distribute the two different GMKs in one procedure. 
******************************End of the second change****************************
image2.emf
Primary 

MCPTT UE

Primary GMS

1. Notification of group 

metadata

2. OK

0. KMS 

Provisioning

0. KMS 

Provisioning

Partner GMS

0. KMS 

Provisioning

Partner 

MCPTT UE

0. KMS 

Provisioning

3. Notification of group 

metadata

6. OK

4. Notification of group 

metadata

5. OK


Primary MCPTT UE
Primary GMS

1. Notification of group metadata
2. OK
0. KMS Provisioning
0. KMS Provisioning
Partner GMS
0. KMS Provisioning
Partner 
MCPTT UE
0. KMS Provisioning

3. Notification of group metadata
6. OK

4. Notification of group metadata
5. OK



image1.emf
MCPTT UE

Group Management 

Server

1. Notification of group metadata

(Group Key Transport payload)

2. OK

0. Provisioning of 

identity-specific key 

material

0. Provisioning of 

identity-specific key 

material


MCPTT UE
Group Management Server

1. Notification of group metadata
(Group Key Transport payload)
2. OK
0. Provisioning of identity-specific key material
0. Provisioning of identity-specific key material



