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Discussion

This contribution proposes a Note to solution #1, which recommends to distribute one AV at a time.
As one of the objectives of this study item, the potential solutions should aim at minimising the energy consumption of devices. Thus the frequency of AKA runs shall be limited.
Both the UMTS AKA and EPS AKA allow distribution of multiple AVs to the SGSN/MME. But this feature is not necessary in the MTC scenario.
It is proposed that SA3 accept the pCR for inclusion in the TR 33.863.

Proposed pCR

**************************************************start of change************************************************

6.1
Solution #1: “UE to HPLMN” security solutions based on UMTS/EPS AKA enhancements.

6.1.1
Introduction

The following defines enhanced authentication and key agreement procedures for mobile network with a Cellular Internet-of-Things RAT which extends the UMTS AKA (See 3GPP TS 33.102 [AddRef], clause 6.3) and EPS AKA (3GPP TS 33.401 [AddRef], clause 6.1) procedures:

- While remaining compatible with existing security procedures between the UE and the E-UTRAN defined in 3GPP TS 33.401 [AddRef]

- While remaining compatible with existing security procedures between the UE and the GERAN when UMTS AKA is used as defined in 3GPP TS 33.102 [AddRef]

- To derive additional keys (from IK, and from CK under specific circumstance) securing data in an end-to-end fashion between the UE and a network node within the Home PLMN.
“UE to HPLMN” protection of the user plane data is being provided from the UE to the home network. The new security functionalities the HPLMN needs to support can be implemented as a new network function called HPLMN Security Endpoint (HSE).  The HSE may also be collocated with the GGSN/P-GW.

The UE (resp. “UE to HPLMN” security functionality) uses the relevant key to generate/verify a signature/MAC or cipher/decipher the user plane data.

6.1.2
Solution description

6.1.2.1
“UE to HPLMN” security solution with HSE context establishment procedure

Key Establishment Procedure:

Pre-conditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HSS/HLR:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (used for Air IF sec) (UMTS AKA case) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK.

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- derive E2E CK/IK key ID from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- sets an AMF bit to 1 to indicate to the UE whether E2E keys should be derived

- Build the AV. For the UMTS AKA case, CK/IK is replaced with the newly generated CK‘/IK‘.

1a. Distribution of AV to the SGSN/MME
NOTE: It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the MTC scenario.
1b. The HSS/HLR pushes to the HSE the following pair:

- E2E CK/IK

- E2E CK/IK key ID

- optionally the IMSI

Editor’s note: Condition for trigger a clean-up, deletion, refresh or update of the key within an HSE when a security context has not been established between the HSE and the MTC device is for further study.

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. SGSN sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. USIM runs UMTS/EPS AKA and performs the following additional key derivations:

- CK‘/IK‘(used for Air IF sec) from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

- E2E CK/IK key ID from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

6a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the E2E CK/IK key ID to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

6b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message with the E2E CK/IK key ID that should be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

7. The GGSN/P-GW forwards the E2E CK/IK key ID along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

8. The HSE matches the information in the triplet with the recently pushed E2E CK/IK key ID and E2E CK/IK key pair. If the HSE didn’t have a record of the received E2E CK/IK key ID within its memory, then it may fetch the E2E CK/IK key from the HSS/HLR by sending the E2E CK/IK key ID and the IMSI. 

Editor’s note: it is FFS whether and how E2E CK/IK key could be retained or recreated by the HLR/HSS in order to be pulled by the HSE.

9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.

6.1.2.2
“UE to HPLMN” security solution with HLR push procedure – Alternative

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE
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Figure 6.1.2.2-1: Procedure Diagram

Procedure:

Preconditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case only) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- sets an AMF bit to 1 to indicate to the UE whether E2E keys should be derived

- While bluiding the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK‘/IK‘.

1. Distribution of AV to the SGSN/MME
NOTE: It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the MTC scenario.
2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. The USIM runs UMTS/EPS AKA and performs the following additional key derivations:

- CK‘/IK‘from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

6. Upon successful UMTS AKA (resp. EPS AKA) authentication result and successful PDP context activation as defined in 23.002 (Resp. PDN Connectivity Request, see 3GPP TS 23.401 [AddRef]), the SGSN/MME sends a notification message to the HLR/HSS with the IMSI, the SQN value (or RAND) and the GGSN/P-GW address as parameters.

7. The HLR/HSS pushes the E2E CK/IK to the HSE

6.1.2.3
“UE to HPLMN” security solution with HSE pull procedure

Key Establishment Procedure:

Preconditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (used for Air IF sec) (UMTS AKA case) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- sets an AMF bit to 1 to indicate to the SGSN/MME/UE whether E2E keys should be derived

- While bluiding the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK‘/IK‘.

1. Distribution of AV to the SGSN/MME
NOTE: It is recommended to distribute only one AV at a time as the frequency of AKA runs is very low in the MTC scenario.
2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 (resp. TS 33.401).

3. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 (resp. TS 33.401).

4. The USIM runs UMTS/EPS AKA and performs the following additional key derivation:

- CK‘/IK‘ (used for Air IF sec) from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK value (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 (resp. TS 33.401).

6a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the SQN value (or RAND) from the AV and associated IMSI to the GGSN. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

6b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message. The PCO IE should contain the SQN value (or RAND) and associated IMSI. The PCO IE within the Update PDP Context request message will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

7. The GGSN/P-GW forwards the E2E CK/IK key ID along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

8. The HSE fetches the E2E CK/IK key from the HSS/HLR by providing the SQN value (or RAND) and associated IMSI

Editor’s note: it is FFS whether and how E2E CK/IK key could be retained or recreated by the HLR/HSS in order to be pulled by the HSE.

9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.

6.1.2.A
Key derivation rules

The following is one possible way of implementing the key derivation rules. Other possible implementations options may be defined.

The key derivation function should be supported by the UICC and the HLR/HSS and is written as KDF (Key, S) below.

Editor’s note: It is FFS wheteher the key derivation function can be run in the ME

The key derivation algorithm should be HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).

For the UMTS AKA case, the following key derivation applies if Tuak is used with initial CK length of 256 bits:

· CK‘||IK’= KDF (CK, key type). The key derivation algorithm should be in this case HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).

NOTE: CK’ goes from bit 0 to bit 127, IK’ goes from bit 128 to bit 255

For the UMTS AKA case, the following key derivation applies if Milenage or Tuak is used with initial CK and IK length of 128 bits:

· CK‘||IK’= KDF (CK||IK, key type).

NOTE: CK’ goes from bit 0 to bit 127, IK’ goes from bit 128 to bit 255

If CK/IK is 128 bit long, the following key generation procedures apply:

· E2E CK/IK = KDF (CK||IK, key type)

· E2E CK/IK Key ID = KDF (CK||IK, key type) 

NOTE: E2E CK (resp. E2E CK Key, E2E CK Key ID) goes from bit 0 to bit 127, E2E IK (resp. E2E IK Key, E2E IK Key ID) goes from bit 128 to bit 255

If CK and IK is 256 bit long, the following key generation procedures apply:

· E2E CK = KDF (IK, key type)

· E2E IK = KDF (IK, key type)

· E2E Key ID = KDF (IK, key type) 

6.1.2.B
Authentication and key usage policy

Editor’s note: it is FFS whether a mix of different AVs is needed and whether AMF bit is needed

Editor’s note: it is FFS whether potential authentication policy and key usage policy could be useful to achieve battery efficiency

6.1.3
Solution evaluation

Editor’s note: FFS
**************************************************end of change*************************************************

