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Abstract of the contribution:

This contribution proposes addition of key issue to the IOPS TR 33.997
1. Introduction 
One Key issue which need to be addressed in the SA3 IOPS TR is proposed in this contribution.
2. Pseudo CR 

*************************** BEGIN CHANGES ****************************
6.2
Key Issue #2: Isolated E-UTRAN internode interface security 

6.2.1
Key Issue Details

As defined in TS 22.346, Isolated E-UTRAN consists of one or more (N)eNBs either without backhaul or with limited backhaul. Two security scenarios should be considered:

-
A (N)eNB wants to join an Isolated E-UTRAN;

-
Inter-(N)eNB communication of an Isolated E-UTRAN.
Also an Isolated E-UTRAN network may be formed by addition of one or more nomadic eNBs to existing macro eNB(s). Each of these nomadic eNBs may or may not contain an Local EPC network. If the (N)eNBs contain a Local EPC network, then it should be possible for EPCs to interwork as it is done in the macro network. If the (N)eNBs don’t contain a Local EPC network, it should be possible to share the Local EPC with a (N)eNB which contains it. When the functional entities MME, SGW, PGW, HSS etc within a Local EPC is shared between multiple eNBs, or interwork as a single Isolated E-UTRAN network, any exposed interface need to be secured just as in a macro network.
NOTE: It is expected that all nodes in an Isolated E-UTRAN  belong to same operator.
When functions in different nodes are grouped together to form the Isolated E-UTRAN network, each node should authenticate the other peer node.

To support the network sharing and interworking scenarios, the following interfaces need to be supported in a secure manner.

X2 interface between (N)eNBs.

S1-MME interface between an (N)eNB which doesn’t have a Local EPC to the (N)eNB with a Local EPC which will support a local MME in the grouping.

S1-U interface between an (N)eNB to the Local EPC which will support a local SGW/PGW in the grouping.

S6a interface between Local EPC MMEs and the node functioning as the local HSS/AuC for the group.

S10 interface between Local EPC MMEs for inter MME context transfer during handover scenarios.
6.2.2
Security Threat
Fake (N)eNBs  may attack Isolated EUTRAN if mutual authentication is absent between Isolated EUTRAN (N)eNB and other  nodes such as (N)eNB, MME, SGW, PGW, HSS etc.
Inter-(N)eNB communication of an Isolated E-UTRAN may be tampered and eavesdropped if integrity protection and confidentiality protection are not provided.
Loss of confidentiality and privacy of ongoing communications, hijacking genuine communications sessions etc are potential security threats without protecting the interfaces.

Public Safety UE identities may get revealed without protecting the inter node interfaces.

6.2.3
Security Requirement

All peer network nodes in an Isolated E-UTRAN network shall authenticate each other.

All the interfaces between the nodes within an Isolated E-UTRAN network shall be secured.
********************************* END OF CHANGES ***************************
3. Conclusion

We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to the IOPS TR 33.997.

