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Abstract of the contribution: This contribution proposes a security solution addressing the security requirements for key issue ‘#7.3.x: Security –PC2 interface in Restricted ProSe Direct Discovery’ proposed in S3-151376.
1 Introduction 
The security solution presented in this paper addresses the security requirements for key issue ‘#7.3.x: Security –PC2 interface in Restricted ProSe Direct Discovery’ proposed in S3-151376.
2 Proposal

It is proposed to add the following pCR to TR 33.833.

3 pCR
***
BEGIN CHANGES
***
8.3.x
Solution #8.3.x: Security for PC2 interface in Restricted Direct Discovery

8.3.x.1
 General

This solution addresses the security requirements in key issue ‘#7.3.x: Security –PC2 interface in Restricted ProSe Direct Discovery’.
It is assumed that the ProSe Application Server is controlled by a business partner i.e. a 3rd party.
8.3.x.2 
Solution description
Since the ProSe Application Server is not considered as 3GPP network function then this interface should be protected using TLS/TCP, DTLS/SCTP or IKE/IPsec mechanisms as defined for Tsp in TS 33.187 [2] and MB2 in TS 33.246 [6]. 
If the interface between the ProSe Function in the 3GPP network and the ProSe Application Server can be trusted, e.g. physically protected, there is no need to use protection via cryptographic means mentioned above.
***
END CHANGES
***
