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Abstract of the contribution:

This contribution proposes threats and security requirements relating to private call confidentiality
As stated in the Stage 1 requirements, 'Private Calls allow two MCPTT Users to communicate directly with each other without the use of MCPTT Groups.' Furthermore, Private Calls must be supported both on and off-network and must support end-to-end security. As a consequence, there must be a mechanism for any pair of authorised UEs to establish a shared security context both on and off-network.
This contribution captures this issue and suggests a security requirements related to the issue.
Relevent Stage 1 Requirements:
[R-5.6.2-004] The MCPTT Service shall provide a mechanism for the Private Call (with Floor control) to be set up with the MCPTT UE designated by the called MCPTT User to be used for Private Calls (with Floor control) when the called MCPTT User has signed on to the MCPTT Service with multiple MCPTT UEs.

[R-5.13-009] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.

[R-5.13-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

[R-6.7.1-001] The on-network MCPTT Service shall support two types of Private Calls, one which uses Floor control and one which does not.

[R-6.7.4-004] The MCPTT Service shall provide a means by which an MCPTT UE initiates an MCPTT Private Call (without Floor control) to any MCPTT User for which the MCPTT UE's current MCPTT User is authorized.

[R-7.3.2-005] Following an MCPTT Private Call (with Floor control) request for permission to transmit, the MCPTT User that is allowed to transmit shall be given an indication that the user is allowed to transmit to the targeted MCPTT User.

[R-7.16.1-001] The Off-Network MCPTT Service shall provide a means by which the MCPTT User of a (source) UE can make an MCPTT Private Call to the MCPTT User of a (target) UE via a ProSe UE-to-UE Relay.

It is proposed that the following text is included in the MCPTT TR.
**********************************Start of First Change**************************************

6.X
Key Issue # X: Private Call Confidentiality
6.X.1
Issue details
Private calls are used to establish a secure communication path between a pair of authorised MCPTT users. A Private Call may or may not use floor control and may be setup while the MCPTT user is operating either on or off-network. Additionally, Private Calls may be used to support Ambient Listening and Discreet Listening functionality, where a MCPTT UE transmits local audio to a control room.

To support private calls, the MCPTT system requires a mechanism for establishing end-to-end secure between any pair of MCPTT users. 

6.X.2
Security threats
The following threats apply to private calls:

· The content of a private call is accessible to unauthorised MCPTT users. As a consequence of this threat, confidential conversations may be compromised, and user's confidence in Private Call functionality may be undermined, pushing them towards less secure communication mechanisms for private conversations.

· A private call is replayed or modified within the MCPTT system. 

· A private call is established by one MCPTT user appearing to be another MCPTT user. As a consequence of this threat, confidential information may be compromised to an unauthorised user. This threat is particularly serious where Private calls are used to support Discreet Listening or Ambient Listening functionality.

· A pair of users are unable to establish a shared security context and hence are unable to establish a Private Call.

6.X.3
Security requirements
It shall be possible to establish a unique Private Call security context between any pair of authorised MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users, except, where necessary, authorised MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist.This requirement applies when MCPTT UEs are operating both on-network and off-network.

The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.

**********************************End of First Change***************************************

