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Abstract of the contribution:

This contribution proposes threats relating to denial of service as a key issue for on-network MCPTT operation
1. Introduction 

There are a number of threats against an MCPTT service.  This contribution proposes capturing the threats related to denial of service in the form of a pCR.
2. Threat opportunities 
An attacker may attempt to disrupt communications for a user or a group of users by deregistering them from the EPS or the MCPTT server.  Alternative he may attempt to flood the EPS (or other bearer network) with traffic such that there is insufficient capacity remaining to allow all of the wanted information flow to take place.  Also, the MCPTT service will include a mechanism to disable an MCPTT UE under control of the MCPTT server, and an attacker could attempt to misuse this and put terminals out of action.  Alternatively the attacker may attempt to simply jam the air interface to deny service within an area.
3. Proposal 

The following text is proposed to include these threats in the MCPTT TR.
**********************************Start of First Change**************************************

5.x.x
Key Issue # x.x: On-Network Operation: denial of service
5.x.x.1
Issue details
An adversary attempts to prevent a valid MCPTT user or group from obtaining service.
5.x.x.2
Security threats
a) Malicious Deregistration of user

The adversary sends registration or deregistration commands which purport to have originated from the target user, or manipulates some control interface of the MCPTT server.

b) Network flooding

Adversaries create large volumes of traffic to reduce available capacity and impede communications between users.

c) Misuse of secure disable protocols

Adversary uses a disable protocol to put user device out of service.

5.x.x.3
Security requirements
a)
All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

b)
The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCPTT users.
**********************************End of First Change***************************************
