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Abstract of the contribution: This contribution proposes a second method of protecting restricted discovery using a time hash for solution 8.3 in TR 33.833. In addition the cases when these method provide protection against impersonation attacks are included.
Discussion 
Currently solution 8.3 proposes putting the assigned ProSe Code through a one-way hash function with the UTC-based counter in order to protect the UE from tracking. 
A second similar method is possible. The UEs are provided with a Scrambling Key for the ProSe Code to be announced. This key is put through the one-way keyed hash function instead of the ProSe Code, and the output value is xor’ed onto the ProSe Code. This prevents a user without the Scrambling Key to be able to create a valid discovery message or make sese of the transmitted ProSe Code. Hence this method (as well as the original proposed one) can prevent against impersonation attacks without using Match Reports.
The ProSe Function would be in control of the security applied for a particular discovery operation and hence would know whether the security described above is enough for a particular discovery. 
Conclusion 

Based on the above discussion it is proposed that SA3 agree the below pCR for inclusion in TR 33.833.

Proposed pCR

*** FIRST CHANGE ***

8.3.2
Solution #8.3.2: Security for restricted discovery

8.3.2.1
General

This solution addresses Key Issue #7.3.1 in the current document and is a proposal for the security part of solution in clause 5 of TR 23.713 [33]. In particular it addresses the discovery, impersonation, replay and tracking requirements. 

8.3.2.2
Tracking of UEs using restricted discovery announcements 

The risk of tracking of a UE by passive receivers in proximity exists if the same announcement is sent on PC5 time and again. 

To mitigate against this attack, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver. Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next ProSe identifier the UE in question uses. Fresh input to the calculation can be provided by the same method as used to calculate the MIC in open direct discovery. 

8.3.2.3
Protecting restricted discovery ProSe Codes

A class of solutions that readily suggest themselves involve using a fresh/non-repeatable known value in order to generate new and different Temporary ID values used in the PC5 discovery message from the ProSe Code provided to the UE. Necessarily, the construction of such Temporary IDs shall be non-reversible, i.e. a passive attacker should not be able to determine the underlying ProSe Code from the knowledge of the announcedTemporary ID.

In order to provide freshness, it is proposed to use the same UTC-based counter that is used for open direct discovery (see TS 33.303 [34]). The TempID that is sent over the air is then calculated as shown in figure 8.3.2.3-1.
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Figure 8.3.2.3-1: Calculation of the identity to be sent over PC5 in restricted discovery messages

The receiver of such TempID shall compare it to locally-generated TempID corresponding to all the ProSe Codes that are of interest to that UE. The receiving UE has the exact same information to generate the OTA ProSe ID as the announcer UE (this includes the UTC-based counter).
An alternative solution is to provide both UEs with a Scrambling Key that is used instead of the ProSe Code as input to the One-way keyed hash function. The output of the hash function is then XOR’ed with the ProSe Code to form the Announced TempID as illustrated in Figure 8.3.2.3.-2.
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Figure 8.3.2.3-2: Alternative calculation of the identity to be sent over PC5 in restricted discovery messages

As above, the receiver of such a TempID can easily compare it to its locally generated ones to find a match, as it has the same information as the sending UE.
8.3.2.4
Authorisation of a UE for restricted discovery

In restricted discovery, the ProSe Code used by the UE to be discovered should only be meaningful to a select set of other UEs.

A simple way to achieve the access control required by restricted discovery involves obtaining ProSe Codes for PC5 Discovery Messages, and disseminating those only to the specified set of UEs. The ProSe Function provides a UE with the ProSe Code it can use to be discovered. This ProSe Code is a sensitive parameter and is not to be correlated with the application user ID and/ or subscriber IDs. 

There are several approaches to this dissemination operation. From a security perspective, the requirement is only that the process of dissemination should ensure that these sensitive parameters are not disclosed to untrusted third parties, since their knowledge constitutes a grant of access.
8.3.2.5
Prevention of impersonation of a UE for restricted discovery

Both the methods described in clause 8.3.2.3 can prevent impersonsation attacks for some use cases. Without knowledge of the ProSe Code or Scrambling Key respectively for the two cases, a UE would not be able to form a correct announced TempID. An example use case would be being discovered by your friends that you trust not to pass the Scrambling Key onto others. The ProSe Function would be in control of security applied for a particular discovery and hence could determine the necessary security (e.g. by indicating whether Match Report are necessary or not).
*** END OF CHANGES ***
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