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Abstract of the contribution:

The present contribution proposes text for a test case in Annex D in TR 33.806, based on the new requirements proposed for clause B.3.6.1 “HTTPS” in a companion contribution. 

1 Introduction
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]The companion contribution in S3-151341 proposes requirements for clause B.3.6.1 “HTTPS”. We found that a suitable test case has already been agreed at SA3#78, however, this test case needs a bit more detail to optimally serve as a test case for the new requirements in clause B.3.6.1.
An alternative to adding HTTPS-specific text to the existing test case would have been creating a new test case for HTTPS in a separate subclause of Annex D (i.e. subclause D.3.6.1). Doing so would create some redundancy, but the modification to the present pCR would be straightforward. 
In any case, however, we prefer writing the test case in such a way that the requirements on HTTPS in Annex B are just referenced from Annex D, together with a statement that “The tester shall take these requirements one by one and check that they are satisfied.” rather than repeating these requirements one by one in the test case description. 
Editorial Comment: The pCR below is written against the current format of tests in TR 33.806 as it should be for a pCR. This format uses tables. It was agreed, however, during the conf calls that tables should be abandoned in favour of lists. The rapporteur is kindly asked to make this formate conversion. 
2 Pseudo CR to Annex D
      
+++START OF CHANGES +++




	Test ID: TC_PROTECT_DATA_INFO_TRANSFER_1

	

	Test Name: Traffic protection mechanisms on OAM interface

	Requirements: 
 Requirements Reference - Protecting data and information in transfer (cf. B.3.3.2.3 for the general case), (cf. B.3.6.1 for  HTTPS)

	Purpose:

	Verify the mechanisms implemented to protect  data and information in transfer to and from the MME OAM interface. In particular for testing a connection protected with the security protocol implemented by the vendor (e.g. SSHv2 or HTTPS) is used and the test shall verify that the traffic is correctly encrypted and cannot be tampered with.

	Procedure and execution steps:
Pre-Conditions:

	The MME shall be configured for secure OAM communications according to vendor documentation.
Client implementing the security protocol (e.g. SSH client supporting SSHv2 or HTTPS client) as OAM peer shall be available.
Execution Steps 
1. Turn on a network analyzer  (e.g. tcpdump, wireshark) on MME OAM interface 
2. Configure the  client to use cryptographic algorithms considered strong by the industry for message authentication, and verbose logging. For HTTPS, the cryptographic algorithms that are considered strong follow from the requirement on HTTPS (cf. B.3.6.1). 

3. Start a protected communication between MME and OAM network
4. Analyze the client logs and the traffic in transit and verify that the generated traffic is properly protected , and that insecure options are not accepted by the MME (e.g. SSHv1 or SSL). For HTTPS, proper protection of the traffic is defined by the requirements on HTTPS (cf. B.3.6.1). The tester shall take these requirements one by one and check that they are satisfied. 

	Expected Results:
The traffic is properly protected , and insecure options are not accepted by the MME.

	Expected format of evidence:
Save the  logs and the  communication flow in a .pcap file.



+++END OF CHANGES +++
