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Abstract of the contribution: The present contribution addresses the UNIX-type hardening requirements of 33.806 Ch. 7 and proposes a more holistic, yet basic, set for the Annex B4.4. Due to the nature of this requirement domain, the concepts of sub-requirements and sub-test cases are introduced, together with the notion of that also “partial pass” being one possible test outcome. 

1 Introduction and relevant existing requirements from TR 33.806
TR 33.806 main body ch.7 contains currently a humble set of UNIX-type hardening requirements. These are all of generic type and are not product-specific:
 Ch. 7.1  Root level access settings
· RX-1: The umask for root is highly restricted.
· RX-2: The ”.” does not exist in the search path for root. 
· RX-3: There are no root-owned files that have write permissions for other system users.
· RX-4: Root is only allowed to log on via console, not by the network.
Ch. 7.2  File system rights
· RX-1: Sticky bit is set on all directories where all users have write permissions.
· RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for 
any user beside the owner.
Discussion in the SA3 SCAS work during past year, related the selection of these and other requirements, has included
1) “randomness”  is not appreciated – holistic approach is wanted
2) level of detail
3) being product-specific or not
Later, the following editor’s note was placed in the Annex B4.4 skeleton draft:
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
It was concluded in SA3#76 that arguments 2) and 3) are essentially covered by each other, in the need to define “level of detail” in this context. In this contribution we propose hardening requirements for TR 33.806 Annex B 4.4 that address the above mentioned concerns. Some discussion addressing the editor’s note is given in Section 3 below.

2 TeliaSonera UNIX/Linux catalogue requirements
TeliaSonera catalogue system requirements on these aspects have been tuned and are well matured. They are in short checkbox form spelled in 2 pages, and per a certain OS domain (here: UNIX/Linux/BSD). They are structured as follows, here for a system of UNIX/Linux/BSD type
· Installation and patches  (4 requirements)
· File system rights  (14)
· Accounts configuration  (15)
· Administration  (2)
· The Operating System kernel  (1)
· Network configuration  (3)
· Auditing  (2)
· Services and programs  (7)
· Administrative tasks  (11)
· Afterward check  (4)
Annex B 3.3.4 of TR 33.806 is currently understood to concern, of the above areas, mainly ‘File system rights’ and ‘Accounts configuration’ topics. Other TeliaSonera sections are essentially covered by other areas, as these are now sorted in the whole Annex B of TR 33.806.  
The ‘File system rights’ and ‘Accounts configurations’ chapters of TeliaSonera UNIX/Linux/BSD catalogue are spelled out as follows: 
2.2 File system rights	Carried out?
0. The umask for root is highly restricted. 	|_|
0. The ”.” does not exist in the search path for root.	|_|
0. None of root’s initiation files executes files owned by anyone else except root.	|_|
0. There are no root owned files that have write permissions for normal users.	|_|
0. Core files are only readable for root, discovered once a day with cronjob.	|_|
0. There are no remote-shell or .netrc files in all users home directories, especially root’s.	|_|
0. Crontab and at – User access and file permissions.	|_|
0. The configuration file of the inet demon is owned and only writeable by root.	|_|
0. The ”Services file” is owned and only writeable by root.	|_|
0. Sticky bit is set on all directories where everyone has write permissions.	|_|
0. SUID- & SGID set files are minimized and have not write permissions for 
anyone else but the owner.	|_|
0. Protect the bad user log-file (btmp) from users.	|_|
0. Check for files and directories that have no user or group defined. 	|_|
0.  Restictive directory rights shall be used on users home directory.	|_|
3.3 Accounts configuration
0. The password file is shadowed and hard hashes shall be used. 	|_|
0. Set password on all default and created accounts, which meets the requirements.	|_|
0. All user accounts have unique name and identity.	|_|
0. All Unix groups have unique name and identity.	|_|
0. All user accounts not used for 6 months should be blocked automatically.	|_|
0. There is a delay period between unsuccessful login attempts.	|_|
0. Account lockout and password policy. 	|_|
0. Passwords are forced to be changed regularly.	|_|
0. Make sure that all users consoles, terminal and X sessions are locked automatically.	|_|
0. Protect the server from unauthorized physical access. 	|_|
0. A warning message about unauthorized access is given upon login. 	|_|
0. Give information about the latest login during login via console or ssh.	|_|
0. Disable hot-key reboot.	|_|
0. Root should have an own home directory. 	|_|
0. Abort login if home directory is missing. 	|_|


3 Discussion and rationale for Annex B 4.4
3.1 General

Usage of Linux or UNIX is in abundance in 3GPP products in general, including in the MME. UNIX and Linux has been around for many years. We have been unable to see signs that the popularity will decrease. It would therefore seem odd by 3GPP SA3 when working on cyber security, here on the MME SCAS, to completely ignore basic UNIX/Linux hardening security.

TeliaSonera’s view is that basic UNIX/Linux hardening need to be incorporated in a MME SCAS, TR 33.806. It represents common-sense configurations without any functional complexity. They imply in principle no design or implementation cost, other than the consideration resting aside in design and implementation. An operator who wishes to apply these considerations cannot normally do so inpependently, since the MME, as well as other 3GPP products, are “black boxes” with respect to hardening configurations. This means that the configuration-privileges solely reside at the manufacturer.

Possible arguments for not including these types of requirements in a MME SCAS are
· They are felt as not enough security relevant, for “telco environment“
· Today’s MME products may or may not comply to some of them
TeliaSonera’s view ist that they are security relevant. When the community reports on cyber attacks, also in critical infrastructure, it often concluded that weak OS hardening has been utlized by the attacker. When now in society as a whole seeing such a high attention on cyber security, it would appear strange if 3GPP SA3 would not consider OS hardening to be included in the SCAS work at all - especially for these OS types that are so common in 3GPP products. 
On the second bullet, we have some understanding of the reluctancy that it may cause. However, we feel it is important that a basic set of UNIX/Linux hardening requirements are there. Otherwise, how else to trigger and assure a basic UNIX/Linux security hardening level in also 3GPP products? 

With very few exceptions, what we see in TeliaSonera network environments are
1. Management or support systems: ~30 % Windows, ~70 % Linux
· Traffic entities:  ~100 % Linux
On trends, the only trend we are able to report on is that Solaris is being abandoned and replaced by Linux.

3.2 Choice of sub-requirements for B 4.4

Proposed sub-requirements in Annex 3.3.4 have been selected by considering a) those initially once provided, as listed in Section 1 above, and by b) making the selection more holistic yet “workable” by considering the catalogue set in section 2 above. TeliaSonera catalogue is a judiciously chosen short-list of generic UNIX/Linux/BSD requirements, with design aim of making the set workable in a commercial environment. Several of those catalogue requirements have for this SCAS work been excluded, due to coverage elsewhere in TR 33.806, or judged as of less relevance for the MME SCAS (also some submission-modesty is here, again, accounted for.)

4 Proposals for Annex B 4.4 and for Annex D
Based on above discussion, below are proposals for UNIX/Linux hardening requirements for Annex B 4.4 of TR 33.806, together with corresponding test cases for Annex D of TR 33.806.

***START OF CHANGES to Annex B.4.4 ***
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 Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
Editor’s note: relates to clause 7.1, 7.2, 7.5 and Req.s 3.21-1, 3, 4, 5, 7, 8, 9,11,13 from DT’s catalogue.  
‘UNIX’ refer here to any UNIX- or Linux-component used by the MME. ‘Requirement Description’ is here divided into sub-requirements U1, U2, etc, under which a brief motivation is also given. Associated sub-test cases in Annex D are correspondingly labelled as TU1, TU2, etc. 
	NOTE:  All sub-requirements listed below may not always be relevant for all UNIX/Linux-components in all MME implementations. For example, depending on how root vs other system accounts are used. 
Requirement Name: UNIX/Linux hardening
Requirement Reference: tba
Requirement Description:
U1.  The umask for root is highly restricted. 
Because initial file permissions on files created by root should be safe.

U2.  The ”.” does not exist in the search path for root.
To avoid that root by mistake executes unknown programs in the current directory.

U3.  None of root’s initiation files executes files owned by anyone else except root.
Unknown code could be executed by mistake.

U4.  There are no root owned files that have write permissions for other system users.
Unknown code could be executed by mistake.

U5.  Core files are only readable for root.
The crash files (named core) could contain sensitive information.

U6.  There are no remote-shell or .netrc files in all users home directories, especially root’s.
The .rhosts is only used if rshd or rexecd is started, .netrc contains login data for ftp, but these files should not exists for security reasons.

U7.  Crontab and at shall have correct user access and file permissions. 
Only authorized user shall be able to run ‘cron’ or ‘at’ jobs. Unknown code could be executed by mistake if not proper file permissions.

U8.  The configuration file of the inet demon is owned and only writeable by root.
Unknown code could be executed by mistake.

U9.  The ”Services file” is owned and only writeable by root.
Unknown code could be executed by mistake.

U10.  Sticky bit is set on all directories where everyone has write permissions.
Files in the directory can only be renamed or removed by the owner of the file, the owner of the directory or root if sticky bit is set on a directory. If it is not, all users can remove each others’ files.

U11.  The number of SUID- and SGID-set files are minimized and have not write permissions for 
anyone else but the owner.
Because these files run as higher level of privileges they are a common way to use for attackers. Modification of these types of files can lead to execution of unknown code with privileges.

U12.  Protect the bad user log-file (btmp) from users.
If someone happens to write their password in the user id field, it could be stored in the lastb file. Therefore this file should not be readable by users.

U13.  Restictive directory rights shall be used on users‘ home directory.
To secure sensitive infomation from other users on the system

U14.  The password file is shadowed and hard hashes shall be used.
Only the root user should have access to this information.

U15.  Root should have an own home directory.
Root’s own files should not be in the root (/) of the file system.

U16.  Root is only allowed to log on via console, not by the network.
The superuser account should be used with care. Also it is better to use a personal account to login and the do su or use sudo to get root privileges because of the traceability.



Security Objective references: tba.
Test cases: See Annex D.

*** END OF CHANGES to Annex B.4.4  ***



***	BEGIN of CHANGES	to Annex D ***
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.
B.4.4 	UNIX/Linux
Test Name: UNIX/Linux hardening
Requirements: Requirements Reference- UNIX/Linux hardening
Purpose:
Verify that the UNIX/Linux when used in any MME component is sufficiently secured. The tests should verify that the sub-requirements as listed in B4.4 are adhered to. Due to the use of several sub-requirements, the test outcome can be complete pass, partial pass, or fail.
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on
· The MME is loaded with its operating system(s) and applications, and ready for operational use
· UNIX/Linux command shell for OS-level access is available
Execution Steps
Sub-requirements U1, U2, etc, as listed in B4.4, are here associated with sub-test cases and using corresponding labels TU1, TU2, etc:
1. TU1. Check the umask setting for root, and that it is at least set to 027. 
Make sure that the command umask 027 is executed when root is logged in. Mode 027 is the default rights of -rw-|r--|--- . This should be in the appropriate file depending of which shell that is used (shell-script start files): 
/etc/profile
/etc/csh.cshrc
/etc/csh.login
~/.profile
~/.login
~/.cshrc
~/.xinitrc
~/.tcshrc
~/.bashrc
~/.bash-profile
1. TU2. Check that “.” does not exist in search path for root.
Check manually as root: echo $PATH 
Check all the shell-script start files mentioned in item TU1.
1. TU3. Check that none of root’s initiation files executes file owned by anyone else except root.
Check all the shell-script start files mentioned in item TU1 and also the file: /etc/csh.logout .
1. TU4. Check that there are no root-owned files have write permissions for other system users.
Check status by issuing the command: find / -user root -a -type f -a \( -perm -2 \) -exec ls -la {} \;
[To change permissions, use chmod o-w <filename> and chmod g-w <filename>: find / -user root -a -type f -a \( -perm -2 \) -exec chmod g-w,o-w {} \; ]
1. TU5. Check that core files are not readable for groups or others.
Find possible core files and their permissions by issuing the command: find / -user root -name core -type f
Check that core file readability is only for root. (Note:  in maintenance, when applicable, this should be done regularly with scheduled cronjob.)
1. TU6. Check that there are no remote-shell or .netrc files in all users’ home directories, especially root’s.
Check all home directories for occurrence of .netrc or .rhosts. Even after host.equiv in /etc directory. 
Issue the command: find / -name .netrc -o -name .rhosts -o -name hosts.equiv
and check (existance) of the files returned. 
1. TU7. Check that crontab and at has correct user access and file permissions.
Use the files: /etc/cron.allow and /etc/cron.deny for controlling which users that can create crontab jobs.
Use the files: /etc/at.allow and /etc/at.deny for controlling which users that can create at jobs.
Check that no files referenced from cron that have write permissions for anyone else but the owner.
Check the same for the file: /etc/crontab 
Check the same for files in these directories in /etc/: cron.daily/ cron.hourly/ cron.weekly/ cron.montly/ . 
1. TU8. Check that the configuration file of the inet daemon is owned by root with permissions 644.
This should be done even if the inet daemon is disabled. 
Check owner: ls -la /etc/xinetd.conf
[To set permissions: chmod 644 /etc/xinetd.conf .]
1. TU9. Check that the ”services file” is owned by root with the permissions 644.
Check owner: ls -la /etc/services
[To set permissions: chmod 644 /etc/services ]
1. TU10. Check that sticky bit is set on all directories where ”world” has write permissions.
Finds directories writable to ”world”: find / -type d -perm -2 -exec ls -ldg {} \; 
[To set sticky bit: find / -type d -perm -2 -exec chmod +t {} \; 
Or to do it manually: chmod +t <dir> ]    
1. TU11. Check that the number of SUID- and SGID-set files is minimized and that they have not write permissions for anyone else but the owner.
This can be checked by issuing the following commands, collecting the data:
SUID:       find / -perm -4000 -type f -exec ls {} \; > suid_files.txt
SGID:       find / -perm -2000 -type f -exec ls {} \; > sgid_files.txt
Check (in these outputs) that files therein are NOT writable to others than the owner. Minimize the number of files set to SUID or SGID. Only su and passwd needs to have these flags set on a system serving shell accounts for ordinary users. You may need to let other files used (e.g. sudo) to keep the SUID or SGID flag. The main objective is to get rid of the most files having these flags set.
[To remove the SUID bit on all files: chmod u-s `cat suid_files.txt`  Check with ls -la `cat suid_files.txt`
To remove the SGID bit on all files: chmod g-s `cat sgid_files.txt`  Check with ls -la `cat sgid_files.txt`
To re-set the SUID bit on su and passwd: chmod u+s /bin/su /usr/bin/passwd
When mounting volumes use the read only (ro) and disallow suid execution (nosuid) options if possible.]
1. TU12. Check to protect the bad user log-file (btmp) from users.
Make sure that root is owner and the file has the permissions 600: /var/log/btmp (check also that file exists).
For Linux: check also the file: /var/log/secure (SSH stores the failed logins here) 
1. TU13. Check that restrictive directory rights are used on users’ home directory.
Check in the /etc/passwd file what directory users is using by running thecommand: cut -d: -f1,6 /etc/passwd
List the rights on all users directorys, eg: ls -lad /home/*
Do not forget root's home directory, eg: ls -lad /root
Make sure that the permissions for others and the group are removed (drwx------)
1. TU14. Check that the password file is shadowed 
Check that system is delivered with shadowed password file. 
1. TU15. Check that root has an own home directory, different from the root of the file system (/).  
Check: a) in the passwd file that root has this directory (normally: /root ) as home, b) that this directory exists, and c) that only root has here read and write permissions and that other users here have no, i.e.zero, permissions. 
1. TU16. Check that root is only allowed to log on via console, not via network.
Check that the row “console” is in the file /etc/securetty .
Check that no other device types are in represented the file, except in the case of Linux systems. For Linux: there should normally also be a row “tty1” (also “tty2”, “tty3”, etc), because of the use of several consoles. 
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See instructions under respective sub-test case. 
Expected overall result, per any component of MME where UNIX/Linux is used, is one of: 
· complete pass
· partial pass (and showing which sub-requirements are not passed)
· fail 
If a sub-requirement can be motivated as being clearly non-applicable to a certain MME-component implementation, then those sub-tests can be excluded and that sub-test outcome can be excluded from the result presentation.

Expected format of evidence:
A brief report of test result per sub-test should be provided, and a clear motivational comment in case the sub-requirement is ‘not applicable’. This should be backed up by output files when applicable (as per test instruction), snipshots, etc. Information on failed sub-tests must be given.
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***	END OF CHANGES	to Annex D ***
 

