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Abstract of the contribution: This contribution presents a summary of the two active IETF STIR drafts on spoofed call detection and proposes a pCR update to clause 7 of TR 33.832
1. Introduction
This contribution begins with a summary of the proposals in the two active Internet-Drafts on STIR and then proposes a corresponding contribution to clause 7 of TR 33.832.
2. Summary of the two IETF STIR drafts

There are currently two IETF STIR working group active drafts on spoofed call detection:

1. draft-ietf-stir-rfc4474bis-02 – Authenticated Identity Management in the Session Initiation Protocol (SIP)

2. draft-ietf-stir-certificates-00 – Secure Telephone Identity Credentials: Certificates

In the following sections a summary of the two proposals is provided for discussion.

2.1 Authenticated Identity Management in the SIP

This draft defines a mechanism for cryptographically assuring the identity of the end user that originated the SIP request. It does so by defining authentication architecture for SIP in which two new logical SIP entities are introduced:

a) Authentication service

b) Verification service

In addition, three new SIP header fields are added:

a) “Identity” header to convey a signature used for validating the identity of the end user
b) “Identity-Info” header: This header contains a URI which dereferences to a resource which contains the public key components of the credential used by the authentication service to sign a request.
c) “Identity-Reliance header”, which is used for non-INVITE transactions and in environments where body security of INVITE transactions is necessary

2.1.1 Overview 

The “Authentication service” performs the role of authenticating the originator of the SIP request, and then signing the request with the private key of the credential corresponding to the domain or a telephone number used by the originating operator. Commonly, this role will be instantiated by a proxy server, since these entities are likely to have static hostname, hold corresponding credentials, and have access to SIP registrar capabilities that allow them to authenticate users.

The “Verification service” or “verifier” performs the role of inspecting the signature and verifying that originating network guarantees that the sender of the message is authorized to use the number. This role is typically instantiated by a proxy server at the target domain.

At a high level the proposed mechanism works as follows:
a) The incoming SIP requests such as INVITE are processed at the originating end by the Authentication service. 

· The service first authenticates the originator (sender) and validates that sender is authorized to assert the E.164 number that it populated in the “From” header field. 

· The service then computes a hash over some headers, including the “From” header field of the message. 

· The hash is signed with the appropriate credential (for ex., private key) and inserted in the “Identity” header of the SIP message.The authentication service, as the holder of the private key, is asserting that the originator of the SIP message has been authenticated and that the originator is authorized to claim the identity that appears in the “From” header field.

· The service also inserts a companion header field “Identity-Info”, that tells the receiver how to acquire keying material necessary to validate its credentials.

· The modified request is forwarded to the target domain.

 b) At the receiving domain, the “Verification service” receives the reqeust

· Verifies the signature provided in the “Identity” header, and validates that the originating network securely guarantees that the caller is authorized to use the number. 
· The result of the verification leads to the further processing of the call such fraud detection 

· The message is then forwarded to the receiver.

2.1.2 Detailed call flow

In the scenario discussed below, Alice with the home proxy of example.com and SIP-URI of sip:alice@atlanta.example.com wants to communicate with Bob at sip:bob@dallas.example.com. 
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The details of the signalling flow are as follows:

1. Alice generates an INVITE and places her E.164 in the “From” header field of the request. She then sends the INVITE over TLS to the “Authentication Service” for the example.com domain

2. The authentication service authenticates Alice. This is done in different ways; one possible way would be for the proxy server to challenge the INVITE with a 407 Proxy Authentication Required message using the Digest authentication scheme. Alice successfully authenticates with the authorization service.
3. The authentication service extracts the E.164 of the sender from the “From” header field of the request. If the authentication service is not authorized for the extracted E.164, it rejects the service request
4. The service then ensures that any pre-existing Date header in the message is accurate or falls within the validity period of its credential.

5. When body security of INVITE transaction is necessary, the authentication service forms an identity-reliance signature and adds the Identity-Reliance header field to the message. This header provides body security of the entire message.

6. Form the identity signature and add an Identity header field to the request containing this signature. The specification provides details on how this header field is constructed.

7. The authentication service adds an Identity-Info header to the message. This header contains a URI from which its credential can be acquired by the verification service.

8. Finally, the authentication service forwards the message to the target domain.

9. At the receiving domain, the verification service dereferences the Identity-Info header in the incoming INVITE and obtains the public key components of the credential used by the authentication service to sign the request.

10. The verification service then verifies the signature in the Identity header field.

11. If the request contains an Identity-Reliance header, the verification service verifies the signature in this field.

12. The verification service validates the Date header and ensures that it falls within the validity period of the credential used to sign the Identity header.

13. The result of the verification may be further processed and delivered to Bob.
2.2 Secure Telephone Identity Credentials: Certificates

This draft specification proposes a credential system based on X.509 version 3 certificates for proving control of E.164 numbers used on the Internet. Certificate-based credential system for telephone numbers is used to provide a secure way to guarantee by the originating network that the caller is authorized to used the E.164 number..

Two basic types of entities need access to these credentials: guarantee services, and verification services (or verifiers). A guarantee service must be operated by an entity enrolled with the certificate authority, whereas a verifier need only trust the root certificate of the authority, and have a means to acquire and validate certificates.
Editor’s Note: Define Guarantee service and map it to the IETF definition of Authentication service
2.2.1 Authorization service
The authorization service is operating in the originating network and signs on behalf of the originating network operator. It must possess a private key corresponding to a certificate with authority over a calling E.164 number (in the SIP request). This key may be used by the service to sign incoming SIP requests (as described in clause 2.1).

The specification does not restrict the number of E.164 telephone numbers that can be associated with any given certificate.
2.2.2 Verification Service (verifier)

The verification service can gain access to the credentials needed to verify a request through multiple ways:

a) The certificate is conveyed along with the signature itself. In SIP for example, a certificate could be carried in a multipart MIME body, and the URI in the Identity-Info header could specify that body with a CID URI (i.e. Content-ID URI).

b) The Identity-Info header of a SIP request may contain a URI that the verifier deferences with a network call.

As mentioned earlier, the subjects of these certificates represent the originating network as the guarantor that the calling party is authorized to use the provided E.164 number. When the verifier receives a SIP request with a TEL-URI, it fetches the corresponding certificate and does the following:

1. If the TN field is present and the terminating network choses to use it for veritication, it checks whether or not a signer is authorized to sign for a particular number by checking whether the caller’s identity is present in the “TN Authorization List” extension field in the certificate.
2. If present, it verifies the signature in the Identity header field using the public key in the certificate. This assures that the calling party has been authorized to use a particular calling party number.
3. pCR to TR 33.832
************* BEGIN CHANGES **************************
7
Potential solutions
7.1 IETF Secure Telephone Identity Revisited (STIR) draft specifications
The IETF STIR working group has produced two active drafts on spoofed call detection:

1. draft-ietf-stir-rfc4474bis-02 – Authenticated Identity Management in the Session Initiation Protocol (SIP) [S]
2. draft-ietf-stir-certificates-00 – Secure Telephone Identity Credentials: Certificates [R]
7.1.1 Authenticated Identity Management in the SIP

This draft defines a mechanism for cryptographically assuring the identity of the end user that originated the SIP request. It does so by defining an authentication architecture for SIP in which two new logical SIP entities are introduced:

a) Authentication service

b) Verification service

In addition, three new SIP header fields are added:

a) “Identity” header to convey a signature used for validating the identity of the end user

b) “Identity-Info” header: This header contains a URI which dereferences to a resource which contains the public key components of the credential used by the authentication service to sign a request.

c) “Identity-Reliance header”, which is used for non-INVITE transactions and in environments where body security of INVITE transactions is necessary

7.1.1.1 Overview 
The “Authentication service” performs the role of authenticating the originator of the SIP request, and then signing the request with the private key of the credential corresponding to the domain or a telephone number used by the originating operator. Commonly, this role will be instantiated by a proxy server, since these entities are likely to have static hostname, hold corresponding credentials, and have access to SIP registrar capabilities that allow them to authenticate users.

The “Verification service” or “verifier” performs the role of inspecting the signature and verifying that originating network guarantees that the sender of the message is authorized to use the number. This role is typically instantiated by a proxy server at the target domain.

At a high level the proposed mechanism works as follows:
a) The incoming SIP requests such as INVITE are processed at the originating end by the Authentication service. 

· The service first authenticates the originator (sender) and validates that sender is authorized to assert the E.164 number that it populated in the “From” header field. 

· The service then computes a hash over some headers, including the “From” header field of the message. 

· The hash is signed with the appropriate credential (for ex., private key) and inserted in the “Identity” header of the SIP message.The authentication service, as the holder of the private key, is asserting that the originator of the SIP message has been authenticated and that the originator is authorized to claim the identity that appears in the “From” header field.

· The service also inserts a companion header field “Identity-Info”, that tells the receiver how to acquire keying material necessary to validate its credentials.

· The modified request is forwarded to the target domain.

 b) At the receiving domain, the “Verification service” receives the reqeust

· Verifies the signature provided in the “Identity” header, and validates that the originating network securely guarantees that the caller is authorized to use the number. 

· The result of the verification leads to the further processing of the call such fraud detection 

· The message is then forwarded to the receiver.

7.1.1.2 Detailed call flow

In the scenario discussed below, Alice with SIP-URI of sip:<E.164>@atlanta.com wants to communicate with Bob at sip:<E.164>@dallas.com.
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Figure 7.1.1.2-1 Authenticated Identity Management in SIP
The details of the signalling flow are as follows:

1. Alice generates an INVITE and places her E.164 in the “From” header field of the request. She then sends the INVITE over TLS to the “Authentication Service” for the example.com domain

2. The authentication service authenticates Alice. This is done in different ways; one possible way would be for the proxy server to challenge the INVITE with a 407 Proxy Authentication Required message using the Digest authentication scheme. Alice successfully authenticates with the authorization service.

3. The authentication service extracts the E.164 of the sender from the “From” header field of the request. If the authentication service is not authorized for the extracted E.164, it rejects the service request

4. The service then ensures that any pre-existing Date header in the message is accurate or falls within the validity period of its credential.

5. When body security of INVITE transaction is necessary, the authentication service forms an identity-reliance signature and adds the Identity-Reliance header field to the message. This header provides body security of the entire message.

6. Form the identity signature and add an Identity header field to the request containing this signature. The specification provides details on how this header field is constructed.

7. The authentication service adds an Identity-Info header to the message. This header contains a URI from which its credential can be acquired by the verification service.

8. Finally, the authentication service forwards the message to the target domain.

9. At the receiving domain, the verification service dereferences the Identity-Info header in the incoming INVITE and obtains the public key components of the credential used by the authentication service to sign the request.

10. The verification service then verifies the signature in the Identity header field.

11. If the request contains an Identity-Reliance header, the verification service verifies the signature in this field.

12. The verification service validates the Date header and ensures that it falls within the validity period of the credential used to sign the Identity header.

13. The result of the verification may be further processed and delivered to Bob.

7.1.2 Secure Telephone Identity Credentials: Certificates
This draft specification proposes a credential system based on X.509 version 3 certificates for proving control of E.164 numbers used on the Internet. Certificate-based credential system for telephone numbers is used to provide a secure way to guarantee by the originating network that the caller is authorized to used the E.164 number.

Two basic types of entities need access to these credentials: guarantee services, and verification services (or verifiers). A guarantee service must be operated by an entity enrolled with the certificate authority, whereas a verifier need only trust the root certificate of the authority, and have a means to acquire and validate certificates.

Editor’s Note: Define Guarantee service and map it to the IETF definition of Authentication service
7.1.2.1 Authorization service (signer)
The authorization service is operating in the originating network and signs on behalf of the originating network operator. It must possess a private key corresponding to a certificate with authority over a calling E.164 number (in the SIP request). This key may be used by the service to sign incoming SIP requests (as described in clause 7.1.1).

The specification does not restrict the number of E.164 telephone numbers that can be associated with any given certificate.
7.1.2.2 Verification Service (verifier)
The verification service can gain access to the credentials needed to verify a request through multiple ways:

a) The certificate is conveyed along with the signature itself. In SIP for example, a certificate could be carried in a multipart MIME body, and the URI in the Identity-Info header could specify that body with a CID URI (i.e. Content-ID URI).

b) The Identity-Info header of a SIP request may contain a URI that the verifier deferences with a network call.

As mentioned earlier, the subjects of these certificates represent the originating network as the guarantor that the calling party is authorized to use the provided E.164 number. When the verifier receives a SIP request with a TEL-URI, it fetches the corresponding certificate and does the following:

1. If the TN field is present and the terminating network choses to use it for veritication, it checks whether or not a signer is authorized to sign for a particular number by checking whether the caller’s identity is present in the “TN Authorization List” extension field in the certificate.

2. If present, it verifies the signature in the Identity header field using the public key in the certificate. This assures that the calling party has been authorized to use a particular calling party number.
************* END CHANGES **************************
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