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Abstract of the contribution:

Unidirectional versus Bidirectional mode of communication for ProSe Bearer level security

1. Introduction
The current specification for ProSe bearer layer security uses two protocols for communication between the UE and the ProSe KMF. Unidirectional HTTP/TLS protocol is used for UE-initiated communication and bi-directional MIKEY/UDP is used for PKMF-initiated communication.

This paper looks at the possible scenarios requiring communication between UE and PKMF and concludes that PKMF-initiated communication is not needed in any of the scenarios. 
2. Background
In the current specification for ProSe bearer layer security, two separate crytographic keys are transferred from the PKMF to the UE. 

· ProSe MIKEY Key (PMK) - A shared symmetric key used between the UE and PKMF to securely transfer MIKEY messages. UE initiated TLS tunnel is used to transfer this key from the PKMF to the UE as part of the initial TLS signalling.
· ProSe Group Key (PGK) - This key is transferred by the PKMF to all the UEs in a group using MIKEY messages over UDP transport.
The group key transfer to the UE happens in two steps:

1. The UE initiates TLS signaling to setup a TLS tunnel between itself and the PKMF. HTTP request is then sent over TLS to request the keys for particular groups. As part of this message exchange, UE obtains the PMK needed for MIKEY message exchange. 

2. The PKMF then initiates PGK delivery procedure using MIKEY over UDP to transport the PGKs securely from the PKMF to the UE.

The intention behind using a bi-directional protocol like MIKEY/UDP, is that it allows for both the UE and the PKMF to initiate messages to each other.
3. Analysis
The ProSe KMF and the UE communicate with each other in the following scenarios:

1) Key Request from the UE 

a. This is the initial message from the UE to request keys from the PKMF for all the interested groups. 

b. As part of this key exchange, UE gets its ProSe UE ID along with all the required group keys.

2) PGK expires and a new value has to be made available to all the UEs in the group 

a. In this scenario, the UEs would detect that the PGK timer has expired, and they all initiate Key Request again to request new PGK from the PKMF. 

b. Scenario 1 would repeat between the PKMF and all the UEs in the group with the expired key.

3) A participating UE leaves the group

a. In this case, the entity managing the group (ProSe application server), would first detect that one of the group member UE has left the group. 

b. If deemed necessary, the ProSe App Server will initiate necessary action through application layer messaging, to force all the remaining active UEs to initiate Key Request again. 
4) A participating UE goes out of network coverage

a. An out-of-coverage UE would get detatched from the network and lose all its underlying TCP/IP or UDP/IP connections. 

b. When it comes back in-coverage, it re-attaches back to the network and gets a new IP address assigned. The UE then re-establishes all its interfaces again including the TLS/TCP tunnel with the PKMF

c. UE executes scenario 1 again to request group keys from the PKMF, if needed.

In all of the above scenarios, it is the UE that triggers communication with the PKMF. PKMF cannot initiate communication with the UE unless the UE is already connected. Once UE is connected, UE/PKMF can initiate MIKEY/UDP messages in a bidirectional mode. Usage of both TLS and MIKEY/UDP simultaneously doesn’t seem to provide any additional benefit, nor there are any requirements to justify both protocols. Both protocols can independently secure the link between UE and PKMF.
4. Conclusion
One can conclude from the above analysis that to support all the required communication scenarios between the UE and ProSe KMF, we need only a protocol that is based on UE-initiated transactions. We do not see justification for a symmetrical protocol that allows PKMF-initiated transactions.
