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Abstract of the contribution:

The Editors note at the start of B.3.3.5 (Protecting sessions) relates to clause 6.7 and Req’s 3.01-20 through 3.01-22 from DT’s catalogue.  The present contribution proposes how these requirements are dealt with taking into account some additional requirements related to web server hardening and protecting user sessions. Two companion pCR’s will propose changes to B3.3.5 and the addition of a new sub clause B.3.6.3 under ‘Web servers’ entitled ‘User sessions’ .

1 Details
Annex B.3.3.5 currently contains only an Editor’s Note, which reads: 
“Editor’s note: relates to clause 6.7 and Req’s 3.01-20 through 3.01-22 from DT’s catalogue. “ 
1.1. Dealing with requirements 6.7 in the main body of the TR.
Examination of the text and word comments in section 6.7 of the main body of TR 33.806 shows that all of the sub-requirements have been taken care of by other requirements in Annex B. So for that reason it is proposed that no text be copied from 6.7 into the new sub-clause in Annex B (B3.3.5).
Requirement 6.7. is also the topic of a separate contribution dealing with overlap between Annex B.3.3.2.3 and DT catalogue requirement 3.42-7.
1.2  Dealing with DT catalogue requirement 3.01-20
Requirement 3.01-20 from the DT catalogue states: 
“
	 Req 3.01-20          Sessions must be protected against high jacking.

A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user. Such protection can be achieved by implementing the following measures or a combination of these measures:
· Using an appropriate cryptographic algorithm
· On network level: Use of TCP protocol (with sequence number) and filter lists.
· On transport level: SSL/TLS
· On application level: Negotiation of a random, secret value between sender and recipient (e.g. session ID, sequence number, time stamp)


Motivation: An attacker who gains knowledge about a session which is not protected against assumption of control can continue to participate in such a session and thus gain unauthorized access to the system involved. One example is an attacker who records the session cookie for a Web application during non-encrypted communication. The attacker can then view and take control of the session of the original user.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Denial of executed activities “

During the SCAS conference call of the 5th March it was pointed out that the 1st sentence of the requirement 3.01-20 (‘A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user.') overlaps text in a previously agreed section of the MME SCAS namely Annex B.3.3.2.3. 
Annex B.3.3.2.3 states: “Usage of cryptographically protected network protocols.  In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured 
The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.” 
Further discussion of the requirements in 3.01-20 suggest that the requirements proposed for Annex B.3.6.1  (3.0.3-21,22,24) along with a new section in Annex B.3.6.3 covering specific Web server requirements specific to protecting user sessions against such threats as Cross site scripting, session fixation, session hijacking and session poisoning should replace the DT catalogue requirement.
In summary 3.01-20 will not be copied to Annex B.3.3.5. 
Contribution ‘S3-151207’will propose changes to Annex B. 3.6. in which it will introduce a new sub-clause B.3.6.3 – entitled “User sessions”.

1.3 Dealing with DT catalogue requirement 3.01-21 and 3.01-22.
It is proposed that 3.0-21 and 3.01-22 be added to Annex B.3.3.5.
Contribution ‘S3-151206’ will propose these changes to Annex B 3.3.5 

2 Proposal 
It is proposed that requirement 6.7 of the main body of the TR will not be migrated into Annex B. DT catalogue requirements 3.01-21 and 3.01-22 will be migrated in to Annex B 3.3.5.  DT catalogue requirement 3.01-20 will not be copied into Annex B.3.3.5.
Additional new requirements covering hardening of web servers for user session protection will be added to Annex B. 3.6.3. These changes will be presented in two separate  pCR’s; S3-151206, S3-151207.

