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Abstract of the contribution: The contribution discussed the integrity protection for signallings. A pCR for the living document is also proposed.
1 Analysis
GEA3 and GEA4 were proposed to be included in allowed encryption algorithm list for Cellular IoT, according to current living document S3-142566:

“It is believed that restricting the choice of encryption algorithms for Cellular IoT UEs to GEA3 and GEA4”.

GEA3 uses 64 bits key as input, which is short. GEA3 may be thought as a weak encryption algorithm in the lifetime of cellular IoT UEs.

In another contribution S3-151057, it is proposed to include GEA0 in allowed encryption algorithm list. GEA0 can not provide confidentiality protection.

In case that GEA0 and GEA3 have to be included in the allowed encryption algorithm list for cellular IoT UE for some reasons, attackers can perform bidding down attack to force cellular IoT UEs to use weak algorithms (e.g., GEA0 and possibly GEA3). The bidding down attack still exists even if minimum security capability is mandated on the cellular IoT UEs. The risk of the bidding down attack can be mitigated by introducing integrity protection for signallings.
It is proposed to introduce integrity protection for signallings and agree the below pCR. 
******************************************Begin of the First change*************************************************

5.1 Integrity protection of signalling 
Integrity protection of signalling is present in 3G and 4G networks, but not in current 2G networks, i.e. SGSNs do not support it. (Remember: in 3G, protection is terminated in the RNC.) Its introduction was a cornerstone in making 3G and 4G networks immune against the false network attacks, from which 2G suffers, in particular against bidding down. However, Cellular IoT offers the possibility to enforce minimum security requirements, cf. section 3.1, which also provides a means to prevent bidding down attacks. The question is how much additional security is offered by integrity protection of signalling, when minimum security requirements are enforced by the UE. 
Section 3.1 defines the minimum security requirements for Cellular IoT UEs. However, GEA0 and GEA3 may be included in the allowed algorithm list. GEA0 cannot provide confidentiality protection. GEA3 uses short 64bits keys and may be insufficient in the lifetime of Cellular IoT UE. Attackers can perform bidding down attack to force cellular IoT UEs to use weak algorithms (e.g., GEA0 and possibly GEA3). The bidding down attack still exists when minimum security capability includes weak algorithms. The risk of the bidding down attack can be mitigated by introducing integrity protection for signallings.
· Proposal 6: SA3 should study the security gain provided by integrity protection of signalling in the presence of minimum security requirements that are enforced by the UE. Integrity protection for signallings is one possibility to address the bidding-down attack.
Proposal 6 was agreed by SA3#78.
