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Abstract of the contribution: This contribution details the key issues for out-of-coverage Discovery mechanism and proposes the security requirements.
1. Introduction
Security aspects of out-of-coverage ProSe discovery mechanism for public safety use needs to be considered. Rel-12 standardized security mechanism for discovery cannot be applied to Out-of-coverage discovery (as Rel-12 security mechanism, operates only in the coverage of network and the security validation is performed by the ProSe Function in the network). This contribution details the key issues and proposes the security requirements for Out-of-coverage Discovery mechanism. 
2. pCR
7.x
Key Issues on ProSe Direct Discovery
7.x.y
Key Issue #7.x.y: Direct Discovery (public safety use) in out of coverage scenario - Group Discovery
7.x.y.1
Key issue details

Security aspects of out-of-coverage ProSe discovery mechanism for public safety use needs to be considered. The group member discovery (public safety use) should be possible irrespective of whether the discovering public safety UE and/or public safety UE being discovered is in coverage of network or out of coverage of network. Rel-12 standardized security mechanism for discovery operates only in the coverage of network and the security validation is performed by the ProSe Function in the network. Therefore, for the out-of-coverage, security validation cannot be performed by the ProSe Function and there is a need for security mechanism to mitigate the security threats identified on direct discovery (public safety use).
7.x.y.2
Security threats 

Security threats identified for the open discovery (section 5.2.1.2 and section 5.2.2.2 in the present document) applies for direct discovery in out-of-coverage scenario also.
Editor’s Notes: It is FFS, any other security threat is possible for group discovery.
7.x.y.3
Security requirements

The system should support a method to mitigate the replay attack, source authenticity verification and integrity protection for Direct Group member Discovery (public safety use) in out of coverage scenario.
3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for TR 33.833.
