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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.4 “Authentication and Authorisation” of the new Annex B on requirements, based on the existing requirements in TR 33.806 and in DT’s catalogue that relate to authorization and access control. 

The structure of the new Annex B is contained in the latest version of TR 33.806. A further grouping of requirements in B.3.3.4 is proposed in the companion contribution in S3-151032.
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes to fill a subsection in the new Annex B. The subclause addressed in the present contribution is B.3.3.4.6 “Authorization and access control”. The structure of the present contribution is as follows: 

Sections 2 and 3 list existing relevant requirements and propose in Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 

In more detail: 

· Section 2 begins with a list of the numbers of all requirements from TR 33.806 that were considered relevant for subclause B.3.3.4.6. 

· Similarly, section 3 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex C of TR 33.806 that were considered relevant for the subclause B.3.3.4.

· For both sections 2 and 3, the lists are taken from the companion contribution in S3-151032. A list is followed by a pCR that adds Word comments to the full text of the requirements from the list. The Word comments in sections 2 and 3 explain how the requirements are addressed by new text in Annex B. No existing text copied in sections 2 and 3 is deleted from the TR. This is done to allow for maximum transparencey and traceability of decisions.

· The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval, according to the agreements at SA3#77. 

· Section 4 contains a pCR that adds text to subclause B.3.3.4.6 “Authorization and access control” with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.

2 Relevant existing requirements from TR 33.806

The current version v0.6.0 of TR 33.806 contains several requirements on authorization and access control. These requirements are (identified by clause number) according to the companion contribution in S3-150xx1: 

6.3 (R1-4), 6.6 (R-2), 6.10 (RX-1) .
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to main body of TR 33.806+++

6.3 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The logs to be maintained shall include security logs and should include operation logs.

4)
R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
MME Application level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application level):

a)
login and logout；User id and time stamp
b)
interface: MME interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
+++NEXT CHANGES to main body of TR 33.806+++

6.6

Security requirements on MME console interface
-
Requirement Name: Security requirement on MME console interface.


-
Requirement reference: to be done later. 
-
Requirement Description: 
1)
R-1: MME accepts only strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) 
to authenticate the access to MME console interface
.
2)
R-2: MME supports Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.
3)
R-3: MME shall be able to generate log for the console interface to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.
Editor's note: it is ffs whether or not we need to make only one requirement or several alternative requirements here to satisfy the security objectives.
-
Threat References: Unauthorised access via the MME console interface; other threats: security threats on MME's console interface
-
Test Case: 

1)
Check if the authentication method (strong password authentication) has been used.

2)
Check if the authorization method (RABC) for tampering configuration data and software has been used.
3)
Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 
+++NEXT CHANGE to main body of TR 33.806+++

6.10
OAM privilege management requirements on MME Management and Maintenance

-
Requirement name: OAM privilege management requirements on MME Management and Maintenance
-
Requirement reference: to be done later
-
Requirement Description: 

1)
RX-1: A role-based access control system uses a centrally managed set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, I.e. the specific operation command or command group (e.g. View, Modify, Execute).
-
Threat References:
-
Test Case: 
-
Pre-conditions: The MME is powered on and the tester has privileges to create and grant roles to new user in RBAC system.
-
Steps taken to perform the test:
a)
The tester logs in MME use admin account.
b)
The tester creates user A, grants System Admin role to A.
c)
The tester creates user B, grants Fault Management role to B.
d)
The tester performs login action with user A, does operations that System Admin can do like modify user account password, view system log file, execute NE management.
e)
The tester performs login action with user B, does operations about Fault Management..
f)
The tester performs login action with user B, and tries to perform operations that only admin role can perform..
-
Expected results:
a)
In RBAC system, user A and B have granted different privileges.
b)
User A has System Admin’s privileges and can perform operations that System Admin can do.
c)
User B has Fault Management privileges and can perform operations about Fault Management.
d)
User B has no System Admin’s privileges and cannot perform operations that System Admin can do.
+++END OF CHANGES to main body of TR 33.806+++

3 Relevant existing requirements from DT’s catalogue

DT’s catalogue in the new Annex C contains one requirement on authorization and access control. It is according to S3-151032: Req.s 3.01-18
The full text of the affected requirement is copied here. The full text of the affected clause C.2.6 contains many requirements and is not copied here to keep the pCR reasonably short; the other requirements in C.2.6 are not affected by the present pCR.   
+++START OF CHANGES to Annex C (DT’s catalogue) +++
C.2.6
Authentication and authorization
…
 Req 3.01-18
The authorizations for accounts and applications must be reduced to the minimum required for the tasks they have to perform. 

Authorizations to a system must be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations must also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components must also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights
.

Motivation: If the rights granted to a user on a system are too broad, it could be possible for him to access data and ap­ plications which he is not permitted to view or use. This would give him the opportunity to disclose or modify confiden­ tial data and to manipulate system files. Applications with rights that are too broad can be used by a user to extend his own authorizations and thus to gain access to files and system components to which he would not have had access with his authorizations under normal circumstances
.

For this requirement the following threats are relevant:

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Unauthorized use of services or resources


…

+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.3.3.4.6 “Authorization and access control”

The following requirements are addressed here:  6.3 (R1-4), 6.6 (R-2), 6.10 (RX-1), 3.01-18.

They are addressed in the following way: 

· 6.3 (R1-4) is completely covered by the much more detailed 3.01-18 and is hence now covered by B.3.3.4.6.1.
· The first half of 6.6 (R-2) is included in B.3.3.4.6.2, 1st paragraph, the second half of 6.6 (R-2) is included in B.3.3.4.6.2, 2nd paragraph.
· The text of 6.10 (RX-1) is included in B.3.3.4.6.2, 1st paragraph, with the exception of the words "centrally managed". Leaving out these words is in line with leaving out requirement 3.01-19, see companion discussion paper S3-151039. The heading of 6.10 refers to “OAM privilege management requirements on MME Management and Maintenance”, which is taken care of in B.3.3.4.6.2, 2nd paragraph.
· 3.01-18 is copied into B.3.3.4.6.1
+++START OF CHANGES to Annex B.3.3.4 +++

B.3.3.4 Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).
B.3.3.4.6 Authorization and access control
B.3.3.4.6.1 Authorization policy

Requirement Name: tba

Requirement Reference: tba

Requirement Description:
The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.

Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights
.

Security Objective references: tba.
Test case: tba
B.3.3.4.6.2 Role-based access control 

Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The MME shall support Role Based Access Control (RBAC
). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute)
.

The MME supports RBAC, in particular, for OAM privilege management for MME Management and Maintenance
, including authorization of the operation for configuration data and software via the MME console interface
. 
Security Objective references: tba.
Test case: tba
+++END OF CHANGES to Annex B.3.3.4 +++

�this is completely covered now by B.3.3.4.3.1 (identical to C.8, 3.01-23)


�any use of password must satisfy the rule, not only passwords used for console interface access. 


�copied into B.3.3.4.6.1


�left out


�to be addressed by threat reference in B.3.3.4.6.1


�copied from 3.01-18


�copied from 6.6 (R-2)


�copied from 6.10, RX-1, with the exception of the words " centrally managed". Leaving out these words is in line with leaving out requirement 3.01-19, see companion discussion paper. 


�copied from heading of 6.10


�the operation for





