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1 Discussion
Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, the present contribution proposes to move (in a restructured form, when needed) to Annex A, clause A.6 Information Disclosure, the existing threats:

· T7 Privacy threats of User identities
· T17 Default insecure MME configuration 
· Threat from misuse of too liberal file permissions
· Disclosure of information of the MME via insecure network services by the ports
· Denial of service attack to the MME via unnecessary network services by the ports

· Disclosure of information of the MME via unnecessary network services by the ports
· T35 Security Threats of Logs access
· Threat of eavesdropping on MME management and maintenance interface data
· Threat of man-in-the-middle attack on MME management and maintenance interface
2 Concrete proposal 
+++ first change +++

5.4.2.7 
T7 Privacy threats of User identities
-    Threat Name: Privacy Threats of User identities

-    Threat Reference: to be done later
-
Threat Category: Information Disclosure
-
Threatened Asset: Mobility Management data (e.g. UE identities)
-
Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 
-   Threat relevance: Mitigate
      Note: it is detailed threat and can be mapped to the security objectives: PRIVACY
. 
+++ next change +++
5.4.2.17
T17 Default insecure MME configuration 

-
Threat Name: Default insecure MME configuration

-
Threat Reference: to be done later 

-
Threat Category: Weak Configurations

-
Threat Description: An attacker can exploit an insecure default MME configuration and be able to perform several types of attacks. For example the MME can be configured such that NULL integrity is only used for unauthenticated emergency calls.

-
Threatened Asset: MME configuration data and mobility management data.

-
Threat Relevance: Mitigate

Editor's Note: This is a detailed threat.

Editor's Note: The security objective which this threat is mapped on is FFS.

+++ next change +++
5.4.2.25
Threat from misuse of too liberal file permissions

-
Threat name: threat from use of files with too liberal permissions

-
Threat Reference: to be done later

-
Threat Category: elevation of privilege, DoS, tampering

-
Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objective: HARDENING.

+++ next change +++
5.4.2.29
Disclosure of information of the MME via insecure network services by the ports
-
Threat name: Disclosure of information of the MME via insecure network services by the ports 
-
Threat Reference: to be done later
-
Threat Category: Disclosure of information 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by ports . The vulnerabilities of these services can then be used by the attacker to gain access to sensitive data and disclose this data. 
-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives:  SECURE MME ADMINISTRATION, HARDENING.

+++ next change +++

5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
-
Threat name: Denial of service attack to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Information Disclosure, Denial of Service (DoS) 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to perform DoS. The term unnecessary used in this threat refers to three cases:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).

-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: HARDENING.

+++ next change +++
5.4.2.32
Disclosure of information of the MME via unnecessary network services by the ports
-
Threat name: Disclosure of information of the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Disclosure of information 
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to disclose  sensitive information/data. The term unnecessary used in this threat refers to three cases:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).

-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives:  SECUREMME ADMINISTRATION, HARDENING.

+++ next change +++
5.4.2.35
T35 Security Threats of Logs access

-
Threat Name: Threats of Logs access

-
Threat Reference: to be done later 

-
Threat Category: Information disclosure, unauthorized access

-
Threatened Asset: Log data in MME

-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. user data, CDR, keys and so on) which can be used by an attacker to carry on attacks towards the MME or to violate the user privacy.

-
Threat relevance: Mitigate

NOTE: This is a detailed threat and maps to the security objective: SYSTEM MONITORING

+++ next change +++

5.4.2.37 
T37 Security Threats of features and functions related to personal privacy

-
Threat Name: Threats of features and functions related to personal privacy
-     Threat Reference: to be done later 
-
Threat Category: Tampering 
-
Threatened Asset: personal privacy related features, function and applications, e.g. LCS
-
Threat Description: There are features and functions in MME related to personal privacy, e.g. LCS. If the operator chooses not to deploy these features and function, while they are part of a single version of software in the system, there is the risk that the attacker can load the functions without authorization (e.g. license from vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user or to track the user or even perform malicious actions against the user. 
-    Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objectives SECURE MME ADMINISTRATION and PRIVACY.

+++ next change +++
5.4.2.39

Threat of eavesdropping on MME management and maintenance interface data 
-
Threat Name: eavesdropping on MME management and maintenance interface data
-
Threat Reference: to be done later
-
Threat Category: Information Disclosure, Weak Cryptographic Algorithms
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker listens in or eavesdrops on management /maintenance traffic on the MME management/maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that data/information on the management/maintenance interface can be disclosed.
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.

+++ next change +++
5.4.2.40

Threat of man-in-the-middle attack on MME management and maintenance interface 
-
Threat Name: MITM attack on MME management and maintenance interface 
-
Threat Reference: to be done later
-
Threat Category: Unauthorised Access
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker conducts a man in the middle (MITM) attack on the management /maintenance interfaces. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker can modify commands, transactions or data on the management/maintenance interface thus leading to unauthorised access to the MME.
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.

+++ next change +++
A.6 Information disclosure
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.7 
T7 Privacy threats of User identities

5.4.2.17
T17 Default insecure MME configuration 

5.4.2.25
Threat from misuse of too liberal file permissions

5.4.2.29
Disclosure of information of the MME via insecure network services by the ports

5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports

5.4.2.32
Disclosure of information of the MME via unnecessary network services by the ports

5.4.2.35
T35 Security Threats of Logs access

5.4.2.37 
T37 Security Threats of features and functions related to personal privacy

5.4.2.39

Threat of eavesdropping on MME management and maintenance interface data 

5.4.2.40 Threat of man-in-the-middle attack on MME management and maintenance interface

A.6.1
Poor key generation

-
Threat Name: Poor key generation

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: A poor key generation may help an attacker to discover and disclosure the key and then read or modify the encrypted data. Attackers can discover a key, for example, if :

-
It was generated in a non-random fashion (e.g. insecure random generator).

-
It was generated starting from a passphrase containing a low entropy.

-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: Internal User | External User

· Target:MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
-
Threat Relevance: Mitigate.

A.6.2
Poor key management

-
Threat Name: Poor key managment

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: A poor key management may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys  if, for example:
-
A weak key management protocols are used;
-
The keys are stored in an unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be found in memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: Internal User | External User

-
Threat Relevance: Mitigate 

A.6.3
Weak cryptographic algorithms

-
Threat Name : Use of weak cryptographic algorithms

-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure

-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to be disclosed and eventually tampered.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: Internal User | External User

-
Threat Relevance: Mitigate.

A.6.4
Insecure Data Storage

· Threat name: Insecure Data Storage

· Threat Reference: to be done later 

· Threat Category: Information Disclosure

· Threat Description: MME stores locally sensitive data (e.g. communication keys (i.e KNASenc, KNASint, KeNB), passwords). An attacker can retrieve these data if they have been stored in an insecure way (e.g. clear text, unsalted hashes). 

· Attacker: Insider User | External User

· Threatened Asset: Any sensitive data stored locally to the MME 

· Threat relevance: Mitigate

A.6.5
System Fingerprinting

-
Threat Name : System Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: The MME could potentially disclouse information about account details, operating system version and/or other software versions, server names and so on. That can be used by an attacker to perform other attacks.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

· Attacker: External User

-
Threat Relevance: Mitigate

A.6.6
Malware

-
Threat Name : Malware

-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure

-
Threat Description: A malware installed on MME can access to all the sensitive data stored locally to the MME (e.g. accounts, keys, user data) .

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: External User

-
Threat Relevance: Mitigate.

A.6.7 Personal Identification Information Violation
· Threat Name: Personal Identification Information Violation

· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threatened Asset: Mobility Management data (e.g. user identities)
· Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user's identities can lead to loss of privacy, e.g. tracing of a user. Protection of user's identities is also a requirement from regulators. 
· Attacker: Internal | External
· Threat relevance: Mitigate
A.6.8 Insecure Default Configuration
· Threat Name: Insecure Default Configuration
· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threatened Asset: MME configuration data and mobility management data.
· Threat Description: An attacker could exploit an insecure default MME configuration and access to sensitive information/data available on the MME. 
For example a default MME can use NULL integrity not only for unauthenticated emergency calls. This can comprise the integrity of RRC signalling and make possible Man in the Middle attacks in the AS domain and intercept, for example, the user communications.
· Attacker: External
· Threat relevance: Mitigate
A.6.9 File/Directory Read Permissions Misuse
· Threat name: File/Directory Read Permissions Misuse
· Threat Reference: to be done later

· Threat Category: Information Disclosure, elevation of privilege, DoS, tampering
· Threat Description: File and directory read permissions which are far too liberal can allow access to the contained data by illegitimate users (e.g. password files with too liberal file permissions can be accessed by unauthorized users).

· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: Internal | External
· Threat relevance: Mitigate
A.6.10 Insecure Network Services
· Threat name: Insecure Network Services
· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to gain sensitive information/data. For example the MME can be configured to return sensitive information using telnet on a custom port without any authentication mechanism has been configured.
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: Internal | External

· Threat relevance: Mitigate
A.6.11 Unnecessary 
Services
· Threat name: Unnecessary 
Services
· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threat Description: The MME can expose unnecessary services which can be exploited (even if not vulnerable) by an attacker to gain sensitive information/data.
 The term unnecessary used in this threat refers to three cases
: 
-
Network service  not strictly related to MME operation (e.g. Splunk Service)
-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)
-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: Internal | External

· Threat relevance: Mitigate
A.6.12 Log Disclosure
· Threat name: Log Disclosure
· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. These logs can contain sensitive information/data (e.g. system data, user data, CDR, or also debugging information) which can be accessed by an attacker to gather information about the system and to perform other attacks towards users or the system itself.
· Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: Internal | External

· Threat relevance: Mitigate
A.6.13 Unnecessary Applications
· Threat name: Unnecessary Applications
· Threat Reference: to be done later

· Threat Category: Information Disclosure
· Threat Description: There are applications (i.e. features and functionalities) in the MME which can be related to personal privacy (e.g. LCS application). Even if an operator does not deploy these features and functionalities, they can be available in the system because part of a software distribution. Consequenlty there might be the risk that an attacker enables these applications without the authorization (e.g. despite of what is included in the license issued by the vendor). For example, the attacker may enable a feature such as LCS and get the location information of a user.
· Threatened Asset: personal privacy related features, function and applications, e.g. LCS
· Attacker: Internal | External

· Threat relevance: Mitigate
A.6.14 Eavesdropping
· Threat name: Eavesdropping

· Threat Reference: to be done later

· Threat Category: Information Disclosure

· Threat Description: An attacker can eavesdrop network traffic, for example, on the management/maintenance interfaces. This may be possible if weak cryptographic protocols or non-industry standard cryptographic algorithms asre used or if the communication protocols are been implemented incorrectly. Eavesropping can be perfomed, for example, by means of MITM attacks, Arp Poisoning, ICMP Redirect and so on.
· Threatened Asset: all critical assets of MME as listed in 5.2
· Attacker: Internal | External

· Threat relevance: Mitigate
�During the SA3 Plenaty it has been decided to move “5.4.2.31	Denial of service attack to the MME via unnecessary network services by the ports” to the Information Disclosure category, however the threat name does not look very appropriate for this category





�Addressed by A.6.7


�Addressed by A.6.8


�Addressed by A.6.9


�Addressed by A.6.10


�The next change has been MOVED from TD S3-151029


�Addressed by A.6.11. However I am noting that the Threat name is quite strange, to be included in the Information Disclosure threat category 


�Addressed by A.6.11


�Addressed by A.6.12


�Addressed by A.6.13


�Addressed by A.6.14


�Addressed by A.6.14


�Addressed by A.6.7


�Addressed by A.6.8


�Addressed by A.6.9


�Addressed by A.6.10


�This part of the editor’s Note has been added because it has been decided to move 5.4.2.31 under this category (from DoS) and then it has been deleted because it is Addressed by A.6.11. 


�Addressed by A.6.11


�Addressed by A.6.12


�Addressed by A.6.13


�Addressed by A.6.14


�Addresseby by A.6.14


�These changes have been agreed during the SA3 Plenary


�This change has been agreed during SA3 plenary


�This change has been agreed during SA3 plenary


�This change has been agreed during SA3 plenary





