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Abstract of the contribution:

This contribution proposes a pCR update to TR 33.872 with assessment for the solutions of TURN credential provisioning and authentication
1. Introduction
In the last new meeting, Huawei and Alcatel-Lucent have proposed two candidate solutions for TURN authentication and credential provisioning, but the assessment of the candidate solutions has not been analysed yet. This contribution proposes the analysis that each solution may impact on the WebRTC_IMS from the aspect of network architecture ,session procedure ,the existing protocols and the user experience.
2. Analysis 

For the solution of authentication using OAuth token, its advantage is that it not impact on the signalling of the W2, but it also has some problems, one of the main problems is that it is difficult to use this solution for the registration scenario 1, since the WWSF/WAF will not authenticate the user in this use case, 
[Alcatel Lucent] TURN authentication is required during WebRTC call setup. IMS Registration precedes WebRTC call setup and could be based on any of the mentioned scenarios in Annex X of TS 33.203 for user authentication. When scenario 1 is used for IMS Registration, user’s IMS subscription is used to authenticate with the IMS network. In other scenarios user’s web identity is used along with OAuth access tokens. Nothing stops the deployment configuration to use scenario 1 for IMS registration while using OAuth access token for TURN authentication. 
Alcatel Lucent’s recommendation is to use access token for TURN authentication in all the scenarios – more on this in the description below.
 it will bring the security problem if the WWSF/WAF is responsible for issuing the TURN access token,
[Alcatel Lucent] This statement is not true. TURN access token is issued by the WAF “after” the user is authenticated using one of the OAuth grant types. 
another problem is that it will increase the call setup time  because it changes the call flow and needs to send the HTTPS to WWSF/WAF for token retrieve before sending call request message.
[Alcatel Lucent] It is more of a question of using “stored” long-term credentials to authenticate the user versus using “ephemeral” access token issued by the WAF after successful user authentication. 
RFC 7376 “Problems with Session Traversal Utilities for NAT (STUN) Long-Term Authentication for Traversal Using Relays around NAT (TURN)” discusses the security issues with the long-term authentication mechanism currently used for TURN. 
OAuth Access token based approach to TURN authentication using OAuth 2.0 Proof-of-Possession (PoP) Security Architecture (https://tools.ietf.org/html/draft-ietf-oauth-pop-architecture-00) aims to solve the issues highlighted in RFC 7376.
The solution based on eP-CSCF providing long-term credentials solves the issue of statically configuring these credentials in TURN clients by providing a mechanism to push these credentials to the WIC during SIP REGISTER. These credentials remain in the WIC till at least the next re-registration interval. But it does not address the problems raised in RFC 7376.
For the Approach 1 of authentication solution via eP-CSCF providing credentials, its advantages includes that it can be used for all the use cases and not impacts on the current architecture and call procedure, though it has a little impact that  a new header is needed for WebRTC signalling to request and return TURN credential.
For the Approach 2of authentication solution via eP-CSCF providing credentials, the advantage is that the solution is simple, but it requires defining a new interface between eP-CSCF and TURN server and impacts on the current architecture unless the TURN server is integrated with eIMS-AGW.
So from the above analysis, it is recommended that the eP-CSCF based solution should be selected with high priority or the eP-CSCF based solution and OAuth-Token based solution can be combined to provide a more generic approach that takes advantages of  both solutions
[Alcatel Lucent] ALU doesn’t agree with this sentence or the conclusion in section 6.x.5 below that eP-CSCF should be selected with high priority. Solution based on eP-CSCF providing long-term credentials does not address the concerns raised in RFC 7376. A stronger authentication scheme should also be supported when TURN is used for FW traversal. 
However, in deployments where a) TURN server functionality is co-located with eP-CSCF or b) where TLS/TCP is used between the WIC and TURN server, the solution based on eP-CSCF providing credentials to the WIC may be preferred over the access token based approach. Interface between the WIC and TURN server is protected and therefore some of the concerns raised by RFC 7376 becomes invalid.
2. Pseudo CR
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6
Solutions

Editor’s Note: This clause will define potential security solutions.
6.x Candidate solutions for TURN credential provisioning and authentication

6.x.4 Assessment of candidate solutions

Editor's notes: This clause analyses for each solution approach the potential impacts to the IMS_WebRTC architecture, session procedure, WIC and the existing protocols.
	Solution
	Impact on network architecture 
	Impact on session procedure 
	Impact on existing protocol 
	Impact on the network management and deployment 

	Authentication and credential provisioning by using OAuth access token.
	1) Need architecture change for the registration scenario 1 since currently no network element is involved in token issue. 
2) To support this solution for the scenario 1, a new network function needs to be defined to verify the user and issue the token for the TURN authentication, or the eP-CSCF needs to be enhanced to support this function.
[Alcatel Lucent] 

Ephemeral token based approach is proposed to solve the security issues raised in RFC 7376 with the current TURN authentication scheme.
WAF is not needed for scenario 1 as IMS registration is based on the IMS subscription securely stored in the UICC. 
If a similarly secure mechanism is needed for TURN authentication that addresses concerns raised in RFC 7376, it is advisable to use ephemeral access tokens issued by the WAF, instead of using the “stored” user credentials. This recommendation is regardless of the approach used for IMS Registration.
 
	Call flow is changed and new messages are added for WIC to retrieve Token from WAF using HTTPS before sending session request to eP-CSCF, which might increase network traffic and session setup time.
[Alcatel Lucent] Additional code changes are required in both the options.
In the solution where eP-CSCF dynamically provides long-term credentials to the WIC, supporting code changes are required in the WIC during IMS Registration.
In the solution where access tokens are used to authenticate with the TURN server, supporting code changes are required in the WIC during IMS call setup.

	1) The TURN protocol needs to be enhanced to support the token authentication mechanism.
2) No change to the W2 signalling.
[Alcatel Lucent] TURN client implementation is provided by the browser, not by the Javascript code that the WIC downloads from WWSF. The access token based solution expects to use browsers that are compliant with the recommended TURN changes.  
	If WAF is located in third party domain and the TURN server is located in IMS provider domain, the configuration between the TURN server and the WAF may lead to networks management burden (e.g., IMS provider needs to configure the long term pre-share secret keys to every WAF if deploying a new TURN) and the TURN server deploy）
[Alcatel Lucent] The issues raised by RFC 7376 far outweigh this concern. Configuration of the preshared secret key between the WAF and the TURN server is a one-time operation.

	Approach 1 of authentication via eP-CSCF providing credentials
	No impact on the network architecture  for all use cases
	No change to call procedures
	1)a new header is needed for WebRTC signalling to request and return TURN credential,
2) No change to ICE/TURN protocol, 
[Alcatel-Lucent] Change is needed in the TURN server to compute the password dynamically (similar to how eP-CSCF computes).
	No impact on the network management since the eP-CSCF is located in the IMS provider domain.

	Approach 2 of authentication via eP-CSCF providing credential 
	A new interface between eP-CSCF and TURN server needs to be defined for transferring TURN credential information. 
	No change to call procedures 
	1)a new header is needed for WebRTC signalling to request and return TURN credential,
2) No change to ICE/TURN protocol
[Alcatel Lucent] Change is needed to support the new interface between TURN server and eP-CSCF
	No impact on the network management since the eP-CSCF is located in the IMS provider domain. 


6.x.5 Conclusions and the recommendations 
The TURN authentication can be realized by using token based method or using dynamical credential provided by eP-CSCF, but as analysis in the section 6.x.4,the eP-CSCF based solution is the most generic solution that works for all scenarios.  It also has the least impact on architectures, protocols, and performance.  It is therefore recommended that the solution of credential provisioning via eP-CSCF is prioritized for specification.
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