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Introduction
The main purpose of this study is to assess the impact of running AKA in very low throughput network system and help in the chosing and definition of appropriate security protocols. Only the exchanged security information are being measured. We provide a breakout for the UMTS AKA, TLS 1.2 handshake and for GBA. Are excluded non-security related information that are carried out over the air interface as we believe that we should only assess the impact of the element SA3 is responsible to assess or define.
According to DRAFT 3GPP TR 45.820, the minimum data throughput over one channel is 160 bps for both uplink and downlink. We will take this speed as the base to calculate the time to transmit.
Section 1 is the breakout of the UMTS AKA procedure.

Section 2 is the breakout example of TLS 1.2 handshake procedure with ECDHE-ECDSA ciphersuite.
Section 3 is the breakout of GBA with the shared-based mutual authentication between UE and NAF procedure.
Section 4 takes the results from those breakouts and provides an estimation of their efficiency at the air interface.

1- UMTS AKA breakout

	Step
	Direction
	Action
	Size (bits)
	Time to transmit (s)
	Parameters list

	1
	SGSN -> UE
	User Authentication Request
	256
	1,6
	RAND (128)
	SQN (48)
	AMF (16)
	MAC (64)

	2
	UE-> SGSN
	User Authentication Response
	64
	0,4
	RES (64)
	
	
	

	2
	USIM -> ME
	Compute CK, IK
	256
	0
	CK (128)
	IK (128)
	
	

	2f
	UE -> SGSN
	User Authentication Response – Failure case
	80
	
	AUTS (80)
	
	
	

	
	
	Total transmitted over the air for successful case
	320
	2
	
	
	
	


2- TLS 1.2 Breakout for ECDHE-ECDSA configuration
	Step
	Direction
	Action
	Size (bits)
	Time to transmit (s)

	1
	C -> S
	ClientHello
	344
	2,15

	2
	S -> C
	ServerHello
	568
	3,55

	2
	S -> C
	Server Certificate
	6120
	38,25

	2
	S -> C
	ServerKeyExchange
	1056
	6,6

	2
	S -> C
	ServerHelloDone
	0
	0

	3
	C -> S
	ClientKeyExchange
	520
	3,25

	3
	C -> S
	ChangeCipherSpec
	8
	0,05

	3
	C -> S
	Finished
	96
	0,6

	4
	S -> C
	ChangeCipherSpec
	8
	0,05

	4
	S -> C
	Finished
	96
	0,6

	
	
	TOTAL
	8816
	55,1


3-  GBA Breakout
[image: image1.emf]Procedure name Step mandatory 

/optional 

/conditional

Direction Action size 

(bits)

Time if throughput is 160 

bps

Initiation of bootstraping/ renegotiation

1 mandatory UE -> NAF Request

2 mandatory NAF -> UE

Bootstrapping 

initiation/renegotiation 

required

AIR TOTAL 0 0

Bootstrapping procedures

1 mandatory UE -> BSF Request 256 1,6

2 mandatory BSF -> HSS/HLR

Authentication Vector and 

User profile request

3 mandatory HSS/HLR -> BSF

Authentication Vector and 

User profile response

4 mandatory BSF -> UE HTTP Digest AKA request 256 1,6

4 conditional UE AKA Run

5 mandatory UE -> BSF HTTP Digest AKA response

64 0,4

5 conditional BSF verify RES, calculate Ks, 

generate B-TID

6 mandatory BSF -> UE Provide B-TID, Key lifetime

256 1,6

6 conditional UE calculate Ks

AIR TOTAL 832 5,2

Procedure using bootstrapped Security Association

1 conditional UE UE derives Ks_NAF from 

Ks

1 mandatory UE -> NAF Application request 256 1,6

2 mandatory NAF -> BSF Request Ks_NAF

2 conditional BSF generate Ks_NAF

3 mandatory BSF -> NAF Send material

4 mandatory NAF -> UE Application answer 0 0

AIR TOTAL 256 1,6

Shared key-based mutual authentication between UE and NAF

1 mandatory UE -> NAF Send ClientHello message

304 1,9

2 mandatory NAF -> UE Send ServerHello message

568 3,55

2 mandatory NAF -> UE  Send ServerKeyExchange 

message 200 1,25

2 mandatory NAF -> UE Send ServerHelloDone 

message 0 0

3 conditional UE TLS premaster secret 

derivation

3 mandatory UE -> NAF

Send ClientKeyExchange 

message

401

2,50625

4 mandatory NAF -> BSF fetch KS_ext/in_NAF

5 mandatory BSF -> NAF return KS_ext/in_NAF

5 conditional NAF TLS premaster secret 

derivation

6 mandatory NAF -> UE Send ChangeCipherSuite 

message 8 0,05

6 mandatory NAF -> UE Send Finished message 96 0,6

failure case 1 1 mandatory UE -> NAF (no support of PSK-TLS 

cipher suites) Send 

ClientHello message

AIR TOTAL 505 9,85625

SUM of all AIR TOTAL 1593 16,65625


4- Efficiency assessment of the AKA procedures
The following table summarize our findings: 

	Protocol name
	configuration
	Average amount of security information exchanged over the air (bits)
	time to complete the procedure with 160 bps speed (seconds)
	Number of roundtrips

	UMTS AKA
	normal
	320
	2
	1

	GBA
	normal
	1596
	16,656
	5

	TLS 1.2
	ECDHE-ECDSA
	8816
	55,1
	2


The traffic model in DRAFT 3GPP TR 45.820 assumes the following:

	Case
	Household density per Sq km
	Inter-site Distance (ISD)
	Number of devices within a household
	Number of devices within a cell

	Urban
	1517
	1732
	40
	52.547


Mobile Autonomous Reporting (MAR) exception reports:

· Uplink application payload of 160 bits should be transmitted with a latency target of 10s

· Downlink application acknowledgement of 160 bits may be transmitted

Mobile Autonomous Reporting (MAR) periodic reports:

· Payload size distribution: from 160 bits to 1.6 kbits. Any payload higher than 1.6 kbits are assumed to be 1.6kbits.

· Periodicity inter-arrival:

· 24 hours (40%).

· 2 hours (40%)

· 1 hour (15%)

· ½ hour (5%)

Time consumption tables

Worst case scenario with 160 bps average speed per channel for 52547 devices within one covered cell. We assume that 10 physical uplink shared channels (PUSCH) and 10 physical downlink shared channels (PDSCH) are available:
	Periodicity of authentication
	Distribution (%)
	Distribution (devices)
	Time to run UMTS AKA
	Time to run GBA
	Time to run TLS

	24 hours
	40%
	21018
	1 hour
	9 hours 42 mins
	1 day 8 hours

	2 hours
	40%
	21018
	1 hour
	9 hours 42 mins
	1 day 8 hours

	1 hour
	15%
	7882
	24 mins
	3 hours 39 mins
	12 hours

	½ hour
	5%
	2627
	8 mins
	1 hour 12 mins
	4 hours

	TOTAL
	
	
	2 hours 32 mins
	1 day 15 mins
	3 days 8 hours


Average scenario with 5x160 bps average speed per channel for 52547 devices within one covered cell. We assume that 10 physical uplink shared channels (PUSCH) and 10 physical downlink shared channels (PDSCH) are available:
	Periodicity of authentication
	Distribution (%)
	Distribution (devices)
	Time to run UMTS AKA
	Time to run GBA
	Time to run TLS

	24 hours
	40%
	21018
	12 mins
	1 hour 56 mins
	6 hours 24 mins

	2 hours
	40%
	21018
	12 mins
	1 hour 56 mins
	6 hours 24 mins

	1 hour
	15%
	7882
	4 mins 48 sec
	43 mins 48 sec
	2 hours 24 mins

	½ hour
	5%
	2627
	1 min 36 sec
	14 mins 24 sec
	48 mins

	TOTAL
	
	
	30 mins 24 sec
	4 hours 50 mins 12 sec
	16 hours


5- Conclusion
In our opinion, application/transport level security solutions such as GBA and TLS aren’t directly suitable for use within the cellular IoT system. Their procedure would consume non-negligeable amount of resources (time, energy). The configuration that would be selected by M2M service providers to protect the user plane data could considerably affect the performance of the cellular IoT network. The task of the network operator to optimize the performance of the cellular IoR system will furthermore be rendered difficult due to the plurality of security configuration available in security protocols such as TLS.
UMTS AKA performs reasonably well compared to other AKA protocols, we believe that we should build on that performance advantage.

Those estimations were made without taking into account the payload of the network, of the transport layer, and of the headers at the application layer. We propose to take into account this study for shaping the way forward.
