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Abstract of the contribution:
SA3#77 decided to capture the agreements on and the progress of the discussion on security for Cellular Internet of Things (CIoT) in a living document (S3-142566). 

The present document recaps the agreements and discusses the open issues. The findings are applied in a companion contribution in S3-151122, which is a pCR to the living document.
1 Recap of agreements in the living document on CIoT security
The following proposals were marked as agreed in S3-142566:

· “Proposal 1: SA3 should base their work on the assumption that Cellular IoT UEs are configured with minimum security requirements and will reject communication with networks that do not meet these minimum security requirements. The content of these minimum security requirements is ffs. 
Proposal 1 was agreed by SA3#77.”

When re-reading Proposal 1, we were afraid that a casual reader who is not a security expert may misunderstand this requirement to mean that the security level with which the Cellular IoT UEs are configured is low providing only the bare minimum of security. We therefore propose the following re-formulation: 
· “Proposal 1: SA3 should base their work on the assumption that Cellular IoT UEs are configured with strong security requirements and will enforce these requirements by rejecting communication with networks that do not meet them. In this way, a high level of security in CIoT can be ensured. The content of these security requirements is ffs.”

· Proposal 2 (on communication with GERAN) was already fulfilled during the meeting SA3#77. 

· Proposal 3 just clarified that work on CIoT security is on enhancements to the 2G PS domain.
· “Proposal 5: SA3 should consider the use of existing strong security mechanisms that can be applied to the 2G PS domain today with priority. 
Proposal 5 was agreed by SA3#77.”
Such “existing strong security mechanisms” were presented in section 4 of S3-142566, namely the use of UMTS AKA for authentication in CIoT and the use of strong encryption algorithms (GEA3 or GEA4). No decision was taken on these, however. We propose here that UMTS AKA and GEA3/4 are to become part of the requirements mentioned in Proposal 1 for CIoT. Proposal 1 would have to be accordingly modified. 
· Proposal 6: SA3 should study the security gain provided by integrity protection of signalling in the presence of minimum security requirements that are enforced by the UE. 
Proposal 6 was agreed by SA3#77.

We will come back to proposal 6 in section 4 of the present contribution. 
2 Secure upgrade from GEA3 to GEA4

It was left open in section 4 of the living document whether GEA4 should be enforced from the start of CIoT, or whether one could start with GEA3 and upgrade to GEA4. Section 4 stated: “Starting with GEA3 as the minimum encryption requirement can be justified, in our view, if a secure and automated means of instructing Cellular IoT UEs to use GEA4 from a certain point onwards is available”. 

We will discuss such a secure and automated means in this section. 

In TR 33.801, such a means was discussed under the title of ‘Special RAND’. The idea was that certain challenges RAND of the 2G authentication protocol would be of a special form to convey information about the encryption algorithm to be used with the cipher key Kc derived from this RAND. 

For CIoT, we propose the use of UMTS AKA, which provides a similar, but stronger, means to convey information about the encryption algorithm: the challenge in UMTS AKA consists of RAND and AUTN, and AUTN contains the Authentication Management Field (AMF) and carries a message authentication code applied by the home operator. In the AMF, currently the use of only one out of eight bits marked for standardised use has actually been standardised. One of the other seven bits could then be used to signal to a UE that only GEA4, or algorithms (yet to be standardised) that would be at least as strong, may be used with a cipher key derived from this UMTS authentication vector. (Remember that, for GEA4, the cipher key Kc128 is needed.) 

It may suffice for the moment to demonstrate that a “secure and automated means of instructing Cellular IoT UEs to use GEA4 from a certain point onwards” is available indeed. The exact semantics of this bit (e.g. whether it relates only to the 2G PS domain or has also meaning in other domains and, hence, e.g. for A5/4) and the availability of alternative means would be ffs.
3 Integrity protection of the signalling plane
Proposal 6 reads: “SA3 should study the security gain provided by integrity protection of signalling in the presence of minimum security requirements that are enforced by the UE.” This text calls for re-evaluating the benefit of integrity protection of signalling when protection against bidding down can be provided by other means (namely by proposal 1). 
Clearly, the main motivation for introducing integrity protection of signalling in 3G and 4G was indeed the protection against bidding down. But it is also true the procedures other than the ciphering command procedure that establishes the encryption algorithms would benefit from integrity protection. However, no analysis seems available today what risks would be entailed by attacks on other signalling messages that would be possible in the presence of strong encryption algorithm, but would be prevented by integrity protection. This in turn would be needed for assessing the benefit that would be provided by integrity protection of signalling in addition to strong encryption and prevention of bidding down. 
As such an analysis is not available to SA3#78, it would be premature to recommend to GERAN the use of integrity protection of signalling for CIoT from SA3#78. Further study would be needed. 

4 Integrity protection of the user plane 
Section 5.2 of the living document states: 
“Integrity protection of user data is not present on the radio interface of 3G and 4G networks. It was discussed in Rel-99 when UMTS was defined and again in Rel-8 when EPS was defined. In each case, 3GPP came to the conclusion that there were insufficient arguments for introducing integrity protection of user data. This does not preclude that there are good arguments for having integrity protection of user data now, but the earlier discussions should be taken into account. ”

Section 5.2 of the living document provides a number of other issues to be considered before introducing integrity protection of user data in 2G PS, including a justification of not introducing it to 3GP and 4G and the potential damage to the reputation of 3G and 4G from not doing so. The discussion on 5G that has started in the research arena should also be taken into account, as well as other work on IoT, e.g. by the GSMA, asking for e2e security (that would obviate the need for user plane integrity in 2G). 
While we acknowledge that there are arguments in favour of integrity protection of user data for all 3GPP-defined access technologies, 
we still believe it would be rather odd to introduce it to 2G while not doing so for 3G and 4G (and possibly 5G). Therefore, a discussion with a much wider focus, encompassing all 3GPP-defined access technologies, is required before a decision on integrity protection of user data can be taken. 
As proposal 7 was not agreed at SA3#77, we propose a modification to reflect the above considerations. 


5 Security termination points other than UE and SGSN

Proposal 4 states that SA3 should focus its work on enhancements to the UE and the SGSN. This was not agreed at SA3#77. 

There seemed to be agreement at SA3#77 that base stations should not be affected, also considering the corresponding GERAN requirement cited in section 3.3 of the living document. 

There was no agreement at SA3#77 whether the GGSN should receive a new role as termination point for 
security assocations extending from the UE. However, there seem to be several open issues associated with such a new role: 

· Should there be a security assocation UE – GGSN, or rather a security assocation between the UE and an IoT server (or proxy or gateway) located near the GGSN, somewhat similar to an MTC InterWorking Function (MTC-IWF) in EPS (cf. TS 23.682)?
· If the security assocation was between the UE and a 2G version of an MTC-IWF, would this then rather be a case of e2e security, provided by a protocol above the ones currently provided in 2G?
· In any of the two above cases, which would be the security protocol between UE and GGSN, or UE and 2G MTC-IWF? In view of the lightweight nature of CIoT, such a security protocol would also have to be lightweight. 
· Work on e2e security protocol for M2M and lightweight devices has been carried out by other bodies, notably by ETSI TC M2M (now merged into OneM2M) and the IETF. However, no contributions have been made available in GERAN or SA3 that would evaluate the suitability of this existing or emerging work.  
· Cf. e.g IETF draft-ietf-dice-profile-06; from the abstract:  “This document defines a DTLS 1.2 profile that is suitable for Internet of Things applications and is reasonably implementable on many constrained devices.”
· What would be the key management procedure for this e2e or end-to-middle security protocol? GBA springs to one’s mind, but this is not what has been proposed in the context of CIoT. However, no justification was given why GBA was not suitable. A sketch of an alternative proposal was presented, but again no justification was given why this alternative was preferred. 

Proposal 

It is proposed to agree the corresponding pCR to the living document in S3-151122 that implements the findings in the present document. 
