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Abstract of the contribution: This contribution proposes a key issue for restricted direct discovery based on the SA2 work.
Introduction 
SA2 have made good progress on the flows for restricted direct discovery (both model A and model B) for non-public safety use case in Rel-13. The agreed description for these cases are contained in subclause 5 of TS 23.713. This contribution proposes a key issue to capture the security threats and requirements that relate to this case for inclusion in TR 33.833. The proposed key issue is based on the ones already included in Annex A containing the post-Rel-12 key issues and hence these are removed.
Discussion

SA1 identified two types of direct discovery; namely open and restricted discovery. With open discovery a UE can be discovered by other UEs that is has not given explicit to discover them, whereas with restricted discovery a UE shall only be discovered by a UE that currently authorised to discover it. This leads onto the following requirements:

ProSe Restricted discovery shall allow a UE to discover only other UEs which it is currently authorized to discover. That is, the identities announced on the air interface shall be able to be protected from being understood by currently unauthorized UEs. 
With open discovery, there is no requirement for the one UE to be authorized to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorized to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to by the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as this is effectively part of the permission to discover in the first place. 

Similar threats as in the above paragraph also apply to the discovery messages sent over the air by the discoverer UE, as in the case that the ProSe Query Code only relates to a small set of UEs, then a response to such a discovery messages could lead to information being leaked about a user. 
These threats lead onto the following requirement:

The possibility of tracking of UEs based on the content of their discovery messages over time should be minimized.
A final security threat is that of unauthorized announcements (e.g., impersonation and replay threats). This may cause a receiver to believe that the other UE is in proximity when it currently isn't, and hence take whatever action discovering that UE would involve. This threat also applies to the initial discovery message sent by the discoverer UE in model B discovery. In this latter case, there is no value providing individual keys to discoverer UEs to protect this message, as it only requires one of these key compromised to be able to force the discoveree UE to send its broadcast. This threat leads to the following requirements:

The system shall support the prevention of impersonation attacks.
The possibility of replay attacks on discovery messages sent over the air interface should be minimized.
Conclusion

It is proposed that SA3 agree the below pCR for inclusion in TR 33.833.

Proposed pCR
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7.X
Key Issues on Direct Discovery
7.X.1
Key Issue #7.X.1: Restricted ProSe Direct Discovery

7.X.1.1
Key issue details

SA2 describe how restricted direct discovery will work in TS 23.713[aa]. This work builds on top of the open discovery flows from Rel-12.  In Open discovery, there is no explicit permission that is needed from the UE being discovered, while in restricted discovery, explicit permission from the UE that is being discovered is required. 

7.X.1.2
Security threats 

In direct discovery, a ProSe-enabled UE broadcasts an identity that can be received by other Pro-enabled UEs that are in proximity. The receiving UE can analyze received identities in order to decide if any UEs of interest to discover are in its proximity.

As noted above there are two types of discovery, open and restricted. With open discovery, there is no requirement for the one UE to be authorized to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorized to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to based on the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as this is effectively part of the permission to discover the UE.
Similar threats as in the above paragraph also apply to the restricted discovery messages sent over the air by the discoverer UE, as in the case that the ProSe Query Code is expected to be responded to by a relatively small set of UEs, then a response to such a discovery messages could lead to information being leaked about a responding user.   

A final security threat is that of unauthorized announcements (e.g., impersonation and replay threats). This may cause a receiver to believe that the other UE is in proximity when it currently isn't, and hence take whatever action discovering that UE would involve. This threat also applies to the initial discovery message sent by the discoverer UE in model B discovery. In this latter case, there is no value providing individual keys to discoverer UEs to protect this message, as it only requires one of this key compromised to be able to force the discoveree UE to send its broadcast.
7.X.1.3
Security requirements

ProSe Restricted discovery shall allow a UE to discover only other UEs which it is currently authorized to discover. That is, the identities announced on the air interface shall be able to be protected from being understood by currently unauthorized UEs. 
The possibility of tracking of UEs based on the content of their discovery messages over time should be minimized.
The system shall support the prevention of impersonation attacks.

The possibility of replay attacks on discovery messages sent over the air interface should be minimized.
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