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Abstract of the contribution: This contribution proposes a security solution for Restricted Direct Discovery in Model B
1 Introduction 
SA2 has provided the signalling flows for Restricted Direct Discovery using Model B in SA2 TR 23.713 v. 0.3.0 for Rel-13. 
This contribution discusses how a security solution for Restricted Direct Discovery using Model B could be applied.

2 Background
In SA3 TR 33.833 for Rel-12, Direct Request and Response Discovery were addressed in key issue #2.1. The following security requirements were defined already in Rel-12 in section 5.2.1.3 in SA3 TR 33.833:
The discovery request and discovery response messages should be integrity protected.

The entity which receives the discovery request or discovery response message should be able to verify the source authenticity. 

Replay protection on discovery request and response messages should be provided.

Authorization and verification of UE that requests or responds for discovery should be provided.
According to the security requirements above, the discovery response message should be integrity protected similar to the discovery request message.
3 Discussion 

Direct Discovery request message in Model B
In the following discussion it’s assumed that the security solution for Open Direct Discovery in Model A for Rel-12 can be re-used for the discovery request message and the discovery response message in Model B in Restricted Discovery procedure.

When the Discoverer UE wishes to discover a user in vicinity, it broadcasts a Direct Discovery Request message on PC5 interface including a ProSe Query Code (see figure 1).
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Figure 1: Scenario where one ProSe Query Codes is allocated/broadcasted per Discoveree UE 
According to SA2 TR 23.713 v0.3.0, it’s up to the policy in the ProSe Function whether to allocate the same ProSe Code for all Restricted ProSe App User IDs or one ProSe Code per Restricted ProSe App User ID (Discoveree UE).  Figure 1 above assumes that one ProSe Query Code is allocated per Discoveree UE.  Each ProSe Query Code could be protected by the Discoverer UE  by using a Discovery Key by re-using the security solution for Open Discovery in Model A for Rel-12.
The Discoveree UE (monitoring UE) listens for a discovery message that satisfies its Discovery Filter (built on the ProSe Query Code). When the Discoveree UE finds such a discovery message, the Discoveree UE initiates a Match procedure including the direct discovery request message to its HPLMN ProSe Function in the network. The HPLMN ProSe Function of the Discoveree UE (Discoveree ProSe Function) passes the Match Report including the direct discovery message to the HPLMN ProSe Function of the Discoverer UE (Discoverer ProSe Function). The HPLMN ProSe Function of the Discoverer UE (Discoverer ProSe Function) checks the direct discovery request message by verifying the MIC in the direct discovery request message using its Discovery Key. The HPLMN ProSe Function of the Discoverer UE (Discoverer ProSe Function), indicates to the HPLMN ProSe Function of the Discoveree UE (Discoveree ProSe Function) whether the check of MIC was successful. The HPLMN ProSe Function of the Discoveree UE (Discoveree ProSe Function) knows now whether the Discoverer UE is genuine or not.
Identified issues in SA2 TR

It has been identified that according to section 5.2.1 in SA2 TR 23.713 (see extract below in italics), Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between (see extract below), which implies that the Discoveree UE shall refrain from initiating an Match Report procedure when hearing a discovery message that satisfies its discovery filter.

The solution for Restricted ProSe Discovery via Model B follows the following principles:

-
The Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between.

This statement would imply that the Discoveree UE would not be able to check if the MIC in the direct discovery request message is valid unless the Discoveree UE itself stores the Discovery Key used by the Discoverer UE to protect the discovery message including the ProSe Query Code. This approach does not seem very secure as the Discoveree UE could then initiate discovery messages on behalf of the Discoverer UE, pretending to be the Discoverer UE.
Proposal: it is proposed that this statement in SA2 TR is checked with SA2.
It has also been identified that according to section 5.1.1 in SA2 TR 23.713: the ProSe Function can configure the UE whether the Match Report is required:

· The ProSe Function can configure the UE whether the Match Report procedure is required. 

Proposal: it is proposed that this requirement is checked with SA2. Why should the UE be configured to not use Match Report procedure and does this statement apply to Discoverer UE or Discoveree UE(s) or all UE’s in Model B?
Direct Discovery response message in Model B

Let’s assume in the following discussion that the Discoveree UE in Model B is allowed to initiate the Match Report procedure in order for the Discoveree UE to find out whether the Discoverer UE is authentic and the direct discovery request message is not replayed by a false Discoverer UE. 
When the HPLMN ProSe Function of the Discoveree UE (Discoveree ProSe Function) knows that the Discoverer UE is genuine, then the HPLMN ProSe Function of the Discoveree UE (Discoverer ProSe Function) needs to check whether the Discoveree UE is authorized to respond to the Discoverer UE with a ProSe Response Code. If the authorization is successful, then the Discoveree UE responds with a Direct Discovery Response message including a ProSe Response Code on the PC5 interface.

When the Discoverer UE receives the Direct Discovery Response message with the ProSe Response Code, then the Discoverer UE:

· Needs to find out whether the Discoveree UE is authentic and that the Direct Discovery Response message is not replayed by a false Discoveree UE, and

· Needs to find out whether the Discoveree UE is authorized by the 3GPP network (e.g. its HPLMN ProSe Function) and the ProSe Application Server, to respond to the announced Direct Discovery Request message.

A possible solution could be that a Token is included in the Direct Discovery Response message from the Discoveree UE to the Discoverer UE. 
It is assumed that the HPLMN ProSe Function of the Discoveree UE allocates a unique Discovery Key per Discoveree UE responding to a direct discovery request message. The Discovery Key is transferred to the Discoveree UE. The Discoveree UE calculates a Token over the ProSe Response Code together with some additional parameters. The Token could be a MIC as defined in TS 33.303 or a MAC. 
4 Potential solution
4.1 Overview
The following figure provides a very simplified signalling model of a potential security solution that could be applied to Restricted Discovery procedure for Model B. Note that all nodes and signalling interfaces impacted by the Restricted Discovery procedure for Model B are not shown in this figure for simplicity: 

[image: image2.emf]2.Discovery Response:

(Discovery Filter (built on ProSe 

Query Code),

ProSe Response Code)

/

9. Match Report Response:

(Discovery Key_B)

3. Discovery 

Request()

/

12. Match Report()

1. Discovery Request()

/

8. Match Report 

Request()

4. Discovery Request()

/

13. Match Report Request()

PC3

PC6

PC3

6. Discovery Response

(Discovery Key_A,

ProSe Query Code,

Discovery Filter (built on 

ProSe Response Code))

/

15. Match Report 

Response()

PC5

Discoverer UE

Discoveree UE

11. Discovery response: 

(ProSe Response Code + Token(i.e. MIC))

1. Calculate MIC using 

Discovery Key_A

10.Calculate Token(i.e. MIC) using 

Discovery Key_B 

HPMLN ProSe Function

of Discoverer UE

(Discoverer ProSe 

Function)

Discovery Key_A

HPMLN ProSe Function

of Discoveree UE

(DiscovereeProSe 

Function)

-Discovery Key_B

5. Discovery Response:

(ProSe Query Code,

Discovery Filter (built on ProSe 

Response Code))

/

14. Match Report Response()

7. Direct Discovery request: 

(ProSe Query Code + MIC)


Figure 2: Overview
Figure 2 describes the following proposals: 
· HPLMN ProSe Function of Discoverer UE ((Discoverer ProSe Function)) stores the Discovery Key-A and provides the key to the Discoverer UE in Discovery Response procedure in step 6 in Figure 2. The Discovery Key-A is used by the Discoverer UE to calculate the MIC over the ProSe Query Code as described in TS 33.303. 

· HPLMN ProSe Function of Discoveree UE (Discoveree ProSe Function) stores the Discovery Key-B and provides the key to the Discoveree UE in Match Report Response message in step 9 in Figure 2. The Discovery Key-B is used by the Discoveree UE to calculate the Token (i.e. MIC) over the ProSe Response Code in a similar way as described in TS 33.303. 

4.2 Detailed signalling flows
More detailed signalling flows can be found in pCR in S3-151118.
5 Conclusion

Proposals:
The following is proposed for Model B in this paper:

· HPLMN ProSe Function of Discoverer UE includes a Discovery Key-A. This key is used by the Discoverer UE to calculate the MIC over the ProSe Query Code in Direct Discovery Request message. The MIC is calculated in a similar way as described in TS 33.303 for Rel-12 for Model A. The Discovery Key-A key is provided by the HPLMN ProSe Function of Discoverer UE to the Discoverer UE in Discovery Response message. 
· According to SA2 TR 23.713, the HPLMN ProSe Function of the Discoveree UE allocates a ProSe Response Code per Discoveree UE responding to a direct discovery request message. It is proposed that the HPLMN ProSe Function of the Discoveree UE allocates a Discovery Key-B per Discoveree UE and provides the Discovery Key-B to the Discoveree UE in Match Report Response message. 
· The Discoveree UE calculates a Token over the the ProSe Response Code together with some additional parameters. The security solution with calculating a MIC as specified  in Rel-12 for Open Discovery procedure, could be re-used, which would imply that the Discoveree UE calculates the the MIC in a similar way as described in TS 33.303 in Rel-12. 

Questions to SA2:
It should be clarified with SA2 what the following statements implies for the Restricted Discovery procedure using Model B:

1. According to section 5.2.1 in SA2 TR 23.713, Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between (see extract below), which implies that the Discoveree UE shall refrain from initiating an Match Report procedure when hearing a discovery message that satisfies its discovery filter.

The Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between.

This would imply that the Discoveree UE would not be able to check if the MIC in the discovery message is valid unless the Discoveree UE itself stores the Discovery Key used by the Discoverer UE to protect the discovery message including the ProSe Query Code.
2. According to section 5.1.1 in SA2 TR 23.713:

· The ProSe Function can configure the UE whether the Match Report procedure is required. 

It’s unclear whether this statement applies to the Discoveree UE or the Discoverer UE or all UE’s in Model B, in order to understand the implications for the security solution.  
6 Proposal
The pCR for the security solution proposed in this paper is provided in S3-151118.
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