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Introduction
At last meeting the agreed way forward for providing proposals to GERAN with regard to cellular IoT security is to provide inputs to the living document S3-142566.
The following document provides a list of key security issues and potential security requirements for a cellular IoT system.
Key issues
A.   Network operators can only promise to their customer a particular security level within their PLMN domain. A PLMN cannot ensure the security of the user data when it traverses a visited PLMN. Some mobile customers would require their data to be protected as the interception of those data could endanger their business, their reputation or their own safety. These customers would therefore rely on additional security mechanisms which are widely used such as TLS.
B.  The usage of those “over the top” mechanisms such as TLS can have substantial repercutions if applied on the to-be-implemented cellular IoT network system (see contribution S3-151104 - Study of the efficiency of AKA/SA procedures applied to C-IoT). The cellular IoT network will service devices with very low data throughput of at least 160 bps per radio channel. Initial traffic modelling within a cell is available in the early draft and has set the number of devices within a cell to more than 52.000.  

C. The Global SS7 network is supposedly a trusted and dedicated network for PLMNs and Service Providers to exchange signalling data between each other and enables. There are illegal means to reach HLRs across the SS7 network, this has been mentioned by the press. One of the lessons from this is that it is not straightforward to globally enforce access control to every message sent through the SS7 network. (Cf. Karsten Nohl - Mobile Self Defence : https://www.youtube.com/watch?v=qpW9o4SP3K8)
D. The GRX/IRX network is supposedly a trusted and private network for PLMNs and Services provider to allow roaming user data to carry. This network comprises about 42.000 hosts, however it has been revealed in the press [ADD REF] that 5.000 of these hosts have been found vulnerable and can be accessed from the internet. These vulnerable hosts can in turn be used to intercept GTP traffic and potentially inject traffic. One of the lessons from this is that it is not straightforward to globally enforce access control to every packet sent across the IPX/GRX network. (cf. http://www.pcworld.com/article/2357381/global-mobile-roaming-hub-accessible-from-the-internet-and-vulnerable-researchers-find.html and cf. http://www.slideshare.net/StephenKho “On Her majesty’s Secret Service – GRX & A spy agency”)
E. The publicity of those vulnerabilities can be quite damaging for the reputation of the industry. What is also unfortunate is the fact that it would take quite some time to ensure that every SS7/IRX/GRX host implement all the required security protection mechanisms to really consider the SS7/GRX network an entirely secure network.

Proposals

In light of the concerns raised in the points C, D, E and the study of the efficiency of AKA/SA procedures applied to C-IoT (S3-151104) , we propose to agree the following way forward for inclusion in the living document: 

Proposal 1.  There should be a mechanism for the home PLMN to provide end to end confidentiality and integrity protection of the user data without depending on security mechanism of the visited PLMN.
In light of the study of the efficiency of AKA/SA procedures applied to C-IoT (S3-151104), we propose to agree the following way forward for inclusion in the living document: 

Proposal 2. Key establishment procedures such as the one defined for GBA and for TLS aren’t directly suitable to be used within the cellular IoT system as they may potentially undermine the overall performance of the system. UMTS AKA performs reasonably well compared to other AKA/SA protocols and should be adapted to offer efficient end to end user data protection in cellular IoT systems.
The following are potential security requirement proposed for inclusion in the living document:
Potential requirements for the security level:

P_REQ 1. The minimum security level for both end-to-end (E2E) and SGSN-terminated data protection should be of 128 bit.
Potential requirements for the E2E data protection:

P_REQ 2. It should be possible to provide end to end confidentiality and protection and integrity protection to the user data between the MS and the GGSN
P_REQ 3. It should be possible to provide end to end integrity protection-only to the user data between the MS and the GGSN
P_REQ 4. It should be possible to terminate the encryption further at the MTC server
P_REQ 5. End-to-end confidentiality and integrity protection of user plane data between the MS and the GGSN is mandatory for support but optional to be used.
P_REQ 6. There should be a new mechanism between the HLR and the GGSN which allows the GGSN to fetch the shared secret key from the HLR.
P_REQ 7. There should be a new mechanism between the Home PLMN and the MTC server which allows the MTC to fetch the shared secret key from the Home PLMN.
P_REQ 8. Only the information field of the LLC frame should be ciphered by this new mechanism
P_REQ 9. The cipher algorithm for E2E encryption should be AES-CCM.
Potential requirements for the key generation:
P_REQ 10. The shared secret key used for E2E data protection should be derived from the UMTS AKA derived keys.
Potential requirements for the SGSN-terminated encryption: 
P_REQ 11. Assuming 3GPP TS 44.046 is used as one of the baselines, the ciphering of LLC I frames and UI frames is optional, its use decided by the home PLMN, and is only applicable if a Cipher Key has been provided by the home PLMN. 

P_REQ 12. Assuming 3GPP TS 44.046 is used as one of the baselines, It is for further study whether an ‘E’ bit should be added in the control field for LLC I and UI frames.
P_REQ 13. GEA4 should be supported by the MS and the SGSN. The use of other cipher stream which takes 64-bit key is forbidden.
Potential requirements for the SGSN-terminated MAC:
P_REQ 14. Assuming 3GPP TS 44.046 is used as one of the baselines, The LLC layer should support integrity protection by applying a MAC on the plaintext information field and the control field bits.
P_REQ 15. Assuming 3GPP TS 44.046 is used as one of the baselines, The FCS should be replaced with a MAC for any LLC frames after successful UMTS AKA procedure.
P_REQ 16. Assuming 3GPP TS 44.046 is used as one of the baselines, It is further study whether the indication of the presence of a keyed MAC is either 1) indicated by an ‘I’ bit (for integrity) in the control field or 2) based on the LLC layer state.
P_REQ 17. UIA1, UIA2, 128-EIA1, 128-EIA2 or EIA3 may be applicable. Two of them should at least be mandated. Those algorithms provide a MAC of 32 bits. It is for further study how those algorithms should be adapted.
