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1. Overall Description:
SA3 discussed SA5 related management security of virtualized networks and gave the following security considerations based on TR32.842:
· For use cases of instantiation of Core Network Service, an attacker can impersonate operator and instantiate a VNF network service from the management system illegally;
· For use case of termination of Core VNF instance, an attacker can restore the data from VNF instance related resources which are not cleaned completely after released;
· For management architecture, an attacker may intercept, tamper and/or fake the data at the new management interfaces brought by NFV-MANO. And also, an attacker can utilize a fake NFV-MANO entity to pose a legal one to communicate with and attack OSS/BSS.


2. Actions:
To TSG SA3.
ACTION: 	SA3 kindly asks SA5 to take above into account. SA3 will give security consideration and suggestion based on SA5’s progress.SA3 is willing to communicate and cooperate on the security considerations with SA5.
3. Date of Next SA WG3 Meetings:
SA WG3#79	20-24 April, 2015,	 Nanjing, China
SA WG3#57-LI	28-30 April, 2015, USA




