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Abstract of the contribution: this contribution analyzes the security of delivering group message via T4. 
1. Analysis 
SA2 TR23.769 introduces a group message delivery solution called “T4 message delivery to a group of devices”, in which the group message delivery to a group of devices is based on the T4 device trigger procedure. 
More detailed, MTC-IWF will firstly transfer the group ID, included in Group message from SCS, to HSS/HLR, then the HSS/HLR maps the External Group Identifier tothe IMSIs of the individual group members and return the IMSIs list to MTC-IWF. The MTC-IWF would convert the group message to individual messages based on the IMSIs list, and sends these messages via T4 to the SMS-SC and further to the group members UEs. The SMS message is a trigger message containing the application port ID, trigger payload and Trigger Indication, and an external group ID for addressing the group from the 3rd party service provider. The trigger payload contains the group message.
For security, the security mechanism for delivering group message via T4 is similar as that for R12’s device trigger. 

1. The group message sent from SCS in Tsp interface can be securely protected by the Tsp interface’s security mechanism defined in TS23.682, and the SMSs that sent from SMS-SC to group member UEs can be protected by the EPS security mechanism, e.g. for LTE, the MME would protect the short message with UE’s NAS security.
2. Another security issue is the authorisation of the group message delivery. Similar as the authorisation mechanism defined in R12 device trigger, the MTC-IWF shall check if SCS is authorised to send group messages, then HSS shall further check if SCS is authorized to send a group message of specific service to a certain group identified by Group ID. 
3. When the authorisation succeeds, MTC-IWF sends SMSs to SMS-SC via T4 interface. SMS-SC then delivers them to Group member UEs through SMSs.
2. Proposal 

It is kindly asked to add following PCR into the TR33.889.
***********************************Start the First Change****************************************
4.1.4.6
Solution 6: Secure protection of delivering group message via T4.
SA2 TR23.769 introduces a group message delivery solution called “T4 message delivery to a group of devices”, in which the group message delivery to a group of devices is based on the T4 device trigger procedure. 
More detailed, MTC-IWF will firstly transfer the group ID, included in Group message from SCS, to HSS/HLR, then the HSS/HLR maps the External Group Identifier tothe IMSIs of the individual group members and return the IMSIs list to MTC-IWF. The MTC-IWF would convert the group message to individual messages based on the IMSIs list, and sends these messages via T4 to the SMS-SC and further to the group members UEs. The SMS message is a trigger message containing the application port ID, trigger payload and Trigger Indication, and an external group ID for addressing the group from the 3rd party service provider. The trigger payload contains the group message.
For security, the security mechanism for delivering group message via T4 is similar as that for R12’s device trigger. 

1. The group message sent from SCS in Tsp interface can be securely protected by the Tsp interface’s security mechanism defined in TS23.682, and the SMSs that sent from SMS-SC to group member UEs can be protected by the EPS security mechanism, e.g. for LTE, the MME would protect the short message with UE’s NAS security.

2. Another security issue is the authorisation of the group message delivery. Similar as the authorisation mechanism defined in R12 device trigger, the MTC-IWF shall check if SCS is authorised to send group messages, then HSS shall further check if SCS is authorized to send a group message of specific service to a certain group identified by Group ID. 

3. When the authorisation succeeds, MTC-IWF sends SMSs to SMS-SC via T4 interface. SMS-SC then delivers them to Group member UEs through SMSs.
************************************End the First Change****************************************
