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Abstract of the contribution:
This contribution proposes some threats which could become the basis of key issues in the security TR for MCPTT, based on the contributors’ experience

1.
Introduction
The contributing organisations have considered some of the threats which are likely to arise in an MCPTT system, based on experience with security requirements for public safety systems based on existing technologies such as TETRA.  For the purposes of this discussion document, threats are divided into categories, and a brief description is added.  Our intention, should these be accepted, is to provide a contribution in the form of a pCR in a following SA3 meeting.
2.
Threats

Interception of user traffic

Eavesdropping at air interface 

Traffic information is recovered by an adversary using a radio receiver.  Adversary could be any member of the public.

Eavesdropping in mobile network 

Traffic information is recovered by an adversary intercepting a link or at a network element in the mobile network.  This could be achieved by non security cleared personnel, or by adversary finding vulnerable point in network, e.g. unprotected ground based network link.  It is expected that in most cases mobile networks will not have undergone a formal government security evaluation.

Eavesdropping on connected networks (e.g. non 3GPP networks) 

Traffic information is intercepted whilst routed to or from a user connected over a non 3GPP network, e.g. WiFi network or line connected user.

Traffic analysis

Matching of user identity with subscriber terminal identity 

The user can be identified by the subscription in use, enabling tracking by non security cleared personnel or a skilled adversary intercepting identities sent in clear at registration or finding a vulnerable point in the network.

Identifying highly secure users within user pool

Certain specialist users have much higher demands for security and are very sensitive to identity and location, and currently rely on obscurity within the greater volume of public safety users.

Identification of group addresses

Group addresses relate to operational roles, and identification of these allows analysis of user movements and operational behaviour.

Identifying user affiliation to groups

Identification of user affiliation to groups can provide information on the operational roles of a user at a particular point of time, and the numbers of affiliations to a group at any one time provides further information to an adversary.

Identification of called or calling numbers

Identification of called or calling parties of calls made to or from any user both can provide information about that user’s current role, and also can expose the identities and roles of the that other party.

Identification of users by consistent use of higher priorities

Some users may need to consistently use higher priority, for example due to role or seniority, and may become visible due to this.

Impersonation

Impersonation of user 

Over 3GPP network: adversary masquerades as a valid system user, accessing from a UE within the 3GPP network for purposes of fraud, misdirection etc.

Over non 3GPP network: as in 3GPP network case; countermeasures and solutions may need to be different from 3GPP network case (e.g. due to greater ease of access over non 3GPP networks).

Impersonation of group 

A group communication is impersonated to misinform or misdirect group members. The modes of attack may be different depending on the bearer service in use.

Impersonation of MCPTT server

The user is persuaded to connect to a false MCPTT server in order to deny service, manipulate the user etc.

Man in the middle attack 

Over 3GPP network: an attacker inserts himself between the user and the MCPTT server to intercept information, generate false calls or deny service to calls, or to modify the security of the service, e.g. force the user to negotiate a lower security level.

Over non 3GPP network: as in 3GPP network case; countermeasures and solutions may need to be different from 3GPP network case (e.g. due to greater ease of access over non 3GPP networks).

Misuse of client terminal

A client terminal is stolen (which may still be logged on to the service), or illegally loaned, and used to receive or generate communications whilst purporting to be the valid user.

Manipulation

Falsification of call records

An adversary manages to modify call record information for purposes of fraud, or to falsify an audit trail.

Alteration of configuration

An adversary changes programming information in the client application, or changes configuration e.g. to change or deny access permissions in client application or MCPTT server.

Hijacking of calls

An adversary takes over a call in progress and replaces call information from one party with his own, clears the call etc.

Denial of service

Deregistration of user

The adversary sends registration or deregistration commands which purport to have originated from the target user, or manipulates some control interface of the MCPTT server.

Network flooding

Adversaries create large volumes of traffic to reduce available capacity and impede communications between users.

Misuse of secure disable protocols

Adversary uses a disable protocol to put user device out of service.

Target Jamming

Adversary identifies a particular user, and uses this knowledge to jam his communications at the air interface

