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	Summary of change:
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· The names of the files in the UICC associated to the USAT Application Pairing are modified.
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8.1.2
Security procedure

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. 

An UE supporting USAT application pairing proceeds to Profile download as specified in 31.111 [14]. The USIM immediately sends a proactive command PROVIDE LOCAL INFORMATION requesting the UE’s IMEI(SV). The UE  then sends the TERMINAL RESPONSE with its IMEI(SV).

The file EFIWL stores the IMEI(SV) or range of value to which the USIM is bound.

The file EFIPS stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing check. The UICC also stores in the file EFIPD the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” in the file EFIPS and stores in the file EFIPD the IME(SV) value of the unauthorized MTC ME. 

The status flag of pairing check (with value “OK or “KO”) stored in the file EFIPS can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file  EFIPD is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFIPD provide a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the files EFIPS and EFIPD can be read out locally by the maintenance persons.
The UICC shall respond to any AUTHENTICATE command with error status words if:
· IMEI or IMEISV provided by the ME is not in the corresponding white list configured in the USIM (EFIWL)
· ME has not provided any IMEI

If the AUTHENTICATE command had been executed before the pairing procedure has been successfully performed (in the case of pre-Rel-12 MEs), the UICC may need to trigger a network attachment procedure by sending a proactive command REFRESH(3G SESSION RESET).
UICC OTA mechanism (as specified in 3GPP TS 31.115 [10] / TS 31116 [11] and ETSI TS 102 225 [12] and TS 102 226 [13]) is used to update the file EFIWL stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by adding or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EFIWL. 

