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Abstract of the contribution:
The Editor’s note at the start of B.3.3.4 mentions requirements 3.01-15 and 3.01-19 as being ffs. The present contribution argues that these two requirements should not be part of the MME SCAS and hence not become part of Annex B of TR 33.806.
1 Introduction
Annex B.3.3.4 currently contains only an Editor’s Note, which reads: 

“Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).”

Six companion pCRs show how to address clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26, with the exception of 3.01-15 and 3.01-19. The following two sections address 3.01-15 and 3.01-19 respectively. 
2 Req 3.01-15 “Accounts with extensive rights must be protected with two authentication attributes”
It was argued in the SCAS conf call that requirement 3.01-15 may not be suitable for the MME SCAS as it would depend on operator policy. It was also said that it may be difficult to implement in practice, requiring the integration with several authentication systems. Furthermore, it may not be seen as a requirement on the MME because the use of two authentication attributes or two-factor authentication may only be visible to the client management entity, not to the managed entity, i.e. the MME. 
For these reasons, we propose to not include requirement 3.01-15 in Annex B of TR 33.806.

3 Req 3.01-19 “The system must be connected to a central system for user administration”
It was argued in the SCAS conf call that this requirement is more of good-to-have function but probably should not be in the SCAS just yet. At SA3#77 it was stated that the “Human Errors” threat could be mitigated by a countermeasure based on DT requirement 3.01-19. However it was decided not to move the human errors threat into the Annex for the moment as it was explained in the TI contribution S3-142466 that the threat posed is more of an IT problem rather than a specific threat to the MME. The “Human Errors” threat could be addressed with training, with IT processes/policies and procedures rather than have a full-scale central user account management system.
For these reasons, we propose to not include requirement 3.01-19 in Annex B of TR 33.806.
4 Proposal 

It is proposed to agree that the requirements3.01-15 and 3.01-19 do not become part of the MME SCAS and hence not become part of Annex B of TR 33.806. The corresponding text in the Editor’s note at the start of B.3.3.4 shall be deleted. 
