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1 Discussion: 
Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, the present contribution proposes to move (in a restructured form, when needed) to Annex A, clause A.7 Denial of Service, the existing threats:

· T1 Threat from the Internal attacks

· T4 Threats from the compromised UE or misbehaving UE

· T5 Security threats on MME management and maintenance interfaces

· T9 Denial of Service

· T18 Crashing MME via a protocol or application implementation flaw

· Threat from misuse of too liberal file permissions

· Denial of service attack to the MME via insecure network services by the ports 

· Denial of service attack to the MME via unnecessary network services by the ports

· T33 Threat on booting from external device

2 Concrete proposal 
+++ first change +++
5.4.2.4
T4 Threats from the compromised UE or misbehaving UE
-
Threat Name: Threat of DoS from compromised UE or misbehaving UE
-
Threat Reference: to be done later 

-
Threat Category: DoS.
-
Threat Description: MME can be denial-of-service attacked by a compromised or misbehaving UE. For example, the attacker can control a huge number of compromised or misbehaving UEs to request access to one MME at the same time; these UE to continually send attach request and detach request to the MME. The processing resource on the MME can be exhausted at express speed and the MME becomes unable to process other, valid NAS signalling requests

-
Threatened Asset: MME processing capacity.

-
Threat Relevance: Mitigate
Editor's Note: it is detailed threat

Editor's Note: It is FFS the security objectives which the threat is mapped on.

+++ next change +++

5.4.2.18
T18 Crashing MME via a protocol or application implementation flaw

-
Threat Name : Crashing MME via a protocol or application implementation flaw

-
Threat Reference: to be done later 

-
Threat Category: DoS 

-
Threat Description: A flaw in the implementation of one of the protocols supported by an MME may be exploited by an attacker to crash the MME.  

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate 

Editor's Note: This is a detailed threat.

Editor's Note The security objective which this threat is mapped on is FFS.

+++ next change +++
5.4.2.25
Threat from misuse of too liberal file permissions

-
Threat name: threat from use of files with too liberal permissions

-
Threat Reference: to be done later

-
Threat Category: elevation of privilege, DoS, tampering

-
Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objective: HARDENING.

+++ next change +++
5.4.2.28
Denial of service attack to the MME via insecure network services by the ports 
-
Threat name: Denial of service attack to the MME via insecure network services by the ports 
-
Threat Reference: to be done later

-
Threat Category: Denial of service 
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports . The vulnerabilities of these services can then be used by the attacker to make the MME unavailable (DoS). 
-
Threat relevance: Mitigate 
Note: it is detailed threat and can be mapped to the security objectives HARDENIGN

+++ next change +++
5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
-
Threat name: Denial of service attack to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Denial of Service  (DoS)
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to perform DoS. The term unnecessary used in this threat refers to three cases:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).

-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: HARDENING.

+++ next change +++
5.4.2.33
T33 Threat on booting from external device

-
Threat name: booting from external device
-
Threat Reference: Tx
-
Threat Category: other threats 
-
Threatened Asset: hardware, operating system

-
Threat Description: If MME allows operating system to be booted not only from internal memory but also for another source (e.g., USB flash drive, memory card), MME may be attacked by the attackers who subvert the bootloader (e.g. through USB, card slots, etc.). This will bring risk to MME that the base functionality within MME being broken. 
-
Threat relevance: yes

A.7 Denial of Service
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.1 
T1 Threat from the Internal attacks

5.4.2.4
T4 Threats from the compromised UE or misbehaving UE

5.4.2.5 
T5 Security threats on MME management and maintenance interfaces

5.4.2.9
T9 Denial of Service

5.4.2.11
T11 Malware

5.4.2.18
T18 Crashing MME via a protocol or application implementation flaw

5.4.2.25
Threat from misuse of too liberal file permissions

5.4.2.28
Denial of service attack to the MME via insecure network services by the ports 

5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports

5.4.2.33
T33 Threat on booting from external device

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface

A.7.1  Compromised/Misbehaving User Equipments
-
Threat Name: Compromised/Misbehaving User Equipments
-
Threat Reference: to be done later 

-
Threat Category: DoS
-
Threat Description: A large number of compromised or misbehaving  user equipments (UE) can cause a fault on the MME with a consequent denial of service.
For example, an attacker can control a huge number of UEs and can send a lot of contemporary attach/detach requests to the MME without following the normal protocol flow. The resources on the MME (e.g. processing resources or radio resources) can be exhausted and the MME becomes unable to process other, valid NAS signalling requests.
-
Threatened Asset: MME resources (e.g. system processing capacity (e.g. CPU, memory), network links, radio links and so on).

-
Attacker: External User

· Target:MME resources

-
Threat Relevance: Mitigate.

A.7.2  Implementation Flaw
-
Threat Name: Implementation Flaw
-
Threat Reference: to be done later 

-
Threat Category: DoS

-
Threat Description: An attacker can exploit an implementation flaw in one of the protocols supported by an MME or in one application available on the MME and cause a DoS.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Attacker: Internal User | External User

· Target:MME 
-
Threat Relevance: Mitigate.

A.7.3  File Write Permissions Abuse
· Threat name: File/Directory Write Permissions Misuse

· Threat Reference: to be done later

· Threat Category: DoS
· Threat Description: File write permissions which are far too liberal are potentially vulnerable and can be abused by an attacker to cause a DoS. For example file passwords permissions with write permissions too liberal can be altered by an unauthorized user which can change the administration password, causing the impossibility for the administrator to log on the MME.

· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

· Attacker: Internal | External

· Threat relevance: Mitigate
· Target: all critical assets of ME as listed in 5.2, except hardware assets
A.7.4  Insecure Network Services
· Threat name: Insecure Network Services
· Threat Reference: to be done later

· Threat Category: DoS

· Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to crash the MME.
· Threatened Asset: MME services

· Attacker: Internal | External

· Threat relevance: Mitigate

· Target: MME
A.7.5 Unnecessary Network 
Services
· Threat name: Insecure Network Services

· Threat Reference: to be done later

· Threat Category: DoS

Threat Description: The MME can expose unnecessary services which can be exploited (even if not vulnerable) by an attacker to gain sensitive information/data.

     The term unnecessary used in this threat refers to network based and not network based services, i.e.:

-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).
· Threatened Asset: MME services

· Attacker: Internal | External

· Threat relevance: Mitigate

· Target: MME
�Addressed by A.7.1


�Addressed by A.7.2


�Addressed by A.7.3


�Addressed by A.7.4


�Addressed by A.7.5


��Addressed by A.7.6


�Addressed by all threats having “Internal User” as Attacker, e.g. “A.7.2  Implementation Flaw”


�Addressed by A7.1


�The first consequence of this threat is spoofing identity, the DoS is a consequence. So this threat is not included in this category


�This will become a category


�This threat is not faced because it has not been agreed our proposal on how resolve the assignment of a theat to more categories


�Addressed by A.7.2


�Addressed by A.7.3


�Addressed by A.7.4


�Addressed by A.7.5


�We propose to address it in Tampering threat A.4.3 because in our view in this case DoS is a CONSEQUENCE of  Tampering.


�This isthreat is not faced because it has not been agreed our proposal on how resolve the assignment of a theat to more categories


�We propose  MMW resources instead of the original text “MME processing capacity”


�We propose the wording “MME Services” as threatened asset instead of the orginal text (“all critical assets of MME as listed in 5.2”)  because in our view the MME services are the real threatening asset for this specific threat. 


�We propose to remove this word because otherwise the last bullet “Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).” is not addressed.


�We propose the wording “MME Services” as threatened asset instead of the orginal text (“all critical assets of MME as listed in 5.2”)  because in our view the MME services are the real threatening asset for this specific threat





