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1. Introduction
This contribution describes the security threat of the account about the user testing accounts and expired accounts, and adds the new security requirements.
2. Analysis
When the attacker gets the account, the attack event can be easily happened. Sometimes the user accounts such as the testing account and the expired accounts may be disclosed on the Internet. When the attacker gets the account, security threat will be occurred.

· The network product will be exploited easily. (E.g. An attacker can pretend a normal user to login system by testing account and expired accounts. These accounts are often used as an entrance for attacking network products by attackers.)
· The attacker can attack the same products repeatly by the same testing account and expired accounts.
In order to resist security threat, unused user accounts including testing accounts and expired accounts shall be deleted from the database.

3. Proposal

It is proposed to add the security requirements on MME user account and password managemenon in TR33.806.
4. pCR
**********************START OF CHANGE***************************
5.4.2.6
Security threats on MME user account and password management

-Threat name: Security threats on MME user account and password management
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 
· One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. 
With the default password, the attacker can access MME, modify configuration and interference the LTE network.

· User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind passwords with fewer attempts by brute force.

· The attacker may get user password, and not detected by legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, user may perform modification with historical password, known by the attacker, which would bring security theat.

· The means for user password storage is important. The storage should use encryption techniques to avoid information leaking.

· The attacker may use brute force to get passwords, which is simply a matter of time.

· One user can login from several computers at the same time, which may cause collision configuration or other conflict, which would bring security threats.
· Threatened Asset: User account data and credentials 
· Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objective: SECURE STORAGE
6.X Security requirements on MME user account and password management
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1) Rx-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2) Rx-2:Password management policy:
a) Password modification shall be performed by force after initial login.
b) Password strength shall be configurable. Passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the passwords shall be configurable. 

c) Password shall be modified based on password management policy. Historical passwords shall not be allowed up to a certain number. The number of disallowed historical passwords shall be configurable
d) Password storage shall support one-way hash algorithm with salt value.
3) Rx-3:User account lock-out policy:
a) The maximum number of user account login attempts should be configurable.
b) There shall be a delay in allowing a user attempt to log in again when login attempt numbers exceeds the maximum number. This delay should be configurable.

c) 
d) The system shall enforce password expiry, and account lockout after failure to renew the password, according to configurable timers.
Security Objective references:SECURE STORAGE.
-
Test case: To be done later
-
Requirement evidences: to be done later
**********************END OF CHANGE***************************
